(B | Ghidrafd /i

Hw o F 2019-03-15 1341:11 KAF o 3914 ﬁ W 7
JE3c4%#: Ghidra: A quick overview for the curious

BHEFKHE: crownless

Ghidra f1st H EZ % 4" (NSA) BHFTE 1T R AFER TR (SRE) B4, ATXHMNELZEMES. B
RIEFEATFHR, B WRBGFE, BEEERMH AN,

REBAESREAHMBACERT TRUNMAELE, A, RERREERXF/IE, AT HOHIRLAHE
H 171247 Ghidraii R 28 & # 7 #— T HIA.

FANIEH Ghidra 5 IDA Pro#t AT LEEL R A AF 1, HERERBAMEELE, FAREIDAProfIKMH ", MAE
RBAL [ TIETHE I H I ME— SR,

XEXERK, BEESRZEE. RNINFFLE EFGhida, Fik, RATEERHEN, BETRISRERERIA
TENELR, B RIRE.

H =

o RANER
e f+4#&Ghidra
o AR
o KhFRASHILR

e Ghidraffizhgg
s IHEH
o RGN YR
o FFEH
o RYnVERR
o REGEAMIT AR EE R
o ERVHE
o WRIA
o AT
o JRIITIHE
o I
o HAihEE


https://blog.csdn.net/qq_40351988
http://0xeb.net/2019/03/ghidra-a-quick-overview/
https://bbs.pediy.com/user-833800.htm
https://www.ghidra-sre.org/
https://www.nsa.gov/resources/everyone/ghidra/

4 & Ghidra

About Ghidra *

Version 9.0
Build PUBLIC
2019-Feb-28 1236 EST

Java Wersion 11.0.1

Licensed under the Apache License, Wersion 2.0 {the "License™; Unless required by applicable lav
or agreed ko in writing, software distribubed under the License is distributed on an "A5 IS" BASIS,
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for the specific language governing permissions and limitations under the License,

This program also includes third party components which have licenses other than Apache 2.0, See
the LICEMSE  kxk file For details,
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<language definitions>

1

2

3 <language processor="6502"

4 endian="1little"

5 size="16"

6 variant="default"

7 version="1.0"

8 slafile="6502.sla"

9 processorspec="6502.pspec"

10 id="6502:LE:16:default">

11 <description>6502 Microcontroller Family</description>
12 <compiler name="default" spec="6502.cspec" id="default"/>
13 <external name tool="IDA-PRO" name="m6502"/>

14 <external name tool="IDA-PRO" name="m65c02"/>

15

</language>
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Project File Name:
Last Modified:

TWizmoConsole, exe
Wed Mar 06 15:43:46 PST 2019

Readonlsy: false

Program Name: WizmoConsole. exe
Lancuage ID: ®86:LE: 32:default (2.8)
Compiler ID: windows

Processor: ®86

Endiamn: Little

bddress Size: 32

Minimum Address: oo4o0000

Maximum Address: 0044514f

# of Bytes: 286331

# of Memory Blocks: 7

# of Instructions: 1]

# of Defined Da 504

# of Functions: 19

# of Symbols: 121

# of Data Types: &7

# of Data Type Categories: 4

Compiler: vizualstudio: unknown

Created With Ghidra Version: 9.0

Date Created: Wed Mar 06 15:43:37 P3T 2019
Executable Format: Portable Executable (PE)
Executable Location: C:/Tools/Bins/MiznoConsole. exe
Executable MD5: Tha95e474d0£07ddhdedcel2540a6:96

FSRL: file: //C: /Tools/Bins/MizmoConsole, exeMD5=7ha%5e474d0£074dbdecel=2540a6296
PDE Age: oooooool

PLE File: T:wvprojectshgithub\Tizmo\Release\MiznoConsale. pdh

PDE GUID: d3edf289-d3£4-4efc-§9Z2E£-0cfalliddals

PLE Version: R5DS

Felocatable: false

Sectiondligrnment: 4096

r&dditional Information
————— Loading C: /Tools/Bins/WizmoConsole.exe —----

Searching for referenced library: USER3Z.DLL ...

————— Loading C:\Windows'3ysWOWEAVUSERSZ.DLL —----

USERSZ2.DLL: failed to create WEVIResource at 6%9%:h2a?0: Failed to resolwe data length for WEVTResource
Fourid and imported external library: C:A\Windows)3ysWOWed\USER3IZ.DLL

Searching for referenced library: ADVAPT3IZ.DLL ...

————— Loading C:\Windows\3ysWOWNEALADVAPTISZ.DLL —----

Fourid and imported external library: C:vWindows® 5ysWOWSANADVAPTSZ.DLL

Searching for referenced library: WINMM.DLL ...
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0 Expors 00401648 27 CCh cc I | 0040170 | 75 10 84 44 £0 eB 56 £9 £f £€ SF 33
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o Scatonaisallazge wzrn B i 00401820 | €€ S£ 33 c0 Se b ef 5d c3 69 54 cd
e Stack[0xB]):4 argw mar: [ [N 00%1930 | 20 @9 01 00 33 ¢4 ® 95 <0 75 10 24
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Ef BultinTypes =
. | pE— exapx
& genenc_cib Type B Categery - JLocation [Label [ Code Linit
Ej‘ windows_vs12_32 Anabysic FoundCode  Found code from operand LAB_| IMP FID_cenflie... A
B windows_vs12_64 Analysis Foud Code  Found code from operand reference  004032d0 LAB_00H032d0 MOV ECX,dword p...
Analysis Found Code  Found code from operand ref LAB_00409 MOV ECK,dword p... ¥
|Fite|: B E=-
Fiker: B | = consdle x o socimats x
@ | [oosore=0 [main [PostEse =

B RICWIIREREAEHK. AFTET WREIIRTEEE (Wtiafr) BHEEE B & SGEHR:

B s [ | E-x
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Address Break Flate Function  Yariable Instruckion/Data  Open Data Arvay
| Register Transition |
I Pre-Cormment |
Label I #Ref Header I HRef I
ll Address | Eytes | || Mnemanic | | Cperands | EQL Comment
| PCode |
| Paost-Camment
Space
00401010 56 PUSH ESI -
00401011 &a 00 PUSH 0x0
00401013 &b £1 nov EST, this
00401015 ££ 15 50 CALL dirard ptr [->EERNEL3Z.DLL::GetModuleHandled]
c0 43 00
0040101k 89 06 nmov dirard ptr [ESI] hModuleExe
0040101d &b cE nov hModuleExe  EST
0040101f c7 46 08 nov diard ptr [EST + 0x&],0x0
oo o0 oo oo
T 00401026 c7 46 Oc Mo dword ptr [EST + I]xc],D:(D
oo oo oo oo
0040102d Se POF ES:
0040102e c3 RET
0040102F cc rr CCh
ok o o o o o o ol o o e ol e o e o o e o o e o ol o o o o o o o o o o o o o oo (v
€ >

BfIEs) FBRUEHHS RICHIIE (disasmil B & ORI R. XA R KT E B 7EIDA Proth
AR%.

#9 Edit Code Layout *
Address Break.  Plate Function  Variable Instruction/Data  open Data  Array
| Label |
Address |Mne. ; | Parallel || | Operands
LAE_00401735
1735 PUSH g_-gbhortshutdomwm_0043c415
..173a PUSH EXTI
..173b CALL __ stricmp
..1740 ADD ESP, 0Ox8
..1743 TEST is_opt,is_opt
..1745 JHZ LAE_00407752
Add Field > All
. ) Spacer
Dizable Field
Ihsert Row +
Rermowe &l Fields Bytes
Remowve Field EOL Comment

Instr haskMalue
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e
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el “1] _ ¥Ref Header
|

Register Transikion |

J}m I Pre-Comment J
= | Label J %Ref Header | wRef
+l Address I | Tnemonic I Cperands ] ] Bytes | ECL Comment
PZode |
| Post-Comment War Assign |
Space
i
44 shelleode
/7 fileOffset=0, length=13
JF ram: 00800000-0060000c
i
gasonoon  Mov E&,0x1 h& 01 00
oo oo
0os0000s MOv EBX,0x1 bk 01 00
oo oo
00&0000a  INC E& 40
0060000k INC EBX 43
0o&0000c  RET c3
28 Edit Code Layout x
Address Break  Plate Function Warishle Instruction/Data  Open Data  Array
i | Label |
Address {Mne...] Parallel || I PCode Ciperands
LAE 00401735
1735 PUSH sUEGel:d = COPY Ox43cdls:d 3_-abortshutdown 0043c4ld
E3P = INT 3UB E5F, 4:4
STORE ram(ESP), sUsEel
..173a PUSH gU0lac0:d = COPY ESI E3I
E3PF = INT 3UB E3F, 4:4
STORE ram(ESP), $Ulach
..173b CALL E3F = INT 3UB E5F, 4:4 _ stricmp
STORE ram(ESP), 0x401740:4
CALL *[ram]0x4lflhd:d
17740 ADD CF = INT CAFRY E5F, 8:4 E3P, 0x5
0F = INT 3CARRY E3F, S:d
E3F = INT ADD E35F, §:4
5F = INT_3LES3 E5F, 0:4
ZF = INT _EQUAL E5F, 0:4
...1743 TEST CF = COPY 0:1 iz opL;is opt
OF = COPY 0O:1
§U8cd0: 4 = INT AND Eix, EiX
5F = INT_3LE33 £U3c40, 0:4
ZF = INT EQUAL £U3c40, 0:4
.174h JHE §017hb0:1 = BOOL_NEGATE ZF LAE 00401757
CERANCH *[ram]0x401757%7:4, $UL1l7h0

Cancel

ARSI YE A5 7T LA R AR B S B, B anFE 7 B A -

SEINGRAT IR REY

e

0043cZ28

~ Show Entropy ‘

" Show Owverview |

"'a=':]’|" OO I
B = rnaseaie




||| 0043c428
= | | 0043c438
|| | 0043444
0043c44c
00430454
0043c45c
00430464
0043c46c
00430474
= || | 0043c493
0043c4bs
0043c4d4
0043c524
0043c538
0043c574
0043c5b0
0043c5c8
0043c5dc
0043c5F4
I 0043c608
_-E 0043c624

> v Filker:
ARG Y2 RICwmFIR T, AT LA G” B B bk BiARAE -
@éo To .. x

Enter an address, label or expression:

Hello world

a:00401%4aic)

| i v

[] ase sensitive Drynamic labels

Cancel
HE AR EmE —MRBERE:

29 Rename Function at 0040150 d
Enker Marne:
|printF w
Marmespace
alobal “l| |
- Properties
[] Entry Paink Frimary [ Pinned

TE AR AT IIRT T, BEERN S N HFRAEA:
Add Lahel... L I . ].!H I_EE:?;E

Show Label Histary.., H Char Sequence: . "\12%d 000"
Clear Register Values... Double: W 1.112536929253669E-308 .
Set Register Yalues.., Ctrl+R okl el 22k

Unsigred Binary: . 200000000000007 000 007 Ok
Caolors ¥ ; :

Unsigned Decimal: 274
Apnply Enurm... Unsigned Hex 0112
Conwvert > Unsigned Octal: 4220
Set Equate.., E
Fallthrough > !0040123?
References * & Ghidra Help ) CodeBrowser: ... < Men

EEMBENESTEERRELCNGER, ATAREGHFERELER:

ﬁj Instruction Info: Address 0040107k [CodeBrowser: wizmo:f\ﬂ-’izmqﬁ_r(':]onsole.exe]



Help =

tion Info: Add

Instruction Jwmnary

Mnemonic MoV

Nuwber of Operands: 2

Address : ram:0040101k
Flow Type FALL THROUGH
Fallthrough 0o040101d
Delay slot depth : O

Haszh 1 3404950

Input Chijects:
EAX, E3I
Result Chijects:

Constructor Line #'s:
MOV (3578}, rw3Z(1349), Mew(l1083), seqWide (1050},
addr3Z (999}, Rmr3Z(932), check rm32 dest {1377},
Regd2 (927

Evte Length : 2

10001001 00000110
11111111 11000000
10001001 00000000

Instr Bytes
Maszk
Masked EBytes:

Instr Context:

X
Operand-1 | COperand-2

Operand dword ptr [ESI] EAX

Laheled drord ptr [ESI] EAX

Type REG

Jcalar

Address

Register EAX

Op-Chiects ESI EAX

Operand Mask
Masked Walue

oooooooo 00111000
oooooooo oooooooo

oooooooo ooooo11l
oooooooo ooooo11o

opsize (0Z,03) == Ox1
addrzize (01,010 == Oxl
Dynamic Update
!
[ B RIC IR A 5 X — F B, BIE AT DL SRS oA B2 &
i e &2 Data Type Choaser x L
ECh: .Chcu:nse the data bype you wish ko use, |

B e e e e e T
FUNCTION -

ek o ok o ook b o ok e o o oo e
&8 Apply Enum

ed _ stdcall FUN 004012

<RETUEN: Chaose an Enum data type bo apply.
01280 . :
iH 02 L 1
H 0xELTO ] Apply ta sub-operands
iH mxliz
| oK || Conce

H -0x1
.L duord ptr [->USER3Z.DLL::3endMessaged]

el

CCh

CCh

L3 Data Types
Bl::_l windows_vs12_32

E}E} winuser.h

BE? defines

define_WM_SYSCHAR
define_WM_STSCOLORCHAMNGE
define_WM_STYSDEADCHAR
define_WM_SYSKEYDOWN
define_WM_SYSKEYUP

Filker: 'WM_SYS

Cancel

b

o H ]Filter:

Ghidrai@ fit 7 —/MR4F MR R Rk #AS, BT UHEBEMA BN R L RN EWHIEFEE .

rFeW

ol Tree

B | x

£+ [5a Imparts

ADVAPTIZ.DLL
KERMEL3Z.DLL
USER:32.0LL

LUTRIRARA |

ERFSHEDNUEERFTRIRANS, AINSHFS, FARS, K, B FEE




III\_\__J ML L
£+ Exports
§OE-f enkry

; [T Functions

Filker: ”ki:]
XEREENBUSER32 .ALIHBAKS:

L0 B3 { kI LFop=r= b 7Y IO T s

PTR_GendMezzaged 0043cli0 XBEF[2]:

Program Tree =

W g ®| X

0043c190 6a 45 04 00 addr

USER32.DLL: : SendMezsageld

FUN_004010e0:004010ee,
Monitor0fL:00401E8e

B[ Imports ~

POINTER to EXTERNAL FUNCTION
[ ] ADWAPI3Z.DLL

G- ] KERMEL3Z.DLL

BOOL _ stdcall ExitWindowsEx (UINT uFlags, DWORD dwReason)
=[] USER32.DLL

EOOL EAX:4 <RETURI>
G- £ CreateWindowExA UINT srack[0x4]:4 uFlags
e £ DEFW‘”“"“{E“‘ DORD Srack[0x8]:4 dvReason
- £ DispatchMed=agef

2680 ExitiindowsEX <<not bound:>
FTE_ExitWindowsEx 0043cl94

P& dwH External Function - USER3Z.DLL:ExitWindowsEx @ ram:0004455a |45 04 00 SRIEE DAENGa - DLES BRI o DS
f  GetMes BOOL _stdcall ExitWindowsEx (UINT uFlags, DWORD dwReason)
M. &  cersus| BOOL  EAXA <RETLIRM >

& uFlag

YREF[1]:

FUN_004012c0:0040124c

*

POINTER to EXTERNAL FUNCTION

1

FEDBE RIS B, W DA AAEARRD M SE A b B i 2k B o BhAh, WREN FAKHE

A AR R 48 E -

| &4 Edit External Function at 00044553

*
BOOL ExitwindowsEx (UINT uFlags, DWORD dwReason)
-Function Attributes: -
Function Mame: ExitvwindowsEx [ varargs In Line
Calling Corevention | __stdcall w [ Mo Return [ Use Cuskam Storage
Function Yariables
Index Dakakype MNarme | Skorage
BOOL <RETURM= EAi:4 +
1 UINT uFlags Skack[0x4]:4 ®
z DWORD dwReason Stack[0xa]:4
+
4
Call Fixup:
-MOME- ~
@ Edit External Function at 000445h4 *
J |HWND CreateWindowExA (DWORD dwExStyle, LPCSTR IpClassName, LPCSTR
IpWindowName, DWORD dwStyle, int X, int ¥, int nWidth, int nHeight, HWND
hwhdParent, HMENU hMenu, HINSTANCE hlnstance, LPVOID IpParam)
Function Attributes: -
Function Mame: Create'WindowE:xA ] varargs In Line
Calling Corrvention | _stdcall ~ || [JMoReturn [ Use Custom Storage
Function Yariables
Index Dataktype MName | Skorage
HWHD <RETURM= EAx:4 ~ +
1 DWORD dwExSkyle Stack[0x4]:4 ®
z LPCATR IpClassMame Skack[0x3]:4
3 LPCSTR IpWindowiame Stack[Oxc]i4 Py

HEBEAHE, &



4 DWORD dwiSkyle Stack[Ox10]:4

5 ink ¥ Stack[0x14]:4

& int W Stack[0x18]:4 W
Zall Fixup:

-MOME- w

oK || Cancel |

ZHT, BARBVET LIS R BB 7 — AR . BT RAVEE A X LR B R Buser32.dll, Al

AT DOKE X 28 R BB SR BB A RSO

o Edit External Location (USER32.DLL: Createdifind owExd @ ram:00044504) * 00400240 Jrsrc "rsi
‘,._ 0043c225 SeshutdownPrivi,,,  "ge
r External Program 0043c230 WizmoCoverage,., Wi
LT e s Marie: |USER32-D|—|- ~ | 00430250 szCoverageiind.., "szC
Stack[0x8]:4  IpClaszName Path: | " Cloar || Edit | 00430265 usage:-manaff: ... "us:
Stack[Oxc]l:4 lpWindowName : 00356410 smhonctl "'m(
Stack[Dx107:4 dwStyle B @rnal — . 0043c418 -abortshutdown -ak
:
Atack[0xl4]:d X vpe:  Function @ Choose External Program >
Stack[Ox158]:4 ¥ "
Stack[Oxlc]l:4 niidch Label: |CreateWindowExF\ f}
: (
Stack[0x20]:4 nHeight o |000445b4 Current Projects 1l
Stack[0x24]:4 himdParent e | wizma ~|
HMENTI Stack[0x258]:4 hlMenu B"E? T :
HINSTANCE Stack[0xEc]:4 hInstance user3z.dl 1
LEVOID Stack[0x30]:4 1pParam B WizmoConsole.exe
112 CreateWindowExd <<not bound;

PTE_CreateWindowExd 0043clE0
USER3Z.DLL: : CreatelindowIxd

0043c180 b4 45 04 00 addr

TET T Tun

%

*

POINTEE to EXTERNAL FUNCTION *

T

ATOM _ stdcall FegisterClassExa (WHDCLASSEXA * param 1)

ATOM
TNDCLASSERL *

A2
Stack[Ox4]:4

<FETURN>
param 1

645 RegisterClassExd <<not bound:>
PTE_FegisterClassExd 0043clEd
TSER3Z.DLL: :RegisterClassExi

0043c164 a0 45 04 00 addr

WKREF[1]:

FUN_00401150:004011cs

Filker: |

d: WindowsEesourceReference. java

W “BRART->%E-> IR EA R A (user32.dID .

I % B 2%

Folder Path:

Marme: |

QK




I 9 ¥ 2% 7 Ghidrarh — AR S ) B 8% 32 0GW 1 D) -

Decompile: MonitarQFF - (W 0 | g | ‘

2 |wold MonitorOf££ (woid)

3
1
3 Sendﬂessage@ﬂ'ﬁ]}m]I—I[ﬂI\]'D_TDPHDST,IﬂH_SYSCDI-ﬂLﬁ.I\TD, SC_MONITORFPOUEE,Z) ;
3 return;
i}
3
RDh | |3
LR IR 10N Ry ya] L1y Al Ua L
00401z7a 5£ FOP EDI
00401Z7b 8b el Hov E5P,EEP
00401274 5d FOP EEFP
0040127e c3 RET
00401Z7E co 7 CCh
ok o o b o b o o ol o o ol o o o o e o ol o b e oo ol o o oo ol o o ol o ook o ol ool o
* FIUNCTION *
i o e e i e i i i i e e ol i i i e i i o o o
undefined _ atdcall MonitorOff(woid)
undefined AL:l <RETIRN
CWizmo: :Monitor0£E XREF[1]: wain: 00401725 (c)
T 10401280 6a 02 PUSH 0xZ
00401282 68 70 £1 PUSH SC_MONITORPOWER
0o oo
00401287 68 12 01 PUSH WM_5VSCOMMAND
oo oo
004012Z8c 6a ££ PUSH HWNL _TOFMOST
0040125e ££ 15 20 CALL duord ptr [->USER3Z.DLL: : SendMessaged]
cl 43 00
00401294 c3 RET

AT E OB B R R EHIE. REFRESRICHIIRED. FHiL, 7ERHRERE N R,
TEHRIEFRE O E BB RICHRT .
5IDAKIHex-Rays [z 4 % 23 fdifF —FE, Ghidraff) & gs % 5% B A 38 B 1A 0] & i .

o HnARH

A INTERE
ERABAFRMER
o HE

B, XRCWizmo:CWizmotliE R e (FaEETK) R¥iFELER:

Cllizmo * _ fastcall CWizwo(CWizmo *_this)

i
HMODULE hModuleExe;

hModuleExe = GetModuleHandled ( (LPCSTR)Ox0) ;
*[HIODULE *)& this-»m hInstance = hifoduleExe;
_this-*m bForce = 0:

_thiz->n_ zzMachineName = [LPTITR)0x0:

return . this:

BAAIE Sl A B R R & D IR B W -> ST REIEHTH B R &5

| it 10401010 56
& 17 |
I e > Category
) Enurm...
Align Al
Function Definition...
Paste Chrl +4
Structure..,
Carnmit Datatypes To » Typedef..



https://github.com/lallousx86/WinTools/blob/60a095bec5a13e0f30650449c0aa84764670bba9/Wizmo/WizmoConsole.cpp#L281

__ auk L/133530CI1ate Latatypes Trom 4 Urioh E
B bas Refresh Sync Indicators For »
B crkd piled: WindowsREesourceRel
B - Rewert Datatypes From »
h [lek Update Datatypes From »
-5 shd
- exc Callapse Alt+Up
< i mbs Expand Alt+Don
Rt Apply Function Data Types
@I Capture Function Data Types

H- T Expart C Header...

RERIRTE T H IS T B

ﬁ Structure Editar - struct (WizmoCaonsole exe) [CodeBrowser: wizmoMizmoConszole.exe] — O >
elp

E Structure Editar - struck

Offset Length

Mremanic Carnmenkt

HIMNSTANCE

HIMSTAMNCE m_hInstance

4 4 HYW D Huiw D m_hwndCoverage
8 4 BOOL BCOOL m_bForce
12 4 LPTSTR LPTSTR m_szMachineMame

Search: [ 1 4 *-

Name:: CiWizmo

Description: Wizmo class

Category: wizmoConsole, exe/ — '
A ot | Structure Description |-
Sizei| 16 | Alignment: 1 [] Align

EIEE LA EEEE IFIRE:

Structure Editor - skruck (i

Mremanic | DataType | Mare | Cornrment
0 4 HIMSTANCE HIMSTAMCE m_hInskance
= Apply Edits
Edit Carnpaonent Field F2

Showr Cormponent Path

Showy Murmbers in Hexadecimal

g Clear C

[1  Create Array Open Bracket

Eg| Create Structure From Selection

Search: | ' Delete Delete 3 7'y

s Duplicate Component Alt+D

Duplicate Multiple of Camponent Alt+h

Name:. C\Wizmo

: gk Insert Undefined Byte Alt+l)
Description: Wizmo class
r 1 tove Camponents Up Alt+Up
Cateqory: WizmoConsole, exe)
Size: 5 alignn Cycle b ] Align

Faworite ¥




Copy
Export
Select All

Ctrl+4

@ Structure Editor - struct (WizmoConsole.exe) [CodeBrowser: wizmoy™izmoConsole exe]

Help

d >

H +t+3diEZRxo@®El~ x

Offset Mniemanic | DataType | Mame | Comment
a 4 HINSTAMCE HINSTANCE m_hInstance
WD - wiin 2 .n'inEZl_“ typedef HWND HWND__ *
HWHD - WizmoConsole, exefwinD, ., s
{5 HWHD * - windaws_vs12_32fwin.., | TFo 0 Doos Sk TR
HWHD__ - windows_vs12_32/Wi... |  jwinDef.h
HWND__ - WizmoConsole.exefii,., |  struct HUND__ {
%‘ HWHD__ * - windows_ws12_32/... int unused
(& HWND__ * - wizmoConsole exey. ., Vrangny Spaeka
5 HWHD__ * * - WizmoConsols. axs. .
HWHD_UserFree - windows_ws12,,, |Alionment: 4
) Length: 4
HWHND_LserFreetd - windows_vs, .,
E HWHND_serMarshal - windows_v...
Search: | HWHMD_UserMarshalsd - windows. . " 4
HWHND_serSize - windows_ws1Z2..,
HWHND_serSizefid - windows_vs...
Mame: | Ciizrmo EF| HWHD_UserUnmarshal - windows. . -
i | FF| HWND_UserUnmarshaléd - winda, ., B
Descri|:ﬂ:i|:|n:I Wizmo class o
Categnry:iWizmoConsoIe.exe,l’ | N
Size:|5 | Aligriment: i1 | [ align
. . . i -abart
@ Structure Editor - struct (WizmoConsole.exe) [CodeBrovwser: wizmoy™izmoConsole exe] = O > g
Help
= -hiber
e FIEE R R AL LR 1 L]
| Mrernanic | DataType | Narie | Comment -rute
] 4 HINSTAMCE HINSTANCE m_hInstance rebor
4 4 HWHD HWND — =l
5 4 BOOL BOOL # Data Type Chooser Xk
_FITSTR ................................ Choose the data type you wish to use, ?
i) Data Types -
Bl windows_wsiz_sz I
E-E7 winnkh 1
R ERLP TSTR F
|
k
: k
Search: | k
k
o
E
Name:|CWi2mn B
Descriptinn:l ‘Wizmao class f
Categnry:iWizmoConsoIe.exe,l’ Filter: |LPTSTR ﬁl@ L
Size:E 1z Alignrment: I 1
oK | | Cancel

R

ﬁ Parse C Source

AEFEEEE € (LM, R CAENTCk SO

2 |

Aa8 g

% x

|'Parse Caonfiguration
BT A FraF A ik

:UI|



-Source files to parse

aioh
arpalinet.h
assert.h
complesx.h
cpio.h
ctype.h
dirent.h
difcr.b
errno.h
fFentlh

~Parse Options

-IU:v linux includedinclude

=Im: s linae_includedincludetsys

I linu includedi3ge-redhat-limux
-D_X&6_

-D__3TDC__

-D__WORDSIZE=32
-D__builtin wa list=woid *
-D__DO_NOT_DEFINE COMPILE

-D_Complex

-D_WCHAR T

4.1.2%include

Parse to File. ..

Parse ko Program

G A — A £ O S

Of{int paraa l.int varam 21

Edit Function Signature

Renarme Yariable

Retype Wariable

Auto Create Structure
Highlight Def-use
Highlight Forward Slice
Highlight Backward Slice

turns the

lays multi Highlight Forward Inst Slice

nate: hib Highlight Backward Inst Slice
mutes [de
selecti-cl Cammit PararsReturn
Commit Locals
Firnd...

Fird Uses of int

Properties

>
Dismiss
L
Ctrl+L
Shift+Open Bracket
ate
-1
c
not
P =
) —
Ctrl+F
Ctrl+Shift+F

R
&

BRH

FION_00401010¢1local 14);

FE R g B2 P B B

if (param 1 < &) |
FUN_ 0040]1fp=0iiimas
Edit Function Signature wonitor offintt-abortshutdoim: at
Override Signature ays multimedia £ile [or f£iles sepal
aitioni\ntt-hibernate: hibernates the
Rename Function L e [011]: mutez (default) / unmute:
e system\n\t-blankin\t-eject/-clo:
Commit Pararms/Return P levn------- wnhEwizmo -monoffintn”
Cammit Locals
return 0x
Comments ¥ Set Plate Commment..,
. Set Pre Comment..,
Firnd... Ctrl+F




‘ et Sermicolon

Properties | gy

S T A _

if (param 1 < Z)

printf((int)
"uzage: \n\t-mnonof

£8 Oyerride Signature it
hatd wnht-pl ]
o e Signature: |ink printf{char const™* const _Format, ...3
locks workstation

ugerinht-mate [01 calling Convention:|  cdecl ~ | [J1Inline [] Mo Return
systen'\n\t-blank\
trayininExanpletn Call-Fixup: -NOME- |

i
return OxEEEEEEEE;

] | Cancel
ERERBSHH R

TN_004016ed(int arge,int acgw)

@ Data Type Chooser Dialag x

ar Hk

Painker tu:nl pointer ko char

(& char * * - WizmoConsole.exe/char * *

Rk (5 char * * * - windows_vs12_32 char * * * CharDataType
Length: 1
L 14);
Size: 4

Painter Base Data Type:

Jt-monoff: turns the
ht-play: plays multi
mintt-hibernate: hik
mte [0]1]: mutes (dg

[ =l

e d

%ﬁ@ﬁ%ﬁ@%i FAHBPITHR:

ompile: main

1

2 lundefined?® —_— : : ! e+

3 Edit Function Signature

4 ({

5 char % Retype Return Ctrl+L

&) char *p

7 int iva Cammit ParamsfReturn P

8 HEETILE: Commit Locals

9

10 TN 00 Camments ¥

11 if farg

e print Find.. Ctrl+F

13 14
Fird Uses of undefinedd Ctrl+5Shift+F 3
Properties

ERERRE, RERES (AP HRETH) 5DARRBUEZTIG—HER. B URESHOFNENHE
€ H XA GERR, HFF8%)

22 Storage Address Editor x

Datakype:

Datatype Size: 4

Allocated Size: 4

Skorage Locations

Type Location Size
Renictar Fay 4

Add




R e '

Remove

Ups

Crown

7 Cancgl J
XBOH N A ) — L8 32 X FF I FF A R B

~Skarage Locations

Type Location

Register ~

Stack,
Mernory

BT R—ATEA R FES, KEHARKKERIIEE. Flan, RATAT ARSI R H# R4 € KT
fEF1E L.

EXE, BITARAETmemsetlIRE— 1S (0x2¢, size t) RERFTA RHIFER BT “size " KB FTAE
AER I FIRATRIEE T -

_memsetislocal 50, lpfnimdProc, 0, 0xE
local S0.hIcon = (HICON)*param 1; Edit Function Signature
local 50.cbhbClsExtra = (int)DefWindoy

local S0.style = Ox30:
4Varl = BegisterClassExA( (WHNDCLASSE

Creerride Signature

Auto Create Structure Shift+COpen Bracket |

r3z.dll Highlight Foraward Slice

e —
00401197 64 2c Highlight Backward Slice
00401125 84 45 ba Highlight Farward Inst Slice +
0040119¢c b £9 o ,
. Highlight Backward Inst Slice
004011a0 50 ;
R Commit Params/Return p
0o oo Commit Locals
0040llas sb 07
004011a8 83 c4d Oc Comments ke
0040llab 89 45 cd m].
00401lae al dc cl Find... Ctrl+F ocd
iR Find Uses of size_t Ctrl +Shift +F
004011b3 89 45 be sEx
004011b6e 5d 45 b4d ; |
Properties
004011b9 50

fEE IR B Rsize_tHERIHBL

G W Q& x
) # || | Location [, | String Yalue
&7 } 00400000 MZ
85 |joined rOx00402cZb: Egzggégg PtE b
89 | @hile ((_Size & 3] != 0) { TS 'jxp
* * i = i 2.
20 (ehar)pi¥ard {ehAniIvarLs ﬁ] Uses of "size_t" (DataType) - 7973 locations [CodeBrowser wizmoMizmoConsole,exe] - O x
91 5B o ST ol R
i - 8 Help
@6 =aRx}
*user3z.dil

: } Lacation giLabel Code Unit Context i

1 0040zbed SUE ECH,0x80 59 _8ize = _Size - 0x80; [l

kil Li || no4nzbed SUE ECK,0x30 59: _Size = _Size - 0xs0; T

: } 00402cll 8d 7c 39 e0 00402bed SUR ECH,0x20 50: _Size = _Size - OXBO;

1] 0040zcls £3 Of 7€ 07 00402bd3 TEST ECK,Oxffffif00 60} while ({_SiZ€ & 0:FFFFFF00) 1= 0);

1 00402cl9 £3 O0f 7E 00402bd3 TEST ECH,O0xff£E£££00 60: } while ({_Size & OXFAAFADO) 1= 0y;

o 47 10 00402bd§b TEST ECX,Oxfffff£00 60: } while ({_Size & DxFFFFFFO0) 1= O

: : 0040Zcle &b 44 24 04 n0402bd LAB_00402bdd ET dword ptr [DAT_00445010],0x1 64: if (DAT_00445010 ==1a1)1=014

: : 00402c22 &b fa 00402bdd LAE_00402bdd ET dword ptr [DAT_00445010],0xl 64 if ([DAT_00445010 => 1 & 1) 1=0) {

i 0040zoz4a o3 00402bdd LAE_00402bdd ET dword ptr [DAT_00445010],0xl 64 if (fDAT_00445010 = 1 & 13 1= 00 {

: } 00402bF0 LAE_00402bf0 CMI ECX,0x20 67: iF (OX1F _Size) {

[ i o0402bfo LAE_0040zbF0 CHP ECK,0xz0 67 if (0x1f _Size) |

(%) fe

e 00402e01 SUB ECK, 0x20 74 _Size = _Size - 0xz0; ]




| .
4 ! J0402¢25 £7 cl 03 ] SUB ECK,0xz0 74: Size = _Size - 0xz20;
) 00 0o oo eI SUB ECX,0xz0 74 _Size = _Size - OX20;
1 OAOZEZHETA 0040204 CHP ECH,0x20 75: + while (OX1F _Size);
b % 2 0040204 CHP ECX,0x20 75: } whie (0x1f _Siza);
: : 00402009 TEST ECK,0xlf 76 i ([_SiZe a.0x1f == 0) {
[ I_' L4 00402009 TEST ECK,0xlf 76 if {{_Size &Ox]_f) =01
[ s
B Ob40zezd 83 07 00402009 TEST ECX,0xlf 761 if {{_Size & 0x1f) == 01 4
i ' 00402c2f 47 no40zell LAE_00402c1 1 LEA EDI, [ECX + EDI®Oxl + —0x20] 0 puar? = (undefined *((_SIZe - 0200 + (in
Lot 00402c30 83 e9 01 00402c11 LAB_00402c11 LEA EDI, [ECK + EDI*Oxl + —0x20] putar? = {undefined *}{_Size - OX20) + (in
e 0040233 £7 cl 03 3 LAE_00 Size|
4 i 0o oo oo 00402025 LAB_00402025 TEST ECK,0x3 while (f_Size 2 3) 1= 01 {
i) L= 00402c3% 75 f£2 00402c25 LAB_00402c25 TEST ECH,0x3 89 while {{_Size 8.3) 1= 00 { v
1)
v T |Filter: | i@ =
<
i

HRERT AR size "R TE,
R+ N HEE S
5IDA—#, Ghidrai&fit T % Dhse k&MU,

ITESLTLL LU I U
Patch Instruction Ctrl+ZShift+G

Draraccnr RAznosl

R RIEFBHE R

BigiMeS, ARARAELIFiLRE.

Hello world

WRIE, EIEE LIRS G G
0040101b 89 0& Hnow dword ptr [ESI],hModuleExe
0040101d Bb cé How hModuleExe,EST
0040101F 7 46 08 pov laword ptr [ESI + 0x57,0x0l |
00 00 00 00 CY)
00401026 c7 46 Oc HMov dword ptr [EZI + Oxc],0x0
0o 00 00 00
0040102d Se POP ESI
MR EHFEGRERE N TAEHEESPEAMEE, RENEO/ZT BT A 7S 3 H L

JIDULFRY®S- @

@ v JEIBGL0B s @
¢ nB d Rl 7
nModuleExe = GetModuleHandled((LPCSTR)Ox0): el Woacttoli ot tbren Eor ey i it A e by i o
¢ | *{MIDULE *)e_this->n hInstance = 00400270 | 00 00 00 00 40 00 00 c0 2e 67 66 69 64 73 00 00
00400280 | 98 0L 00 00 00 70 04 00 00 OZ 00 00 00 4c 04 00
B this->m_bForce = 0;

W—i _ 00400290 | 00 00 00 00 00 00 00 00 00 00 00 0O 40 00 00 40
I%\ ’d_l”-)m'..s:f:‘sflfﬂf“- R v | 00300zZa0 | ze 72 73 72 63 00 00 00 €0 O1 OO 00 00 80 04 00
| < > 00200Zb0 | 00 02 00 00 00 4e 04 00 00 OO0 00 00 OO 0O 0O 00
00 00 00 00 40 00 00 40 00 00 0O 00 00 00 00 00
0L ® F¥ @ E- X} 0200260 00 00 00 00 00 00 00 00 00 00 0O 0O 0O 00 00 00
004002¢0 | 00 00 00 00 00 00 00 00 00 OO0 00 00 0O 0O 0O 00
004002£0 | 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 0O 00
Maninin;e o o 00400300 | 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00
00401011 &a 00 FUSH =0 00400310 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00401013 8b £1 MOV ESI, this 00400320 | 00 00 00 00 00 00 00 0O 00 OO0 00 00 0O 0O 0O 00
00401015 ££ 15 50 CALL dvord prx [->FERREL32.DLL: :Getiodul 00400330 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
c0 43 00 00400340 | 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00
0040101b 89 06 oV 7, hModuleExe 00400350 | 00 00 00 00 00 00 00 00 00 00 00 00 0O 0O 0O 00
00401014 8b of MoV 00400360 | 00 00 00 00 00 00 00 0O 00 00 0O 00 00 0O 00 00
-+ 0040101E c7 45 08 o dword prr [£5T 4] xB],020 00400370 | 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00
00 00 00 00 00400380 | 00 00 00 00 00 00 00 00 00 OO0 00 00 00 0O 0O 00
00401025 ¢7 46 Oc nov dword ptr [EST + Oxc],0x0 00400390 | 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
00 060 00 00 00400320 | 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00
- 002003b0 | 0O 00 00 00 00 00 00 00 00 OO0 00 00 0O 0O 00 00
AL028 i s 004003c0 | 00 00 00 00 00 00 00 00 00 00 0O 00 0O 0O 00 00
R s 00400340 | 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00
DRenIgacee i s 002003e0 | 00 00 00 00 00 00 00 00 00 OO0 00 00 0O 0O 00 00
004003£0 | 00 00 00 00 00 00 00 0D 00 00 00 00 0O 0O DO 00
00401000 | €3 CC CC €C CC €C CC CC CC CC €C CC €C CC GG GC
2 . 3 g e i Lt 00401010 | 56 6a 00 8b £l £f 15 50 cO 43 00 89 CIEBh::SE?
undefined _ fastcall FUN_00401030(int param 1) 00401020 | 46 03 00 00 00 00 c7 45 Oc 00 00 00 00 5e c3 cc
undefined ALl <RETURN> 00201030 | 56 8b £1 &8 18 00 00 00 £f 76 Oc £f 15 10 c0 43
int ECH: 4 paran_1 00401040 | 00 Se ¢3 ot cc ©C ©C ©C CC ©C CC ©C OC GC GC G
FUN_00401030 bl 00401050 | 55 3b ec 63 ec 1§ al 04 50 44 00 33 c5 &9 45 fc
00401030 56 PUSH 00401060 | &8 £b 00 00 00 84 c0 74 65 8d 45 e8 50 6a 28 £f

00401031 8b £1 oV aran_1 Oftset (0000000 Insettionr 00401011

00401033 €8 18 00 CALL FUN_00401050
< >

985 2 B T 4
E %W A
Lo |

|Enah|e;’Disab|e editing of bytes in Byte Viewer panels, (Ctrl +814+E)

Mo a g o

64 73 00 00
00 4c 04 00
40 00 00 40
oo 80 04 00
oo 0o oo oo
oo 0o oo oo
oo 0o oo oo

DU UGB % AR T -

~

ivd
&

00401000 c3

00 oo 00 00 00 00 00 00 00 00 00 00 o0 00 oo o0

004003b0 | 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 oo o0

" HEEl

004003a0 ‘



TAREHEESE AL TIR, RTFEREHIT, Fid

00401001
00401002
00401003
Jo4an1o04
00401005
00401006
00401007
00401008
00401009
0040100a
0040100k
0040100c

cC

ZcO | 00 00 00
Zd0 | 00 00 00
Zel | 00 00 00
ZE0 | 00 00 00
300 | 00 00 00
310 | 00 00 00
320 | 00 00 00
330 | 00 00 00
340 | 00 00 00
350 | 00 00 00
360 | 00 00 00
370 | 00 00 00
380 | 00 00 00
390 | 00 00 00
3al0 | 00 00 00
3b0O | 00 00 00
3c0 | 00 00 00
AN Anonn an
57 IDAP
L]

oo
ao
oo
ao
oo
ao
i}
ao
oo
oo
ao
oo
ao
i}
ao
oo
ao

"

roft—

40
oo
uli}
oo
uli}
oo
oo
oo
uli}
uli}
oo
oo
oo
oo
oo
uli}
oo

an

Hiews shellcode.bin

@ Add Ta Program
|

4= mp (T | ChTemp

C:Z\Tempishellcode.bin

27 CCh
27 A0k
27 90k
2z CCh
2z CCh
2z CCh
2% CCh
2% CCh
27 CCh
2z CCh
22 CCh
22 CCh

00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 0O 00 0O 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 0O 00 0O 00 0o

li}
oo
oo
oo

oo oo oo
oo 00 oo
oo 0o oo
oo 0o oo
oo oo oo
oo oo oo

2 Copy Sp@l

Select Format

Biyke Skring (Mo Spaces)

oo 0o oo
oo oo oo
oo 0o oo
oo oo oo

Zancel

oo o0 00 oo 00 o
00 00 00 00 00 00
00 00 00 00 00 00

AR AR AN An AN

oo oo
oo oo
oo oo

I EaTs]

oo oo
oo oo
oo oo

Tty

oo
uli}
i}

an

004003c0
00400340
004003e0
004003f0
00401000
00401010
00401020
00401030
00401040
00401050
00401060

oo
oo
oo
oo
c3
1]
45
13
oo
55
ed

an
an
an
an

Ga
uk]
Eh
Le
Eh
th

oo
oo
oo
oo

an

oo
oo
oo
oo

ff
il
oo

15
g4

on
on
on
on

an
an
an
an

50
46
an

04
74

oo
oo
oo
oo

oo
an
uli]
uli]

43
uli]
6

44
gd

an
an
an
an

an
an
Oc

an
45

oo
oo
oo
oo

oo
oo
oo
oo

an
an
an
an

gh
Le
10

a9
Ba

an
an
an
an

oo
oo
oo
oo

32

B, ST DOE I NSO S B s B AN BRE 7 SR AN B At — Bk SO

Iy

Ll

Cormputer

&

Deskkop

Hame

Recent

projects
I_'| hiotheys. bt

|| wizmoConsole-new, exe. gzf

WizmoConsale-nes ] exe

| ] =.md

File namne:

shellcode.bin

88866580 | HL



I Tvpe:

Al Files (*.%)

Add To Program

Zancel

WEHFERMESCAE, AT AEE M nEIER (RAEFR. EHhESE) -

@ Add To Prograrm: CifTernpishellcode.bin

Y

Language:

Format:

Destination Folder:

Program Mame:

Raw Binary
*86:LE: 32:default: windows
wizmo:

WizmoConsole.exe

Cancel

N
Diebug Data
it

RAEFEHH,
E

shellcode

FION_004011350: 0040
FIN_004012c0: 0040

v @

X

@ Options

Owerlay [
Block Mame |shellcode
Base Address 600000
File Offset |0x0
Length Ijxll
Apply Processor Defined Labels

Anchor Processor Defined Labels

Cancel

B, R En#shellcode R 7 o xt Hdk4T 204 -
L2

B8l Listing:

| *uger3z.dil

-

ogram Tree  *

ﬁbol Tree

B X

[Tk, Imports
[ Exports
[T Functions
[ Labels
(LT3 Classes

(5} Mamespaces

00600000 bE
an
bh
an
40
43

(ol

ane0000s

a0e0000a
00&0000b
aneo0000s

*chellcode. bin

a1l oo
an
a1l oo
an

A

A# shellcode
/7 fileOffset=0, length=13

J¢ ram:
i
Hopr
v

INC
INC

WRJE, BRI AR U B CRRA TR R

IR T H/NABSNE, WA TRER.

Selection Ol

@ Export WizmoConsole.exe

Farmat: .Binary
{Etput Files .:mp'l,WizmoCnnsoIe-new1|.e><| III

*

ks

Options... |B Lot

Cancel

FHANZHEBIKRNK. HRH)E,

TR E EIH

GhidraflIDA—#,

00600000-0060000c
E&X, 0x1
EBX, 0x1

EAX
EEX

SR T AR 3D :

@ Export Results S

urmmary

—

o R

T

Feadonly:

L AE D

Project File Wame:
| |Last Modified:

Progran Name:

WizmoConsole.exe

false
WizmoConsole.exe

Langquage ID: ®x86:LE: 32:default (2.8)
Conpiler ID: windows

Processor: ®86

Endian: Little

address Size: 32

Mininunm aAddress: oo400000

Maxinum Address: O0S00E£EE

= annaan

Wed Mar 06 le:d4e6:lZ P3T 2019




¥ UL DyLooo i B L T

|# of Memory Blocks: 5]

|# of Imstructions: 83239

# of Defined Data: 1645

# of Functions: 2165

|# of Symbols: G864

|# of Data Types: 678

# of Data Type Categories: 38

analyzed: true

Conpiler: vizualstudio: unknonmn
Created With Ghidra Version: 9.0

Date Created: Wed Mar 06 15:43:37 P3T 2019

Executable Format:
Executable Location:
Executable MD5:

Portable Executable (PE)
C:/Tools/Bins/WizmoConsole, exe
Tha%5e474d0£074dbde9celZi40atelG

F5SEL: file://C: /Tools/Bins/WiznaConsole. exe?MD5=7ha95e474d0£07ddbde9cel 284046096
Firmware Path:

PDE Age: oooooool

FDE File: T:'projectstgithub~liznotFeleasetWiznoConsole. pdb

FDE GUID: d3ed6z289-d3f4-4esc-592E-0cfafl8d5als

PDE Wersiomn: R3D3

Relocatable: falze

Sectiorndligrment: 40965

rAdditional Information

Deztination file: C:\TewpiWizmoConsole-newl. exe.bin

Destination f£ile 3ize: 285955
Format: Binary

R LR SO RMBAN S, R ERIESR, UM ERL K-

CiTools\Bins\WifizmoConsole,exe ChTempWizmoConsole-new, exe

00288 0O BA[#@ B0 B0 68 B0 6O B0 BB B0 BB c-c-c-ce-- ~ |BBZBS B0 0O B0 B8 B 0O
@02C4 48 8O0 40 OO 00 0O 60 00 B8 A0 0P @--@E------ 802C4 40 00 08 40 80 08
@0200 00 B0 08 B0 G0 60 B0 B0 00 0O B0 BB - -c----- 802008 60 60 00 80 B0 08
8020C 00 6O 08 B0 80 60 B0 B0 B0 BB B0 BB c-c-c-ce-e 802DC 60 68 6O 80 B0 00
002E8 0@ B0 0B B0 B0 60 08 B0 B0 BB B0 BB ----c-ce-- B02E8 80 60 08 80 B0 08
@02F4 0@ B0 0B B0 @0 OO 0O B0 B0 B B0 BB ----c-ce-- 802F4 B0 G0 08 B0 60 0@
@0300 0O 6O 0B B0 B0 68 B0 B0 B0 BB B0 BB - --c----- 80300 60 68 60 80 B 0O
0030C 0O BO 0B B0 80 60 B0 B0 B0 BB B0 BB c-cec-ce-e 8030C 60 60 6O 80 B0 08
00318 0@ B0 00 B0 B0 00 0O B0 00 B8 B0 BB --c-c-ce-- #0318 60 060 06 60 80 00
@0324 00 B0 08 60 G0 00 0O B0 00 0O 80 BB - -c----- 80324 60 60 00 80 60 08
@0330 00 BO 0B B0 80 00 B0 B0 B0 BB B0 BB c-cec-ce-e 80330 60 60 00 80 B0 08
@033C 0@ B0 00 B0 B0 060 0O B0 00 B8 B0 BB ----c-c--- #033C 60 060 06 60 80 08
@0348 0O B0 0B B0 @0 00 0O B0 B0 BB B0 BB ---------- 60348 60 60 08 B0 60 0@
#0354 00 B0 0B B0 B0 68 B0 B0 B0 BB B0 BB - -c----- 80354 80 60 60 80 B 00
00360 0O BO 0B B0 B0 60 B0 B0 B0 BB B0 BB c-cec-ce-- 80360 60 60 60 80 B0 08
@036C 0O B0 0B B0 B0 00 0O B0 00 B8 B0 BB --c-c-ce-- 8036C 60 060 06 80 80 08
@0378 00 B0 08 B0 A0 00 0O B0 00 0O B0 BB - ------- 80378 60 60 00 80 60 08
g0384 0O B0 0B B0 B0 60 B0 B0 B0 BB B0 BB c-cec-ce-e 80384 60 060 00 80 B 00
00390 0@ B0 00 B0 B0 OO 0O B0 00 B8 B0 BB --c-c-c--- #0390 60 G0 06 60 60 08
@039C 0@ B0 0B B0 @0 00 OO B0 B0 B B0 BB - --------- 6039C 60 G0 08 B0 80 0@
003A8 0O BO 00 B0 B0 60 B0 B0 B0 BB B0 BB c-c-c-ce-- 803A8 60 00 00 B0 B0 00
00384 0O B0 00 B0 B0 00 0O 6O B0 BB B0 BB c-cec-ce-e 60384 B0 G0 0O 80 B 00
003CO 0@ B0 00 B0 B0 00 0O B0 00 B8 B0 BB --c-c-ce-- 803C0 60 60 06 60 80 00
@03CC 00 B0 00 B0 @0 00 0O B0 00 0O B0 BB - -c----- 803CC B0 60 08 80 B0 08
@03D8 00 BO 0B B0 80 60 B0 6O B0 BB B0 BB c-cec-ce-- 80308 60 60 6O 80 B 08
O03E4 0O B0 00 B0 B0 00 0O B0 00 B8 B0 BB --c-c-ce-- @03E4 B0 00 06 60 80 08
@03F0 0 B0 0B B0 @0 OO B B0 B0 BB B0 BB - ---c----- 603F0 60 60 08 B0 80 0@
BB3FC 06 00 00 80 c3 cc (MY cc cc oo o ----AIf§jiIi | Be3Fc 68 BB BB BB ©3 CC

@@4e8 CC CC CC CC CC CC CC CC 56 oA 88 8B IITIIIIIVU;- 88488 CC CC CC CC CC CC

00414 F1 FF 15 58 CO 43 60 89 06 8B C6 C7 Tiyj-PAC-N-N¢ 808414 F1 FF 15 58 GO 43
00428 46 B8 G0 B8 00 60 C7 46 OC 68 60 88 F-----CFE-- 00420 46 O3 90 00 69 00
@B842C 88 S5E C3 CC 56 8B F1 E8 18 8@ 6@ 60 -"AlumEneé--: 8842C B8 SE C3 CC 56 BB

06438 FF 76 OC FF 15 16 CO 43 00 5E €3 CC {julj--AC-"{ (00438 FF 76 OC FF 15 18
86444 CC CC CC CC CC CC CC CC CC €C cC cc ITIITITiiii] |eesss cc cc cc cc cc cc
86458 55 8B EC 83 EC 18 A1 B4 58 44 80 33 UNiNi-;-PD: (08450 55 8B EC 83 EC 18
@845C C5 89 45 FC ES FB 00 08 00 84 CO 74 ANEG2(---Bi |0645C C5 89 45 FC ES FB

00468 65 8D 45 EE 58 6h 28 FF 15 48 CO 43 e-ERPj(ij-Hi 00468 65 8D 45 EB 50 6A

HE
B &AL

- -AIEHIT]
iiiiiitivg-
fij-PAC -0 -N¢
F----- GFE--
-“Aiumig- -
july--ac- 7k
UNiNi-;-PD:
fimEiigd - - - B¢
e -E&Pj (ij-H¥




5IDA—#, Ghidrath XHFERME. SEE"EHFEFHIIRE, HRUEBRA - EAHTA:
’ Function Graph [CodeBrowser: wizmo:MfizmoConsole, exe] = O X
E_] Edit r&&alysis Mavigation Search  Select Tools Help

| &Sk - | > ex
>, Function Graph - main - 30 es (WizmoConsale, exe) _ h | £ | % - B | & Q- | ﬁ| x

|
M

1 Select ' Tools Help

| | Prograrm Changes
E All Flowes Fram

All Flowes Ta
Lirmited Flows From

Lirnited Flows To

Subroutine

= Dead Subroutines

- Function

3_

L Fram Highlight

3
Program Highlight »
Scoped Flow » m |

icd

Brytes...

Data




Instructions

Undefined

Back Refs

Forward Refs

YRAT BATEOK -

t
Ctrl+3emicolon
Ctrl+Period .18
| |...18

’ Function Graph [CodeBrowser wizmoAizmoConsaoleexe]

File Edit  &nalysis Mawigation

Search  Select Tools

Help

H &= |wvao

int

int
{elgl
int
CWizmo
char ¥

..16e0
1lael
.-16e3
..1l626
1629
..lfiee
16f2

PUSH
MoV
SUB
LEA
CALL
CHMP

ERN:4 <RETURN>
Stack[0x4]:4 argc
Stack[0x8]:4 argwv
ERx:4 is_opt

Stack[-0xl4]... w
HASH:5f1b5bs...

ECH=»w, [EBF + -0x10]
CWizme: :CHizme

dword ptr [EBF + argc],0x2
JGE LAB 00401708

arg name

RD (2G5 | $-Q- @

-0 W

...16f4 PUSH s_usage: -moneoff: turns th..

~16£3

..1l6fe
..1701
1704
1708
L1707

v

6fs. i ~ ] M

CALL
ADD
CR
MoV
ECP
BET

main::everride::pr..
printf
ESF, Ox4

FLY (uffssssss
EAY, Oxffffffff

i
|
|
|
|
|
|
|
|
|
¥

v

1708
..170b
- 170c
..170d
1712
1715
..1718

. 171e
..1721
w1723

1719 =

LAB 00401708

s_-monoff 0043c4l10
ESI,dwerd ptr [EZX + 0Oxd]
dword ptr [EAX + 0xz8]

is_opt,is_opt
LAE 00401735

{655 T DS A S B

-0 H|

..1725 LEA ECK=>w, [

..1728 CALL CWizme:

..17pd POP EDI
—> w1722 KCR is ept, i

..1730 PGP ESI

1731 MOV

..1733 BOP

..1734 RET

ﬁ Choose Mew Color

Clear Background Color

HE R EARE AR T BN EA IR FEIREE R AR,




1718 PFUSH ESI 1

-171% CALL | o Enter Group Vertex Text x
-.171e ADD §

w1721 TEST$ @ Texk
e Vertex: 00401735 - LAB 00401735

| oK || Cancel
15 - LAB wvirtoaes 1=} o] EI

f2B_o0401735

».1735 FUSH s_-abeortshutdown 0043c4l8
|-»173@ PUSH E3I

|--173b CALL _ stricmp

|-..1740 ADD E3F,0x8

|--.-1743 TEST is opt,is_cpt

. 1745 JNZ LABR 00401737

o

|...1747 LEA ECH=>w.[EEF + -0x101

ST B 22 A R LB T
D 2% = o0 @X

Off

Showw Scoped Flow Frorm Block

Showw Scoped Flow To Block

O D

Showe Paths To/Fram Block
Showe Paths Fraom Block

Showe Paths To Block

¥
i
'O Show Loops Cantaining Block

Showe A1l Loops In Function

REEFERAEENR, BTUESEHEAR LA SR UEFIEETE:

@ Function Graph [CodeBrowser wizroWizmoConsole exe] - O X
File Edit Analysis Mavigation Search Select Toaols Help

Ble-=- oo

-+ Function ";“ s (WizmaConso &) h BN &) | P | G = - B | -9 - | ﬁ| X
004017d4 -8B H

00401744 54 4d £0

ECX=>sw, [EEF + -0x10]

00401747 ed ad £9 FUN_00401180
£t ff

004017de 5f PDPl EDI

00401744 33 0 #OE. 1500t 15 0Pt

0040174f Se PoP EST

00d0l7ed §b es Mov ESFP,EEFP

004017ez 5d TOP EEF

004017ed c3 EFET

R IR
GhidrafE 2" B T HH T & HR R T he:



Search  Select Tools Window Help
Label History... H k
Prograrm Test... Ctrl +3hift+E E
Repeat Text Search Ctrl +5hift+F3
Mermorg., 5 A
Repeat Mernary Search  F3 e
For Matching Instructions > §

Faor Address Tahles..,
Faor Direct References

Faor Instruction Patterns...

Faor Scalars...
For Strings..
AT A R R bR, Bl

uualuadrs §bho4ab Ld nuy E&X . QWOrd PTE [Eol + UXLd)

o -

LAE_004l0aez

00410aeg Sh POP EEX

00410ae3 5e EOF: ESI

00410aed c3 RET

swi{gm_ﬂﬂéllﬂaéld: :awitchdatal 0041l0aels

Jo4l0aes 54 0a 41 00 addr switchD 00410add::caseD_0
00410ae2 54 0a 41 00 addr switchD_ 00410add::caszeD_L
00410aed 72 0a 41 00 addr switchD_00410a4d::caseD_2
00410afl 7h 0a 41 00 addr switchD_00410add::caseD_3
00410afs &4 0a 41 00 addr switchD_00410a4dd::casel_4
00410af9 89 0a 41 00 addr switchD_ 00410add::caszeD_5
00410afd 92 0a 41 00 addr switchlr 00410add::casel 6
00410b01 9 0a 41 00 addr switchD_00410a4dd::caseD_7

* Library Function - Single Match
* Name: ?process@zioutput processor@DVesstril
Hti1dia IMN1E Dalazsoa

F Tl zyers Wl

led: WindowsResourceReference.jawva

@ Search For Address Tables

~Possible Address Tables

switchdataD_, ..
00410385 switchdata :
switchdataD_. ..

{Ooo0r )

Location By | Label | Drata (Hex/Aascii) Length
00405dbz switchdataD_... 68 84 40 43 (whOOC)

00406bc2 switchdataD_... &8 £0 cf 43 (hOOC)

00409202 switchdataD_... b2 00 08 00 (OO}

00410745 switchdatal_... 8b ce e85 51 (ODOOO)

004103al switchdataD_... 2b ce e8 4f (0OOO0)

004103bd ce e8 4d (OOOM)

00410c41 i 2b ce le (0000
00410d5d switchdataD_... 2b ce e8 lc (0OOOO0)
00410e8d switchdataD_... 2b ce e8 le (0OOOO0)
00410fed switchdataD _... 8b ce e85 e<4 (OOOO)
00411104 switchdatal ... 8b ce =8 de (ODOO)
0041123d switchdataD_... 2b ce e8 dd (0000}
0041139d switchdatal_... &b ce =8 a3 (ODOO)
004114bd switchdataD_... &b ce =8 94 (O0OO)
Search Options Make Table Cptions
Minimum Length: |3 [] Auta Label Offset: 0 | |00410ae5
Search Selection
Alignment: |1
Skip Length: |0
- Make Table Disassemble
Dismiss

T
&

AL R R E (IDAF R SLEN R -
@ Search for Scalars
-Searc{r:l;pe

X

(®) Scalars in Range:
Min: |-40
() Specific Scalar:

Max: |40

~3earch Scope
(") Search al

(®) Search Selection

Cancel

HEBIGRE:

ch [Filter: -40 - 40] -

EE

T T T

B 7 | o8 8 | <> CF | o [Hi]| N 0D Ve WO WY E @ |

| %

Location B | Preview

| Hex

|Deci... |Functiu:|...

WizmoConsole. exe)

00400242
00400265
00400262
Q0400270

AN > 72

dw Oh (IMAGE_SECTIO...
ddw 0L (IMAGE SECTI. .
@dﬁ! Oh (IMAGE SECTI..
v Oh (IMAGE SECTIO...

STMACTE CTOTTA

20 o O O
2o o o o

Aee O

etCurrentProcess();

egeCount = 0;

ssToken|ProcessHandle ,Desireddccess, TokenHandle) 2




e e W un oy amAwn_omuiiu. .- " " ] o
00400290 ddw 0Ok (IMAGE SECTI... ] ] Eges[u]'kt'_xlhutes =l
00400294 ddw Oh (IMAGE SECTI. .. ] 0 EQE?[D]'Luld = W
00400295 dv Oh (IMAGE SECTIO... ] ] -
O04002%  dw Ok (IMAGE_SECTIO. .. o ] addresses selscted)
004002b3 dde 0L (IMAGE SECTI... u] o W
n04002he ddw 0Oh (IMACE_SECTI. .. o ]
i O TR e T e 2 o undefinedd Stack[-0x18]:4 local 18
00400202 dy Oh {IMACGE_SECTIO. .. o ]
on401011 PUSH 0x0 u] o Cwizm,..
ao40101Ff MOV dword pt ESI i} 0 Cwizm,..
mord:rhrel : undefineda Stack[-0xlc]:4 local 1c
00401026 MOV dword ptr [ESI a o Cwizm... ar
00401 05: ; FUM_0...
0040106d PUSH O0xZ8 z 40 FUM_O... Hinuantoog
00401033 MOV dword ptr [EEP 0 FUM_O...
on401093 MOV dword ptr [EEFP a 0o FUM_O... ;
Filker: @ = -
1Min: 2147453647 Max: | 2147463647 L0 s Bl EBE
1051 &b ec Mov EEP E5P
bup Scalar Search [fiter:,.. x W1 Sealar Search [Fiter:... x 1053 83 ec 18 TR ESF, 018
| 1056 al 04 50 Mov Eai, [DAT_00445004]
B f  LockWarkStation || b
L T e 0o4a0ldsb 33 c5 XOR Ex¥ EBP
T YLy
s m] DS A e Ath i 18 2% -
04002be ddw Oh (IMAGE_SECTI... 1] 0 z
04002¢0  aw Oh {IMAGE_SECTIO. .. o 0 o9 scalars Column Filter X
04002c2 dw Oh (IMAGE_SECTIO... a a E
0401011 FUSH 0xz0 a 0 CWizm,
D40101F MOV dword pre [EST ... o0 CWem, Ebick=olny il e
0401026 MOV dword ptr [ESI ... a 0 Cwizm,
1) 8 Hex « | | Ends With ~| (g £ x+
040106d PUSH 0xZ8 b4=3 40 FUM_D.
0401083 MOV dword pt,ﬂBP a 0 FUM_D,
0401093 MOV dword ptr [EEP ... a 0 FUM_O, gk add AND condition
ilksr: @ g add OR condition
Tin: -2147483647 Max: 2147453647
" Scalar Search [fiter:... x M Scalar Search [Fiker:,,, x
$  LockWorkStation [
§.  RegisterClassExa
- £ il =y, A ]
BEE @
PLF I pE RS, WREGRSH D
ﬁ] Scalar Table [ Scalar Search [filter; -10- 50], .. — O >

Help

B @@ vco|/vVESDGLOBOER S| ®

MizmoConsole . exe)

©®

etfurrentProcess();

2040106d BIsHiDx28 |ssToken (ProcessHandle,Desirediccess, TokenHandle) »
oo40121c PUSH Ox3 g § FUM_O
0040123 SUE ESP,0xlS 1s 24 FUM_O s
00401382 RET 0xs @ & FUN_D =g e fb s T
004013d8  ADD ESP,0xs 2 & FUN_D eges[o]'L _;1 uoes T
004013f6  ADD ESD,0x8 s 8 FUN_D R
Oa01Ees ADDESR 118 @ Scalars Colurmn Filter =
004015ca MOV dword ptr [loca...| i
oo40161e MOV dword ptr [loca... @
00401635 RET 0Ox&
00401?? e E:P o Table Colurmnn Filter Filker Value
e S0
00401740 ADD ESP,0x8 :
00401766 ADD ESP,0xS Hex: | | Ends Wit ~|8 2% &
00401759 ADD ESP,0xS
004017ab ADD ESD,0x8
004017cd  ADD ESP,0x8 gk #dd AND condition
004017ef ADD ESP,0x3
4 add OR conditi
00401834 ADD ESD,0x8 & £opoRen
00401556 ADD ESP,0x8
Filker:
Min: -2147483647 Max
E‘,f‘f Scalar Search [filker:,,, = g"gT‘ Scalar Se
" §  LockWorkStation [
" f.  RenisterClassExa Apply Filker Dismiss Clear Filter
G- £ Sendiessaned 2
iter: =1 | 00401060 e§ £h 00 CALL FUN_00401160
LHe A N Yl WA > AN ANFe A
IREERIELAR LA, T LD 28 s — R MRS
switchD_00410£47: :caseD_6 XREF[21: 00410F47(3% . 004110N5%*) A |
00410£8b Bb ce HOV thi I @ Instruction Pattern Search
00410£6d ed c0 ld CALL state_case_size
S li KimAeA R 4




00 oo W] | W W SR s | =

00410£92 eb 07 JHP LAE_00410£9h Mnemonic Cperand 1 |0‘ucrand2 Search String Preview
MOY EAX dword ptr [ESI +0x10] | Bb 46 10
switchD_00410£47;:caseD_7
00410£94 Bb ce HOV this,ESI M o 22l ol AL
00410£96 ef b0 34 CALL _crt_stdio_output: : output_p
0 00
LAE_00410£5b
00410£9b B4 cO TEST AL, AL
00410£9d4 T4 48 Jz switchD_00410£47::caseD_§
LAE_00410£9f
00410£9f Bb 46 10 HOV EAX,dword ptr [EST + 0x10]
00410faz Of b7 00 HOVZIX X
00410fa5 66 89 46 32 MOV word ptr [EST + O0x32],4X
00410£a9 66 85 cO TEST A, AN
00410fac Of 85 52 JHZ LiB_00410f04
£f ff ff

<

conpiled: WindowsResourceReference.java

(®) Entire Program () Search Selection (®) Forward () Backward

Search Search Al Canicel

ARG MR 3E B 1% 3 “For Instruction Pattern” BLATH & -

@ Addresses Instruction Pattern Search [CodeBrowser .., = O it
elp
Code Unit
0041 0e4h LAE_00410e4b MOV EAM, dword ptr [ESI + 0x10]
04 10raf LAB_00410F3f MOV EA¥, dword per [ESI 4+ 0x10]
110db Lag_004110db Mow +

o04111fb LAB_004111fb MOV EA¥, dword per [ESI 4+ 0x10]
00441 1.34F LAE_0041134F MOV EAM, dword ptr [ESI + 0x10]
0041143h LAB_00411480 MOV EA¥, dword per [ESI 4+ 0x10]
Filter: | Q =

M A Thae

MR —KEKMWE TE (SRE) TRAERFRRKHATLR, MLAETRURTERN & O/MAEHEE KA
HIEFERAD) o JTAEENHKIGhidralft i 12002 4> Javade 5 B4 :

ﬁj Script Manager [CodeBrowser wizmoWizmoConsole exe] = O x

0% We,LxmiG: - dx

InTool |Status  |Mame E| Description | Key | Category | Modified
-2 _Nwa O AddComment ToProgramScript. java Examples 0zj28(z019 A
5 Analysis O AddCommentToPragram3criptPy, py Adds a comment to a program, DISCLAIMER... Examples-=Pyt... 02282019
% A e O AddReferencesInSwitchTable. jawva with cursor an swikch's "add pe, .. comman. . ARM 02282019
b ;..ssem b O #ddsingleReferenceInSwitchTable java With & user-inputed base address, this scrip... ARM 0zfzgfz019
inat
=) Clea:ll.l O AppleSingleDoubleScript, java Given a raw binary Apple Single/Double imag. .. Binary 0z/zg/z2019
D Codenlﬁalysis O ArmThurmbFunctionTableScript java Makes functions out of a run of selected AR... ARM 0zfzgfz019
[ conversion [ ] AsciiToBinaryScripk, java Converts an ascii hesx fils into binary file, YWo... Conversion 0z/28/2019
U"EI (Customersubmissic |:| AskScript.java An example of asking For user inpuk, Mate th... Examples 0z/28/2019
-I7) Data O AskscriptPy.py An example of asking for user input, Mote th... Examples-=Pyt... 02f28/2019




m

B Scripk Manar

[C3) Data Types
- Examples

B FunctionID

B Functions

B FunctionStartPatke
-2 HELP

ripks |

B, FindimagesScript.javalii A< 7e i A\ S EHRPNGHIGIF B4 :

@e

InTool |Skatus | Mame

= | Description

| Key

|:| ExportImagesScripk. java
| FindImagesscripk. java

Y

Looks For defined image data in the program ...
Finds PMG and GIF images and applies data ...

X L6 A {3 F Ghidraf AP

esscriptjava

ra.pr
idra.program.model .mem.Memc
java.util yli
java.util.list

FindImag

=

id run{)
int numValidImagesFound

println("Lo

lList<Addres

foundGIFS.addAl1(scanF

king for GIF and PNG images in

(int i
boolean foundGIFImage

Data data

(data {
println("Trying to app
r

1

Data newGIF
(newGIF
println{“Applied GIF at "
foundGIFImage it

ly GIF datatype at "

currentProgram.getlame());

foundGIFS.get(i) .toString());

Jata(FfoundGIFS.get(i),

newGIF.getAddre

E' Data Types O AssembleBlockScript. java Assemble hard-coded block of instructions, Aszembly 0z/zaf2019
Lf’"@ Examples O AssembleCheckDeyScript. java Test assembly of the instruction under the c... Aszembly 0z/28/z019
-[C3) FunctionID O Assemblescript. java Assemble a single instruction, overwriting th... Assembly 0z/zalz019
-3 Functions O AzzemblyThrasherDevScript. java Thoroughly kest the assembler by attemptin... Azzembly 0z/28/2019
B FunctionStartPatte O AutoRenamelabels3cript.java Renames default labels in a selected region, ... Symbol 0z/z8/z019
[ HELP O AukoRenamesimpleLabels, java & ghidra script that renames simple funckion, . Syrbal ozf2sfz2019
B Images O AutoversionTrackingscript.java An example of how bo create Yersion Trackin. .. Examples-=Wer... 02/25/2019
- tmport O BadInstructionCleanup, java This script cleans up the disassembly Far kex,., 05 nzfzsf2019
-D .Instructions O EatchRename.java Recursively finds a Falder that matches a sk, Project 0z(2a/2019
-0 o3 : O BatchSegregatesdbit, java Separates co-mingled n-bit and 64-bit binari, .. Project 0zj25/2019
% i?nr;z:gnes O BinaryToAsciScripk, java Converts a binary File into an ascii hex file. Corversion 0z/za/2019
) Macos ¥ O BTresdnnotationScript. java Annotates an HFS+ attributes b-Tree file. 03 0z/28/z019
.. Memary O BuildFuncDE. java Codesnalysis 0z/zalz019
B Prode O BuildGhidralarScript. java An example of building a single minimal Ghidr ... Examples 0z/28/2019
!::__E' Processor O Callanotherscript. java Example of a script calling another script, Examples-=Demo  02(25/2019
@ Pragram O CallanotherScriptForalPrograms., java Shows how ko run a script on all of the progr... Examples 0z/z28/2019
-5 Project O CallanotherscriptForalProgramsPy, py Shiows how ko run 3 script on all of the progr... Examples-=Pyt... 02)25/2019
..[5) References " O CallanatherScriptPy. py Example of a script calling another script, DIL.. Examples-=Pyt,.. 02282019
Mo —iv O ChangeDataSettingsScript. java Changes the dsiplay settings of the current ... Examples 0z/28/2019

< 2 1 b CiabaTh e rink i F ol F rink_crarnoting Fha near For F: el Cisry [ty fardn =] acd

Hﬁmn {2 |Fiter: &

|




nForImages(byte
currentProgram.get
blocks = memory.getBl

dImages

£ i-0; i < blocks.length; i++) {|
ocks[i].isInitialized()) {
start

3
}
found
memory . findBytes(start, blocks[i]. ), imageBytes, maskBytes, tru
monitor);
(found null) {
foundImag dd(found) ;
start - found.add(1);

foundImage

MEEARENRJava, 7 LUEHPython (ff FJythonit ) K45 A .
Python Interpreter

The Ghidra Python Faterpreter provides a full general-purpose Python interactive shell and allows you to interact with your current Ghidra session by exposing Ghidra's powerful Java APT through the magic of Jython

Environment

The Ghudra Fython Mterpreter is configured to run in a similar context a2 a Ghidra script. Therefore, you mnmediately have access to variables such as currentProgram, currentelection,
currentAddress, etc without needing to gnport thern, These vanables exast as Java objects behind the scenes, but Jython allows you to interact with themn through a Python interface, which is similar to Java
in SOIME Ways.

Ag in Java, classes outside of your current package/rodule neej to be explicitly imported, For esample, consider the following code snippet:
# Get a data type from the user \j
tool = state.getTool()
dtm = eurrentProgram.etDataTypeManager [}
from ghidra.app.util.datatype import DataTypeSelectionDialog
from ghidra.util.data.DataTypeParser import AllowedDataTypes
selectionDialog = DatalypeSelectionDialog(tool, dtm, -1, AllowedDataTypes.FIXED LENGTH)
tool.showbDialog (selectionDialog)
dataType = selectionlialog.getUserChosenDataTypel)
if dataType != None: print "Chosen data type: " + stridataType)

currentProgram and state are defined within the Ghidra scripting class hierarchy, so nothing has to be explicitty imnported before they can be used However, because the DataTypeSelectionDialog
class and AllowsdDataType enum reside in different packages, they must be esplicitly mmported. Failure to do so will result ma Python NameError.

?@ Python [CodeBrowser: wizro:MizmoConsole exe] = O x

Help

&lx|

Python Interpreter for Ghidra i
Bazed on Jython wersion 2.7.1 (default:04f£7adhlbh3s?, Jun 30 2017, 19:02:43)
[Java Hot3pot(TH) 64-BEit Serwer WM (Oracle Corporation)] il

Fress 'F1' for u@ inatructions




B

BT AE

Ghidrait W 2 E18 — 1R KR T fE
EBATAIZ G| F T RETT 46 -

A Uik Ghidratt L FAEMBE (FAFH, 184, FHEHE) KRG,

Bookmark.., Ctrl+D 0 0
0043c438 -hibernate
Clear Code Bytes C 00430444 -logoff
004344 -muke
Clear With Options.., 00430454 -reboot
Clear Flow and Repair... e oo -blan:
0043c464 -eject
00430460 -close
& Ctrl+C
mRY A 00430474 Invalid usage!
Copy Special... 00430495 Unknown exce.
p Chrl a4 0043c4bs bad allocation
R il O0<43c4d4 bad array new .
00430524 adwvapizz
Comments g 0043c538 api-ms-win-cor,
0043c574 api-ms-win-car.
Data 4 0043c5h0 kernelzz
0043c5c8 EventReqgister
Instruction Info... 0043c5de EventSetInfor..
5 ; 0043c5F 4 EwentL it
Patch Instruction Ctrl +Ehift+G : izl nregls 2
0043c608 EwentiWriteTra,
Processor Manual... [ Fieer:
Processor Options...
Cy Decompile: FUN_D04028e1  x
Function »
Compare Selected Functions,.. Ctrl+Shift+F
Add Label... L
Showe Label History... H
Add Reference from...
Clear Register Values... .
Add/Edit... R
Set Register Walues.., Ctrl+R
Delete References Delete
Colors r
Showy References to Address
References 3 E) Show Call Trees

ERFRERZXEI M, SR ISR 6 R B 5| F/Se R L Th R AR (T ERANFRHEIE) .

cZe7 00 oey

@ Feferences to s_-lock_0043c430 - 1 locations [CodeBrowser: wizrmo Wiz, - O *
3 ug
c268 75 73 6l = i Jh"] - :I
57 65 3a References ko s_-lock_0043c430 - 1 locations r‘“ﬁ[ ¥ E EE! x
na 09 2d ... ~Referencels)
cd0f 00 Location glLabel |Cl:n:|e Lnit |C0ntext
0040177e LAB_D040177e PUSH = -lock 00430430 DaTA
s -1 1

cd4lo 2d 6d &£
Ge 6f 66
66 00

cdld 2d 61 62
6f 72 74




73 68 75 ..
cd4z27 00

w
|

1
L=t

cd4z28 2d 70 6c
6l 79 00

cdze 00

cd4zf 00

Fiker: | & = -

a_-lock_0043c430 ¥REF[L1]: FIN_004016e0: 0040177 (%)
cd430 Zd 6c 6F d= e e

5IDA—#, & LLFIEIERZ X5 H: i
ptr DT IEETT =t

SoUrce
’Vﬁ 0040101 £ Mo Idtmrd rtr [ESI + DxS],I Oxd

@p\:\‘aﬁ&—@-l Destination | Label | Ref-Type | Primary? | Source

29 Add Reference x

~Source
0040101 £ How Idtmrd ptr [ESI + 0Ox8]1,| O0xO

- Type of Reference

(® Memory () External () Stack Register

Program Tree = [ Offset: |UXD |
o ™| x To Address: 00000008 |~

M g g
Ref-Type: |§D.0.T.C\ v|

B[] KERMEL32.DLL
-] USER3Z.DLL
(CreatewindowExS

DefwindowProcd
DispatchMessaged ‘}
ExitindowsEs

GetMessaged
GetSystemMetrics I Add || Cancel |

.. & bbbl ol oS b T T T =—TTTT
A] LA 5 IDAR)“Segments & M #E47 ELE I 55 — /N T BE 2 “Memory map” & [
ﬁj termory Map [CodeBrowser: wizmoyMizmoConsole.exe] - O *
File Edit Tools Help

N T HFETLOX DX
Memory Blocks

Marme HEnd Length |R |W |>< |'v'-:|ati|e |Type |Initialized |5c-uru:e |Comment

Headers 00400000 004003FF 0400 0O [0 Defaulk 1
et 00401000 0043bfes Ox3afe J []  Defaul 1
.rdata 00432000 004421 OxGc2z OO @O Defaudlk
.data 00445000 004459FF Oxalo 0 [0 Defaur
.data 00445a00 00446077 0x1178 0 [ Defaur |
.gfids 00447000 00447197 0x198 OO0 [0 Defauk
.rsrc 00445000 004481 Ox1e0 00 [0 Defaulk 1

ENFBRE T, BAUFIREFSX (ﬁu%ﬁﬁ)@tﬁ:’@.ﬁﬁlz; WPESRELFCH) .
Bah, EERTCLFEh I 2 X .

28 Add Memary Block *®

Block Mame: |.edit

Start Addr: 00500000

|
|
Length: | 0x1000 |
|

Comment: |user code



Read Write Execute Yalatile [

Block Types

Default @ e
(@) Initizlized () Uninitialized

Initial walue |0x90

Zancel
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ﬁj Analysis Options

Analyzers
Emabled | Analyzer Mame

[:2] Aggressive Instruction Finder (Protobype)
Apply Data Archives
B3I Strings
Call Convention Identification
Call-Fixup Installer
O Condense Filler Bvtes (Protobype)

Create Address Tables

Data Reference

Decompiler Parameter 10
Decompiler Swikch Analysis
Demandgler

Disassemble Entry Paints
Embedded Media

External Entry References
Function I

Function Start Search

Function Stark Search After Code
Function Stark Search After Data
Mon-Returning Functions - Discovered
Mon-R.eturning Functions - Known
PDE

Reference

Scalar Operand References
Shared Return Calls

Stack

Subroutine References

Windows x86 PE Exception Handling

Description

windaws %86 PE RTTI Analyzer
J WindowsPE x86 Propagate External Parameters
WindowsResourceR eference
%86 Constant Reference Analyzer
%86 Function Callee Purge
Select Al Deselect Al Restore Defaulks

ﬁj Options for CodeBrowser

Options

I options 1
@ Auka Analysis
¢
| Comments
Consale
'i--lj_i] mpiler

[
#-IC3) Decompiler Popups
[
[

-5 Diff

-1 Editars

@ Entropy

@ Funiction Graph
@ Key Bindings
Listing Display
[-IC5) Listing Figlds
[‘.--Ej Listing Popups
@ MNavigation

- [&] Mavigation Markers

BrybeViewer

Block Separator Calor

Current Wiew Cursor Color




@ Crvervisw

@ Processor Manuals
Pragram Tree
Search

Font | ABCabe @5l 18
Highlight Cursor Line

Highlight Cursor Line Calor click

NDn_FDCUS Cursor Color _

| Filker:

ﬁj Options for CodeBrowser

E? Options
= Auto Analysis

BrybeViewer

- Comments

& Console

-2 Decompiler

EJ--B Decompiler Popups

@) DiFf

- Editors

= Enkropy

-|&] Function Graph

Key Bindings

[#-IC5) Listing Figlds
EI--E? Lisking Popups

Mavigation
Mavigation Markers
Crveryisw
Processor Manuals
= Program Tree

- |&] search

| Selection by Flow

Tiool

| Filker:

ﬁj Options for CodeBrowser

Restore Defaulks

Cancel Apply

Font Swatches Hsy HSL RGE CMYK

Monospaced w12 W

[JBald [ Italics

Screen Element

Address A
Biackground

Bad Reference Address

Bytes

Comment, Auk ic

Comment, ECQL

Comment, Flate

Comment, Posk

Comment, Pre

Recent:

Comment, Repeatabls P LT
Comment, Referenced Repeatable i PLATE Ly
CDHStant J.-’ﬁ‘ﬂ‘ﬁ‘ﬁﬁ‘ﬁ'ﬂ‘ﬁ‘ﬁﬁWﬂ‘ﬁ‘ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁwﬁﬁﬁﬁﬁﬁﬁﬁﬁf
iy ik
External Reference, Resolved Lags: Laulastans
Field Mame enLEy
Flaws Arrow, Active 1000 G2 -17-3d call printf ; End of line com
Flow Arrow, Mot Active 1003 23 15 3d call 010000 s 0x10000 is not
Function Call-Fixup 1008 hZ 3f 2d mow av, [LABZ000]
Function Mame LAEL009 WREF[1,1]: 100
Function Parameters 1008 c5 bz 32 call  sprintf ; alias lahel
Function Auto-Parameters W 100c 24 e £f S LAB1003
Color 100£ 23 35 dz woy ax,[datadlias]
EE— 11z 22 £3 b2 inz LAE1005+1
Style Settings 1016 o5 48 ad call MyFunc
[ Custam Biold Wi || |

€< >

Restore Defaults

Cancel Apply

E? Options
- Auta Analysis

3 ByteViewer

@ Comments

4] Console

=l Decompiler

@ Analysis

& Display

BE? Decompiler Popups

i Decompiler Reference Viewer

Stack Editor
=] ture Editor
-|&] Urign Editor
@ Entropy

|5 Listing Filds
-5 Listing Popups

Reference Code Yiewer
@ Mavigation
-|&| Mavigation Markers
@ Crverview

Processor Manuals

-Function Graph -

Automatic Graph Relavout | Yertex Grouping Changes Only

Default Group Color click.
Edge Color - Conditional Jump Highlight
click.

Edge Color - Fallthraugh Highlight click

Edge Color - Unconditional Jump

Edge Color - Unconditional Jump Highlight

Scroll wheel Pans
Update Vertex Colors When Grouping
Use Animation

Use Condensed Layout

!!!!DI

Lse Mouse-relative Zoom

<

View Settings | Start Fully Zaomed Ouk




| |

‘lFiIter:' = | | Restore Defaults

Cancel Apply

HAih#EA
LA /2 Ghidraf — 2 3 Al -

i |v b 4
E-=-u- Nk E
ﬁ BuilkInTypes A
él--EﬂﬂWizmnConsnle.exe

603 _ort_state_management

E}-El _crb_stdio_output

5[5 anonymous_namespace’

[ asebsd.h

-5 rtdefs.h

a8 Deman

-5 Dos

-5 ehdatah

B[ exept.h

F-T1 mbstrina.h M
£ b3
Filter: @

Window  Help

1, Bookmarks

Bytes: WizrmoConsale.exe
Checksum Generator
Carnments

Bl Caonsole

i) Data Type Manager
Data Type Preview

Gy Decompile: FUMN_004028e1

001.211' Defined Data

001.211' Defined Strings
Disassermbled Wiew
Equates Tahle
Externial Programs

Function Call Graph

=

ssa Function Graph
Function Tags
Functions

Listing: MizmoConsole.exe

B8 G =

Mermoary Map
Prograrm Trees

Python

® %

Register Manager
Relocation Table
Script Manager

Symbol References

b g O

Symbol Table

=

Symbol Tree

B Defined Strings -

_ %
Location B | String Yalue Skring Represe... | Daka Type
00400000 MZ "Mz char[2] A

]
o




00400105 PE "PE" char[4]
00400200 Jbext " bext" char[&]
00400223 rdata " rdata" char[&]
00400250 .data ".data" char[&]
00400273 .gfids " gfids" char[&a]
004002a0 N (e " rarc” char[&]
0043228 SeshutdownPri,..  "seshutdownP... ds
004323 WizmoCoverad... ™WizmoCovera.., ds
00430250 szoveragei.,.  "szCoweragewi... ds
0043c268 usage:-monaff...  “usage:init-mao... ds
00430410 -monoff "-monoff* ds
00430415 -abortshukdown  "-abortshutdown”  ds

-play ds

-hi ate ds
0043444 -logoff "-logaff" ds
0043cd4c -mute ke ds
00430454 -reboot "-reboot” ds
00430450 -blank. "-blank" ds
0043464 -eject "-gject" ds
0043c46c -close "-close" ds
00430474 Inwalid usage! "Ireealid usage!... ds
00430495 Urknown exce,..  "Unknown exc,.,  ds
0043c4bs bad allocation "bad allocation"  ds
0043c4d4 bad array new ... "bad array ne... ds
00430524 advapizz u"advapizz" unicode
0043c538 api-ms-win-cot,.. u"api-ms-win-c.,. unicode
00430574 api-ms-win-cor,.,  u"api-ms-win-c.,.  unicode
0043c5hb0 kernel3z u"kernel3z" unicode
0043c508 EwventRegister "EventRegister"  ds
0043c5de EventSetlnfor... "EventSetInfor... ds
0043c5F 4 EventUnregister  "Eventlnregist.., ds
00430603 EventwitaTra,.. "EventWriteTr... ds

B =
=

‘Filter:

Cy Decompile: FUN_D04028e1  x

Mawvigation

PO W

= =P EE = &

=]

M Defined Strings =

DAT
Search  Select Tools Window Help

Clear Histary

Go Tou, G

Go To Symbol Source F3

Go To Mext Function Ctrl+Dowen

Go To Previous Function Ctrl+Up

Go To Prograrm... Ctrl+F7

Go To Last Active Program Ctrl+Fg

Mext Selected Range
Prewvious Zelected Range
Mexzt Highlight Range
Prewvious Highlight Range
Mext Color Range

Previous Caolar Range

Toggle Code Unit Search Direction

Mext Instruction
Mext Data
Mext Undefined
Mext Label

ext Function

Mext Instruction Mot In a Function

Mext Different Byte Walue

Mext Bookrmark

@ Warning : Localized Cverride

Ctrl+Right Brace
Ctrl+Left Brace
Ctrl+0

Ctrl+2

Ctrl+AlE+T
Chrl+A]%+]

Ctrl+4lt+D
Chrl +AlE+1
Chrl +4lE+L
Chrl +4lE+F
Chrl+41E+M
Chrl + 4818+
Ctrl +Alt+B




\l?‘rf::urrect information entered here may hide other good information.
For direct calls, it is usually better to alter the probobype on the function
itself, rather than owerriding the local call, Proceed anyway?

Cancel
g
- ne- [N
L3 Data Types
=Bk wizmoConsale. exe

| Filker: | Ciizmo| #® | 42

ﬁ] CodeBrowser: wizrmo:MAizrmoConsale,exe

File  Edit  Analysis  Mavigation Search  Sel
Open.. Ctrl+0
Clase "WizmoConsole.exe'

Close Others
Clase All

B Sawve WizrmoConsole,exe' Ctrl+5
Save WizmoConsole.exe' As..,

Save Al

Impaort File... |
Batch Import..,

Open File Systern... Ctrl+|

L S B R = s e

Add To Prograrm.. Alt+
Expart Prograrm... o]

Load PDE File...

Dowenload FDB File...

Parse C Source..,

Print... Ctrl+P

Page Setup...
Canfigure...

Save Tool
Save Tool As..,

Export Tool..
Close Tool
Exit Ghidra Ctrl+0Q

I,Bj Mote Bookrnark

Address: 00401010

Category: ||

Description: | Construckar



Bookmark Top of Each Selection

QK

I | Cancel

22 Edit External Function at 00044553

BOOL ExitWindowsEx (UINT uFlags, DWORD dwReason)

b

Function Atkribukes:

Function Name: |ExitWindnwsEx

[ varargs In Line

Calling Conwention |_stdca||

v

[JMo Return [] Use Custom Starage

Function Yariables

Index | Dakakype

Mame

| Storage

BOOL
1 UINT
2 DWORD

<RETURMN=

UFlags

dwReason

EAx:4
Stack[0x4]:4
Skack[0x3]:4

h#‘KH

Call Fixcup:
-MONE- ~

oK | | Zancel

@ Open Prograrn

X
%

wizmojh.,.l w

|'Current Projects

BEP wizmo
L [H] userzz.di

Filker: |

Falder Path:

Marne: | |

Cancel

|| Hiskary = > |

| *uzer3z. dll

u LAan Ol=susl o

|
|
|
L

T

I

[

L LLE_00402c1l

& 00402cll 8d 7c 39 el LEA EDI,[ECY + EDI*0xl + -0OxzC
[ 00402cl5 £3 Of 7f 07 MOVD QT wumword prr [EDT], M0

] 00402c19 £3 0Of 7f MOVDOU wumword prr [EDT + 0x107,
b 47 10

L 0040zcle 8h 44 24 04 MOV

Ea, dwmord prr [ESF + _Dat]




BNDZ (128) ~ || StartAddress  [Bu End Address

| Value

<» BND3 (128)

+ BNDCFGS (64)

+ BNDCFGU (64)

# BNDSTATUS (64)
& CO i

B Sech)

+ C5 (18

+ DS (18

¢
=]

A% (16)
Lo AL ()

o 1 00402ZcZZ 8h fa MOV EDI,EDX
%.&.dd To Prograrn: CifTernp/fshellcode.bin x
I : .
Format: | Raw Binary v|@
Language: ixEE-:LE:32:deFauIt:windows |
Destination Folder: !wizmo:,l’ |
Program Mame: !WizmoConsoIe.exe |
I_Optinns [
I oK I | Cancel |
£ CodeBrowser wizmoMizrmoConsole.exe
File ' Edit Analysis MNavigation Search  Select Tools Winc
B Taol Options.. |
i Options for WizmoConsole.exe,.,
B--E ion
Clear Code Bytes [
ClearWith Options...
Clear Flow and Repair
&> Undo WizmoConsole.exe Ctrl+Z
A Redo WizmoConsole.exe Ctrl+Shift+Z ﬁ
Jedit
TR | *user3z.di
Program Tree =
—
b res @ x|
&8 Impart C/Temp/shellcade bin | & Language X
- Select Language and Compiler Specification
Farmak: |Raw Sy v:@ -Pmte;sser—*&{ ‘ariank Size: Endian Campiler
: : *BE Real Mode 16 little default ~
Languag{hji || | preaa] System Mana. .. 3z litte default
o q | : " X6 default 32 little EBaorland C++
Restiaton o ey ] T | default 3z litle Delphi
Program Name: |shellcode.hin | %36 default 32 little
default Yisual Studic
ot *86 default &4 little
el c Aafaulk £ likHL Wizl Shudi b
Please select a language. Filter: |><8 i*| Q
— Descripkion
G | concsl | ’VIntel,l'.ﬁ.MD 32-bit x5 ‘
F‘UN_DD4DllSD: 004 Show Only Recommended LanguageConpiler Specs
FUON_004012c0: 004
FUN_00401leb0: 004 —_—
H EEP | Cancel
% TET TEN = __}__1 N Tl
@ Register Manager [CodeBrowser: wizmoyWizmoConsole exe] - O it
File Edit Tools Help
AR | <> o
B X=|v x




..... & aH (3)
&4 EEP (32)
&4 EEX (32)
B ECK (32
&4 EDI (32)
B4 EDR (32
-4 EP (32)

Filker:

| <

&

FEAE A GhidratUU LAY 2 J5, RABVERA A BThRERE K, (EXEA L LLiERMIDA Prot #: 2Ghidra:

o WOLMHIDA Prof@id 226 T . WMARXMARIHITIRFEIFH LAIFAES .

o 1T 5Hex-Rays&1EIH AIDAKI L DhRefid: 75k, RIEH TR EHISDKM AL, THN Ghidra— T FT 4.
o QRPN GhidrafIAPI, F AT LAE]. HE, BHANENFERLES,

Wikas: DAFMRE AR
o BAIREINAKIDA Prof i S AEThE . BARMERS FFIDAKI AL -

B MR ERIFHRE SR

o ZHER, Hex-RaysiIZm X RFOLEN TR, BARBEEMEMARREHERKFHmRSNEE ML I,
B s 2 W 5 3 ) 2% Y AR 55t B AS | Hex-Ray 7 -

IDAR FIC++4%m B i
o DA, E/FEWindowsF& L, BKHHGhidraBE &k, FR

EREENEEME
o MEEGhidrafi/MZEHF A LAFE W, IDAVIRE V£ X B I REM I ERBBRIL IR M Hex-Rays [ 4 1% 4840 i -

DAERE & E I wmiztE
o R, GhidraBB %M.
o [HERER, DAVIRITIT Ghidra: FTLLFHC++, Python, JavaScript, OCaml4s 5 #fE/Ab B8 8345 5/ SO hn R 28

DAL RFE £ A B B E R A SO R B O R) - WREATprocessor_modules * file_loadersiIsRikizH, IDAXH
12002 AN I SO !

B, BMAALFERHGHdra, FNEEEEBRIDASH R FERIFFEEA. LChidrafFiRIEMAL X RAR, RITEE 2
WA A T2 (SRE) TA{MRZEE: BinaryNinja, radare, IDA Pro, Hopper&?
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