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# -*- coding: utf-8-*-
from base64 import

from string import

def check(s):
for i in s:
if i in "flag{-1234567890abcdef}":
return False

return True

flag 'uLdAuO8duojAFLEKjIgdpfGeZoELjIp9kSieuIsAjI/LpSXDuCGduouz'

a="pTjMwI9WiQHfvC+eFCFKTBpWQtmgjopgqtmPjfKfjSmdFLpeFf/Aj2ud3tN7u2+enC9+nLN8kgdWo29ZnCrOFCDdFCrOFoF="

b="YXNobGtqIUBzajEyMjM1XiYqU2QONTYOc2Q4Nz1zNWQxMmYyMzFhNDZxd2prZDEySjtESmps00xqTDtLSjg3MjkxMjg3MTM="
' ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstuvwxyz0123456789abcdefABCDEF+/"

print("fail words")
for i in flag:
if i in a:

index a.index(1i)
FLAG+=b[index]
else:

FLAG+="1"
print i,

print "\nFLAG cipher"

print FLAG

# ' ZmxhZ3sxZTNhMm ! LN!oxYz!yLT!mNGYtOWIyZ!!hNGFmYW!RZ]!xZTZ!"

print "alternative words"



https://blog.csdn.net/vanarrow
https://blog.csdn.net/vanarrow/category_9977952.html
https://so.csdn.net/so/search/s.do?q=%25E5%258A%25A0%25E5%25AF%2586%25E8%25A7%25A3%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=md5&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%2588%25AC%25E8%2599%25AB&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%2590%258E%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://writeup.ctfhub.com/Challenge/2020/%25E7%25BD%2591%25E9%25BC%258E%25E6%259D%25AF/%25E7%2599%25BD%25E8%2599%258E%25E7%25BB%2584/57c13864.html
https://blog.csdn.net/vanarrow/category_9977952.html

if i
aw
print aw

'@#$%N&'

table 'ACHIKPRVefnuvwl156789efAC+/"

print("for z")

for i in table:

if b64decode("ZTZ"+i)[-1] "}

FLAG FLAG.replace("zTZ!","ZTZ9")
table = table.replace(i,"")
#print FLAG

print("for G")
for 1 in table:
if check(b64decode("Zj"+i+"x")) check(b64decode("Yz"+i+"y")):
#print bé64decode("Zj"+1i+"x")
FLAG FLAG.replace("Zj!x","Zj"+i+"x").replace("Yz!y","Yz"+i+"y")
table = table.replace(i,"")
#print 1
#print FLAG

print("for I and s")
for i in table:
for j in table:
if check(b64decode("N"+i+"@x")) check(b64decode("Z"+i+j+"h")):

#print bé64decode("N"+1i+"0x"),b64decode("Z"+1+j+"h")
FLAG FLAG.replace("N!ex","N"+i+"0x").replace("z!!'h","Z"+i+j+"h")
table = table.replace(i,"").replace(j,"")
#print 1i,j
#print FLAG

print("for X and E")
for 1 in table:
for j in table:
if j i
continue
s b64decode(FLAG.replace("Mm!1","Mm"+i+"1").replace("LT!m","LT"+i+"m").replace("YW!k","YW"+j+"'k"))
if check(s):
print s
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C:\Python27\python2.exe C:/Users/xxx/Desktop/4.py

fail words

EIGETISsSsXG?2z

FLAG cipher

ZmxhZ3sxZTNhMm!IN!OxYz!yLT!mNGYtOWIyZ! !hNGFmYW!kZ7j!xZTZ!
alternative words

ACHIKPRVefnuvw156789efAC

1c02-2f4f-9b2d-adafaddfole6}
1c02-2f4f-9b2d-adafaedfole6}
1c02-4f4f-9b2d-adafabdfole6}
1c02-4f4f-9b2d-adafaedfOle6}
flag{le3a2ee4-1c02-5f4f-9b2d-ad4afabdfole6}
flag{le3a2eed4-1c02-5f4f-9b2d-adafaddfele6}
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