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easy!:

bmN0Znt0aGlzX2lzX2Jhc2U2NF9lbmNvZGV9

base64解码获得flag

import base64

encoded = "bmN0Znt0aGlzX2lzX2Jhc2U2NF9lbmNvZGV9"

base64.b64decode(encoded)

Keyboard:

按顺序在键盘上比划一下获得flag。。。

异性相吸：

提示说xor，直接xor明文密文获得flag

#coding=utf-8

encrypted=[]

with open("./biubiubiu/密文.txt".decode('utf-8')) as f:

while True:

c = f.read(1)

if not c:

break

encrypted.append(c)

plain=[]

with open("./biubiubiu/明文.txt".decode('utf-8')) as f:

while True:

c = f.read(1)

if not c:

break

plain.append(c)
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flag=""

for i in range(len(encrypted)):

flag+=chr(ord(encrypted[i]) ôrd(plain[i]))

print flag

Wiener Wiener Chicken Dinner:

RSA wiener attack:

import math

def continued_fractions_expansion(numerator,denominator):#(e,N)

result=[]

divident=numerator%denominator

quotient=numerator/denominator

result.append(quotient)

while divident!=0:

numerator=numerator-quotient*denominator

tmp=denominator

denominator=numerator

numerator=tmp

divident=numerator%denominator

quotient=numerator/denominator

result.append(quotient)

return result

def convergents(expansion):

convergents=[(expansion[0],1)]

for i in range(1,len(expansion)):

numerator=1

denominator=expansion[i]

for j in range(i-1,-1,-1):

numerator+=expansion[j]*denominator

if j==0:

break

tmp=denominator



denominator=numerator

numerator=tmp

convergents.append((numerator,denominator))#(k,d)

return convergents

def newtonSqrt(n):

approx = n/2

better = (approx + n/approx)/2

while better != approx:

approx = better

better = (approx + n/approx)/2

return approx

def wiener_attack(cons,e,N):

for cs in cons:

k,d=cs

if k==0:

continue

phi_N=(e*d-1)/k

#x**2-((N-phi_N)+1)*x+N=0

a=1

b=-((N-phi_N)+1)

c=N

delta = b*b - 4*a*c

if delta<=0:

continue

x1= (newtonSqrt(delta)-b)/(2*a)

x2=-(newtonSqrt(delta)+b)/(2*a)

if x1*x2==N:

return [x1,x2,k,d]

N=1063045321283844468344531168992778520651192162100948533991539097447031440090068191835838938460807260866872379834796862916118785271062209281267667069640000501698142693389209275376843382863579650119977059768375028586326490055087394631528241983631462471709913758728591459476799115050977493979613545056736162868049L

e=837165022918376318972691589160491375229372195625940137121740685432530132860541010174727630660292946071507342455170833392895060048564125597915757582027572284342507277083636059558106672685400173531425920294781499112027917632497954958437660357575400222692979844873372105801998210845285775146263117399191185379347L



expansion=continued_fractions_expansion(e,N)

cons=convergents(expansion)

p,q,k,d=wiener_attack(cons,e,N)

print p

print q

print k

print d

获得p,q,k,d:

42646021840142475879249935363356892170321236616552053840031172123198203766075740055895770066381807832503365844696467260860260859859758088175453150067472029

24927186063653081541283698337637053073525760597453686836404843666586313178098681496716697014167452442435743373408090935131024093532153285618169833215725381

45596980786762657225114362796367275264021019060430838376323202096126956909718

57899763801722261062891290503559835904571946557258761154422546104824094670843

把d，p，q带入rsa，

privatekey = RSA.construct((long(n), long(e), long(d), long(p), long(q)))

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_v1_5 as Cipher_pkcs1_v1_5

import base64

from Crypto.Hash import SHA

from Crypto import Random

privatekey=RSA.construct((1063045321283844468344531168992778520651192162100948533991539097447031440090068191835838938460807260866872379834796862916118785271062209281267667069640000501698142693389209275376843382863579650119977059768375028586326490055087394631528241983631462471709913758728591459476799115050977493979613545056736162868049L,
837165022918376318972691589160491375229372195625940137121740685432530132860541010174727630660292946071507342455170833392895060048564125597915757582027572284342507277083636059558106672685400173531425920294781499112027917632497954958437660357575400222692979844873372105801998210845285775146263117399191185379347L,57899763801722261062891290503559835904571946557258761154422546104824094670843L,42646021840142475879249935363356892170321236616552053840031172123198203766075740055895770066381807832503365844696467260860260859859758088175453150067472029L,24927186063653081541283698337637053073525760597453686836404843666586313178098681496716697014167452442435743373408090935131024093532153285618169833215725381L))

cipher = Cipher_pkcs1_v1_5.new(privatekey)

cipher_text =
'AGgt1h6dudnkeoCr7SFclkYYsYa65KZ8V29bbgbf+BDyjnyx5stCYjcyktat73aHs2EOaMgwGUwj3HwPTvT+T5LHIxM4uTnAgWOui4dnb7vF7QizN0ShY2O1h26CgLnf5I0vQWbY7WCC7kA/orNW7F5yxZiKRAawacS2M5ghP4/Q'

flag=cipher.decrypt(base64.b64decode(cipher_text),837165022918376318972691589160491375229372195625940137121740685432530132860541010174727630660292946071507342455170833392895060048564125597915757582027572284342507277083636059558106672685400173531425920294781499112027917632497954958437660357575400222692979844873372105801998210845285775146263117399191185379347L)

print flag

获得flag

Baby RSA:

尝试分解n：

总结两种方式：



2. msieve分解：

msieve153.exe 0x291733BAB061EF9C599139CB3E40A5C762B6F448FFFFFFFFFFFFFF -v

获得

p1=1578173871764844869716052171

p2=10710927547195113973175047066215146269

已知p1,p2,n,e,求d，并且解密获得flag：

import gmpy2



p1=1578173871764844869716052171

p2=10710927547195113973175047066215146269

n=0x291733BAB061EF9C599139CB3E40A5C762B6F448FFFFFFFFFFFFFF

e=0x10001

phi_n=(p1-1)*(p2-1)

d=gmpy2.invert(e,phi_n)

print hex(d)

c=0x237200C0F72B97DB55BA37C7AACBB61A26A0CB47D294726259C4DF

m=pow(c,d,n)

m_hex=hex(m)[2:]

m_str = str(bytearray.fromhex(m_hex))

print m_str

简单的方法：

rsa-tool 2 by te! 写入数据直接获得答案
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