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Flag:nctf{flag_admiaanaaaaaaaaaaa}
md5 collision
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$md51 = md5('QNKCDZO");

$a = @$_GET[4aT;

$md52 = @md5($a);

if(isset($a))

if ($a !='QNKCDZO' && $md51 == $md52) {
EChO "NCHf{F*****sssrmrrrssin,

}else {

echo "false!!!";
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else{echo "please input a";}
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Flag:nctf{follow_me_to_exploit}
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Flag:nctf{photo_can_also_hid3_msg}
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Flag:nctf{javascript_aaencode}
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Flag:nctf{yougotit_script_now}

php decode
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error_reporting(0);

if(1$_GET][file]{echo 'click me? no';}

$file=$_GET[file";

if(strstr($file,"../")| | stristr($file, "tp")|| stristr($file,"input")| | stristr($file,"data") {
echo "Oh no!";

exit();

}

include($file);
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file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/search_key.php
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Flag:nctf{edulcni_elif lacol_si_siht}
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Server: sae

Date: Sat, 13 Jan 2018 08:17:43 GMT
Content-Type: text/html
Content-Length: 0

Connection: keep-alive

flag: nctf{this_is_302_redirect}
Location: http://chinalover.sinaapp.com/web8/no_key is_here_forever.php
Via: 1566

Flag: nctf{this_is_302_redirect}
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Host: chinalover.sinaapp.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:57.0) Gecko/20100101 Firefox/57.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: Login=0

Connection: keep-alive

Upgrade-Insecure-Requests: 1

DNT: 1

Cache-Control: max-age=0

Server: sae

Date: Sat, 13 Jan 2018 08:27:49 GMT


file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/index.php

Content-Type: text/html
Transfer-Encoding: chunked
Connection: keep-alive

Via: 15146

Set-Cookie: Login=0
Content-Encoding: gzip

cookie:Login=0, & HA KA TipsH, 0==not, BT RAKBLEAREH HH 4, HBIEE), FL1==yes, K
2., HiFlag.

Flag:nctf{cookie is_different from session}
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if($_GET]id]) {

mysql_connect(SAE_MYSQL_HOST_M."'".
SAE_MYSQL_PORT,SAE_MYSQL_USER,SAE_MYSQL_PASS);

mysql_select_db(SAE_MYSQL_DB);

$id = intval($_GET]id]);

$query = @mysql_fetch_array(mysql_query("select content from ctf2 where id="$id"));
if (_GETI[id]==1024) {

echo "

no! try again

},

elsef

echo($query[content]);

}

}

?>
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if (5_GET[id]==1024) {



echo"

no! try again

},
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if (5_GET[id]==1024) {

echo "

no! try again

},

elsef

echo($query[content]);

}
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view-source:

if (isset ($_GET[nctf)) {

if (@ereg ("1-9]+$", $_GET[nctf]) === FALSE)
echo "B A BT 417,

else if (strpos ($_GET['nctf, #biubiubiu') == FALSE)
die('Flag: '.$flag);

else

echo "4, 4REE55 e~

}
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2.4 nctf A%, Rinctfl]=1
Flag:nctf{use_00_to_jieduan}
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Header
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Date: Sun, 14 Jan 2018 10:42:18 GMT
Server: Apache/2.2.15 (CentOS)
X-Powered-By: PHP/5.3.3

Flag: nctf{tips_often_hide here}
Content-Length: 132

Connection: close

Content-Type: text/html; charset=UTF-8
Flag:nctf{tips_often_hide_here}

bypass again
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if (isset($_GET['a]) and isset($_GET['b")) {
if (§_GET['a!=$_GET[bT)

if (md5($_GET['al) === md5($_GET['b1))
die('Flag: '.$flag);

else

print "Wrong.",;

}
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Flag: nctf{php_is_so_cool}
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Server: sae

Date: Sat, 13 Jan 2018 08:47:08 GMT



Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

tip: history of bash

Via: 1566

Content-Encoding: gzip
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Zip -r flagbak.zip ./*
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Flag:nctf{bash_history_means_what}
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Flag:nctf{this_is_base64 encode}
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