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1. dir FIHEZR

ipconfig #F&ip

arp -a BEHHERE

calc #TJFit&4

regedit ITHIEME

netstat -ano BEFRE 4 HEE
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1. cat /etc/passwd ZEFEpasswordIC{fH %

id #F LA MidS (WindowsH1500%& ~admin, 501%mRiE%, HE LA 10080 L)
cat /etc/group BEHFAXMHENE

pwd B~ H4ETH

uname -a E LRI RGRA

natstat -pantu & HHIRS 1w OGS

7. netstat -nr EFEMCMEH
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1. eval() RN A5 5B S 3 MPHPAR 5 AARS R AT
. assert() HIWi—ANRIERR B R[Etrue or false;
. preg_replace() HRERARPIT —ANENREARKBRMESRE preg_replace(EHRNFHH, HTEHRPFERE, EHREHRN

4. call_user_func()  BREGEFRIAT —ANIENIZRE KB H8 R A0 E ) call_user_fucn(#AAKERRE, RHESHoNTHEA [H
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public function test($testl,$test2) {

return $testl . $test2;
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echo call user func(array($this, )/ /g R Nab
5. call_user_func_array()
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function a($b, $c) {
echo $b;

echo $c;

call_user_func_array('a', array( V)5 Wi 111 222

6. create_function()
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create_function(

echo $newfunc(2, M E) .
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7. array_map()
array_map (5| IR FR, B 1, Tk d2)

function myfunction($vl){
function oneArray($v)

{
if ($v ) |
return
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return $v;
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$one_array [ 1;
print_r(array_map( , $one_array));
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1. system() EEELImITENRMESE, BIIMRE 625 H RS —17, KRB FEFALSE
system(shellfy4, shellar4 iR B 45 Eo8k1)

?php
system( ‘cmd.bat’,$callback);
echo $callback;
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?php
passthru( )

PATER: index.phptest.php



3. exec() PAT—AMSMITRRE, i & AT 4 RIVRR — 17 P2

?php
echo exec( ,$output);

echo ;

print_r($ )

$output: FAKA, HTHEMEHHVER
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test.php
Array( [0] index.php [1] test.php)

4. pentl_exec() TEAFTHERE 2 M AT IR EIEFF

5. shell_exec() f&PATHIHIH . WRPATEREP REE REEFEATZERH, MWIRENULL,

$result = shell exec($cmd);

$cmd: shellfii4s
$result: shellfHIA )BT 455

?php popen(

?php
$test 5
$fp = popen($test,”r"); popendT — AN FEiEE

while (!feof($fp)) { MBI B TH B A5 AR
$out = fgets($fp, 4096);
echo $out; FTEDH R

b

pclose($fp);
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$fp = proc_open($test,$array,$pipes); I — R EE
echo stream_get contents($pipes[1]); N 4R$pipes[1], FA1RHE AR
proc_close($fp);
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Wicat<>flag.php
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echo “hello world” >flag.txt
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show_resource(

highlight file(
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VIVIWINCOD INEIN NN/, 8ip, $match)) {
echo preg_match ("/\&|\/[\2]\*[\<| [\x {00} —\x {200 T N> [V [NV NN INCON) INDINT VDN, $ip, Smatch) ;
die ("fxck your symbol!”);
else if(preg_match(”/ /7, $ip)){
die("fxck your space!”);
else if(preg_match(”/bash/”, $ip)){
die("fxck your bash!”);:
else if (preg_match(”/.*f. *1.%a. *g. /", $ip)) {
die("fxck your flag!”):
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}
$a = shell exec("ping —c 4 ”. $ip);
echo ”

”,

'printir($a);
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$flag = “flag{66f354ab—2746-4f14-81b8-af7b192586cal ”;
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