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Sovled: 33 /969
Difficulty: % %
Tag: WhiteBox, PHP, Command Injection

Idea

Use NewLine to bypass regular expression check
Command injection only with alphanumeric characters

Source Code

highlight_file(

( !file_exists( ) )
mkdir( )
chdir( )
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( =0; <count( )

( !'preg_match(
OF

Solution


https://blog.csdn.net/bajinsheng
https://blog.csdn.net/bajinsheng/category_6469225.html
https://so.csdn.net/so/search/s.do?q=command&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/bajinsheng/article/details/78703249
https://blog.csdn.net/bajinsheng/category_6469225.html

And there are also lots of creative solutions, you can check the write ups below.
Write Ups

babyfirst (web 100)

HITCON CTF 2015 Web 100 Web 300 Writeup
HITCON 2015 Quals: Babyexploit

Babyfirst (web, 100p, ?? solves)

— .BabyFirst Revenge

Difficulty: % ¥
Sovled: 95/ 1541
Tag: WhiteBox, PHP, Command Injection

Idea
Command Injection, but only in 5 bytes

Source Code

. md5(
@mkdir(
@chdir(
( ( 1) && strlen(

@exec( s
( [ ) Ao
@exec( c )5

)
highlight file(

Solution



https://github.com/pwning/public-writeup/blob/master/hitcon2015/web100-babyfirst/writeup.md
http://5alt.me/posts/2015/10/HITCON%20CTF%202015%20Web%20100%20Web%20300%20Writeup.html
https://kt.pe/blog/2015/10/hitcon-2015-quals-babyexploit/
https://github.com/p4-team/ctf/tree/master/2015-10-18-hitcon/web_100_babyfirst#eng-version

Write Ups

HITCON CTF 2017-BabyFirst Revenge-writeup

HITCON CTF 2017-BabyFirst Revenge-writeup (Via curl)
HITCON 2017 CTF BabyFirst Revenge

HITCON CTF 2017 - BabyFirst Revenge (172 pts.)

Hitcon CTF 2017 - Baby Revenge

Hitcon CTF 2017 Quals: Baby First Revenge (web 172) (Via xxd)
HITCON CTF 2017 BabyFirst Revenge & v2 writeup
BabyFirst-Revenge-HITCOIN-2017-QUALS by @n4p5ter

= .BabyFirst Revenge v2

Difficulty: v ¥ % %
Sovled: 8 / 1541
Tag: WhiteBox, PHP, Command Injection

Idea
Command Injection, but only in 4 bytes

Source Code


https://chybeta.github.io/2017/11/04/HITCON-CTF-2017-BabyFirst-Revenge-writeup/
http://www.jianshu.com/p/82788b6949c7
https://infosec.rm-it.de/2017/11/06/hitcon-2017-ctf-babyfirst-revenge/
https://kimtruth.github.io/2017/11/06/HITCON-CTF-2017-BabyFirst-Revenge-172-pts/
https://theromanxpl0it.github.io/ctf_hitcon2017/babyrevenge/
https://losfuzzys.github.io/writeup/2017/11/06/hitconctf-babyfirstrevenge/
https://findneo.github.io/2017/11/HITCON-CTF-2017-Babyfirst-Revenge-series-writeup/
https://github.com/n4p5ter/BabyFirst-Revenge-HITCOIN-2017-QUALS

. md5(

@mkdir(
@chdir(
( ( 1) && strlen(

@exec( 1D
} ( [ D) A
@exec( . )s
}
highlight_ file(

Solution

Write Ups

Baby First Revenge v2 (Via vim) by @bennofs

[python] baby-exp.py

How to solve a CTF challenge for $20 - HITCON 2017 BabyFirst Revenge v2
HITCON CTF 2017 BabyFirst Revenge & v2 writeup

P9.Summary

Tip1: FH%O0A#ATRF )R8 F /A8
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https://github.com/bennofs/docs/blob/master/hitcon-2017/baby-first-revenge2.md
https://codegists.com/snippet/python/baby-exppy_beched_python
https://www.eugenekolo.com/blog/hitcon-babyfirst-revenge-v2/
https://findneo.github.io/2017/11/HITCON-CTF-2017-Babyfirst-Revenge-series-writeup/
http://www.freebuf.com/articles/web/154453.html
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