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{
if (paramStringl '= null) {
try
{
[if (paramStringl.length(] = 0) [ |
return false;
}
if ((paramString2 '= null) && (paramString2.length() == 16))

{
Object localObject = MessageDigest.getInstance("MD5");

RN R [Elfalse, FibAh7EiX B #R FEltrue

RIEIXASBRE, WIRE T T 1 KR BB R IR SRR

.prologue
const/4 v7, Ox

.line 54
if-eqz pl, :cond 0

itry_start 0
invoke-virtunal {pl}, Ljava/lang™gtring;->length()I
move-result vE

if-nez v8, :cond 1
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tcond 0
tgoto O

retarn v7
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username: Ii%iﬁ‘ﬁ)\username

sn:  1BHEIA16AIEEMES
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HARIE M _E #H A plrelease i A https://www jianshu.com/p/ba385af853c4 3 H. %35 i Th

A = : 2 s
build 2020/7/21 17:47 pra =
libs 2019/10/11 12:05 B =
ii-v release 20207721 17:47 v =
src 2019/10/11 12:05 pra =
@- .gitignore 201910711 12:05 Gitlg
] app.iml 2020/7/21 17:49 IML =
|j build.gradle 2019/10/11 12:05 GRALC
#re proguard-rules.pro 2019/10/11 12:05 Qt Pre
+ MyApplications [CAUsers\Administraton\Androidstudioroj lcation4] - MyApplicationd - Andraid studio - o

ject

[
o
=

“\ Build

fully for 1 module: // Module 'ap € ol the APK. (2 minutes

CTF100f# &R

177 .locals €

178 .param pl, "savedInstan # 18/

175

180 .prologue

181 const/4 v5, Oxl

la2z

183 .line 22

124 invoke-super {p0, pl}, Landroid/suppdrt/v7/app/AppCompatActivity;->onCreate (Landroid/os/Bundle;)V

185



H0x0 % H0x1

sSuper.onLreate (paramsunale) ;

setContentView (2130968¢601) ;

{ {(Button) findViewById(2131492950) ) .setClickable (false);
this.has gone int = 0:

TEGRERT B B U0 F 1)

>W: fakeLogOpen(/dev/log_stats) failed

>W: libpng error: Not a PNG file

>W: ERROR: Failure processing PNG image G:\EFESTAS2.0, SEFR www.52pojic.co\ TS EFE ST A4 \Tools\AndroidTools\AndroidKiller_vl.3.1l\projects\CFF_l00\Project\res
\mipmap-xxhdpi-v4\ic launcher.png
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public boolean isRegistersed()

{
boolean booll = false;
int j = 0;
if ((this.sn == null) || (this.sn.length() < &)) {

return false:

}
int k = this.sn.length();
if (k== 8) {
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€4 invoke-direct {v0, w2, v3}, Lcom/droider/crackme0502/MainActivity$SNChecker;-><init>(Lcom/droider/crackm
€S

€€ .line 45

€7 .local vO, "ci r":Lcom/droider/crackme0502/MainActivitySSNChecker;

€8 invoke-virtual {v0}, Lcom/droider/crackme0502/MainfActivitySSNChecker;->isRegisterad()Z
€9

70 move-result v

71

72 if-eqz v2, :cond 0 |

73

74 const-string vl, "fllag{cloveran\uSlég}\r\n"

75

- .1line 4&

FREBMNif-eqzv2 A if-nezv2, HiFIEITIE I

crackme
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B ERNEE S TH#E T Androidi¥li 1] TREFAE, %3 T WF Hapktool TR BT %3 12

B BT X apk ST AT R 4

java -jar .\apktool 2.4.0.jar d .\crackme@2.apk

ing file-res
ing valu
maling cl

ing




)

yriginal files. ..

5N T B4

java -jar .\apktool_2.4.@.jar b .\crackme@2\

tool 2.4.0. jar b .

changed. . .

5] 4 ¥ A8 R apk 7E \crakme02\dis\H % T, (HIEEidadbi T Z3RM MR H I TR, RAELS

* daemon not running; starting now at tcp:5037

* daemon started successfully

Performing Streamed Install

adb: failed to install .\crackme@2\dist\crackme®@2.apk: Failure [INSTALL_PARSE_FAILED NO_CERTIFICATE
S: Failed to collect certificates from /data/app/vmd1209832183.tmp/base.apk: Attempt to get length
of null array]

i Hsignapkxt 4T —NE L 27 5 Eh 723

akeme(2. apk

CrackMe_clover02f# i

{8 Fapktoolxf Hi#t 47 RiL %%, JFifidJEBEF Javatlil

return argl.al)r

}

public |void onClick(View arg5) { |
switch(argS.getId()) {

mmma AMmAIAAsases.




CasSe L1o1l&Y00200 1
int v0 = this.a();
Al Dial SBuilder vl = new RlertDialogsBuilder(((Context)this));
g ? 7t T moneyM®) ;

if(v0 < 30) {

vl.SetMessage(”ﬂEﬁEﬂmﬁﬁj‘L "+ w0 + ! fEfcloverseclI oA TN A BIA S, ?ﬁ:ﬁ&%‘?ﬁﬂflag?« %
vl.setNegativeButton ("fiEbanzhuan B 5! v, new a(this)):

H

else |
vl.setMessage ("B REA BRI, HETEK? )
vl.setPositiveButton (3", new b(this));
vl.setNegativeButton ("AIT exit", new c(this));

}

w1 ek - M

KBonclick B ih B AW, ZREsmalidF#HTE5

invoke-virtual {vl, v2},
Landroid/app/AlertDialog$Builder;->setTitle (Ljava/lang/CharSequence;)Landroid/app/AlertDialog$Builder

i

const/16 v2, Oxle > if-It
1 I

12 vbj v2, :cond 0

14 new-instance v2, Ljava/lang/StringBuilder;

const-string w3, "\u73b0\u5728\udfe0\uve84\uigef\us5206\us503c\ude3dal\uffla™

B%)E, i@idapktoolfisignapk T B #4723 5 KT
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StflagHh i A A #E1Tbase64f# %% : cyberschool=secclover=network

THEAT S smalifByE BT T % T T, FA RS T baksmalijar 55 smalijarff)f#

{§ Fibaksmali.jar X} CrackMe_clover02 9 ffidex #H1T ) 4m %

java -jar .\baksmali.jar -o [#H3CfEH#] dex3tft

ksmali. jar MyCrackMe clover02 . \clas
atice\\JarPackageTools

LastWriteTime Length Nam

ackageToo

ali. jar newCl b rackMe clover02\

1% HL CrackMe_clover02 9 fMainActivityF fsmali L —A B $ 5t HsamliBi AT HAE BT 2087



method
locals 3

4 v2, 0x0

string vo

invoke-virtual {p@, vO, v2 Lcom/example/crackme/MainActivity; ->getSharedPreferences(Ljava/lan

g/String;I)Landroid/content/SharedPreferences

move-result-object vO

string vl

invoke vo, vl, v2 Landroid/content/SharedPreferences getInt(Ljava/lang/String;I

move-result vo

vo
end method

XA E e, ERREER AL, B3INRHBER: VO, v1,v2, & iIHHFikgetSharedPreferences(v0, v2), &
J& 53R [EME AF EVO R, FR 2 O 5 kgetint(), %5 3K B8 77 UAE VO 3R [B]
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—. XposediEk )z %, APKshellingff) iR

TR 2 M4 120 B 22 2 Xposed

FHpEHISE 6.6.1.1 Android 5

Xposed Installer

Xposed Status

Xposed 1E% 89 [RE#MIE.

TR/EH
Version 89 a

EnEE




Uninstaller (20180117) )

YOUR DEVICE

W' Android 5.1.1 (Lollipop, API 22)
[J  Huawei Android VOG-AL10
*®E  x86

ERMER IR ZEHF T, 1 Hnox-adbdr4iEEAndroid Studio

Microso
2019 Microsof

Program File i x_adb. exe connect 127
daemon not running. i

# daemon started succes

already connected to 12

rogram Files'

{§ F Android Studio$T FfApkSheeling-masterCf 3%,

& File Edit

r - W app
& Android ¥
v WEapp

W 1: Project

Build:

ApkShelling-master:

CONFIGURE SUCCESSFUL in 1s




@ Eventlog & Layout Inspector

B Terminal N\ Build = 6:logcat = TODO
44:51 LF UTF-8 4spaces

O Gradle sync finished in 2 s 630 ms (a minute ago)

Strine
XposedEntry
Build:  Sync

ApkShelling-master: successful
CONFIGURE SUCCESSFUL in 1s

Wariants

Error running ‘app":
Default Activity not found

B8 Terminal “, Build = 6:Logcat i= TODO
IL] Error running "app’: Default Activity not found (moments ago)

# Launch i Defaut Activitye A Noting J& B KIS 4T B Zh

i Run/Debug Configurations X

+ - B F a L Name: | app Share through VCS | Allow parallel run

¥ u Android App
& Unnamed
i app

» / Templates

General Miscellaneous Debugger Profiling
Module: app
Installation Options
Deploy: | APK from app bundle
Install Flags:
Lahinch Options

Launch: Nothing

¥ Before launch: Gradle-aware Make, Activate tool window
+
& Gradle-aware Make

Show this page |¥ Activate tool window

Cancel Apply

& File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

main java com sfysoft android xposed shelling XposedEntry O, motorola AOSP on Shama




I 1:Profect

Build:

@ Eventlog '@ layout

B Terminal “\ Build
50:1 LF UTF-8 4spaces W &

i) 1.0
MINELTR N A igEldex i |, SATEE.
360, BEif. HIEHFEENSRFERNE TR




—. BangikHiflag

TERLI 2R34T & S signed.apk

FHpEHISE 6.6.1.1 Android 5

how_debug

this_is_i_g1ve_you_libnative

passwd

wrong




FHpEHISE 6.6.1.1 Android 5

how_debug

this_is_i_g1ve_you_libnative

rftffs
1T 2 3 4 5 6 7 8 9 0
q w e r 1 Yy u | 0] P

LIRS, $KBroot)E, VI# H FF/data/data, FiEidgreprif) Flcom.example.how_debug



u0_a33@HWVoG:/ $ su

root@shamu:/ # cd data/data

root@shamu: /data/data # 1s |grep com.example*
grep: com.example.how_debug: Is a directory
1|root@shamu: /data/data #

iBitIs# & /data/data/com.example.how_debug

root@shamu: /data/data # cd com.example.how_debug
root@shamu: /data/data/com.example.how_debug # 1s
00141-01.dex

00141-02.dex

00141-03.dex

00141-04.dex

cache

1lib

root@shamu: /data/data/com.example.how_debug #

Bt cpin 4K+ dexsC & il Bl Swindows I L U T

root@shamu: /data/data/com.example.how_debug # 1s
00141-01.dex
00141-02.dex
00141-03.dex
00141-04.dex

root@shamu: /data/data/com.example.how_debug # cp 00* /sdcard/P
Pictures/ Podcasts/

root@shamu: /data/data/com.example.how_debug # cp 00* /sdcard/Pictures/
root@shamu: /data/data/com.example.how_debug # cd /s

sbin/ seapp_contexts sepolicy storage/ system/
sdcard/ selinux_version service_ contexts sys/
root@shamu: /data/data/com.example.how_debug # cd /sdcard/P

Pictures/ Podcasts/

root@shamu: /data/data/com.example.how_debug # cd /sdcard/Pictures/
root@shamu: /sdcard/Pictures # 1s

00141-01.dex

00141-02.dex

00141-03.dex

00141-04.dex

root@shamu: /sdcard/Pictures #
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Windows10 (C:)

SHF

Hid

= i
drawable-mdpi-v4
mipmap-mdpi-v4

| 00141-01.dex

| 00141-02.dex

| 00141-03.dex

| 00141-04.dex

eSS
3k

e

<« Administrator > Nox share > ImageShare > res >

fEr R

2020/7/23
2020/7/23
2020/7/23
2020/7/23
2020/7/23
2020/7/23

T
=
Py ikun-]
FT7F

18:31
18:31
18:31
18:31

FH sz
S ERE
i mrEE

SASE
SASE
DEX 324
DEX 3f%
DEX 3f%
DEX 3245

45 Hjadx-guifT T EE

B jadx-gui - 00141-01.dex

File View Navigation Tools Help
B @& s

e laBl2]

23 00141-01. dex
—# Source code
F1f android
| B app
: -8} content. res
- # de. robv. android. xposed

- builder
=} exception
@ CloneFailedException
+ i nutable
+ i reflect
- tuple
7@ ArrayUtils

ERCY harSequenceltils

i & index0f (CharSequence,
lﬁ index0f (CharSequence.

= #% external. org. apache. connons. lang3

int, i
CharSe

® external. ors. apache. connons. lang3. CharSequenceltils ¥
package external.org.apache.commaons. lang3; ~
public class CharSequenceUtils {

55 public static CharSequence subSequence(CharSequence cs, int start) {

return c¢s == null ? null

1
I

: cs.subSequence(start, cs.length());

] static int indexOf(CharSequence cs, int searchChar, int start) {
78 if (cs instanceof String) {
1 return ((String) cs).indexOf(searchChar, start);
}
73 int sz = cs.length();
74 if (start < @) {
75 start = 8;

1
b




¢ & lastlndsxUt (CharSequsnce, 1nf
& lastIndex0f (CharSsqusncs, Chs
# regionMatches (CharSequence, Y
& subSequence (CharSequence, inf
& toCharArrav(CharSequence) :
® CharUtils

© ClassUtils

@ JavaVersion

© ObjectUtils

@ Stringltils

® SystenlUtils

® validate

tor (int i = start; i < sz; i++) {
73 if (cs.charAt(i) == searchChar) {
a2 return i;

}

h

&2 return -1;
¥
o static int index0f(CharSequence cs, CharSequence searchChar, int start) {
55 return cs.toString().index0f(searchChar.toString(), start);
¥

116 static int lastIndexOf(CharSequence cs, int searchChar, int start) {
117 if (cs instanceof String) {
118 return ((String) cs).lastIndexOf(searchChar, start);

¥
120 int sz = cs.length();
121 if (start < @) {
121 return -1;

}
124 if (start »= sz) {

start = sz - 1; v
< >

43 B E A 5 18 Biflag: borring_things

File View Navigation Tools Help

ERES A& B A

21 00141-04. dex
% Source code
[}t android. support. v4
7 graphics. drawable
B os
# androidx
= 2 con. exanple. how_debug
@ BuildConfig
-4 APPLICATION ID :
% BUILD TYPE : St

¥ DEBUG

¥ FLAVOR
~¥ VERSION CODE : int
- VERSTON NAME : Strins

=@ Maindctivity

: Edit t

£ AnonvmousClass1 (Maindetivi
© onClick(View) : void

- & 4PP SIGH :

id
€ Nainketivity()
@ checksien()

& getSignature() : St

zetSignature fast()

& {sEqual
8 isOwnipp ()
@ isdebus()

- jinitQ

6 killliysel£O
@ onBackFressed()
© onCreate (Bundle)
¢ ghownsg (String)

@ stringFronINI ()

- @ stringFromTNIL()

HOR

: String

@ con. exanple. hov_debug. BuildConfig 3 © con. example.how_debug. Maindctivity X

UT UL COTE - UEX LTS CF T IO
54 at jadx.core.dex.nodes.MethodNode . Load(MethodNode . java:182)
55 ... 6 more
*
59 s
/4 Can't lLoad method instructions.
*/
throw new UnsupportedOperationException("Method not decompiled: com.example.how_debug.MainActivity.l.<init>(com.example.h

T INSIZECUGET s PrUCESs [ IITSIDECUUET ™ JUVGT 75

i

public void onClick(View view)
String obj = this.val$etl.getText().toString();
String obj2 = this.val$et2.getText().toString();
if (obj.equals(obj2)) {
MainActivity.showmsg("user is equal passwd");
} else if ((obj.equals(“admin”) & obj2.equals("pass71437")) != @) {
MainActivity.showmsg("success");
19 MainActivity.showmsg("flag is flag{borring_things}");
1 else {
MainActivity.showmsg( “wrong");

25 T

public native boolean isEqual();

public native boolean jinit();

public native String stringFromINI();

public native String stringFromINI1();
public

]

MainActivity() {

protected void onCreate(android.os.Bundle ra) {
/* JADX: methed processing error */

XEAMEICEKERS, —ARNFILRFEZR T AL ZABAEZEMINERE, &SZMK

PR E O —BEINX—RIIMARAR T RBH T#E, REXEE
P N

XBEWIRX AL HH

Fr#E2E .. (img-GyD0ogMH-1595646588392)]

43 B E AR f5 18 Biflag: borring_things
[SME B R # 77 . (img-rVT0041z-1595646588394)]
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