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大家好关于这次比赛密码学和部分移动安全如下大家好关于这次比赛密码学和部分移动安全如下

没错在这里我们来解题吧（不要吐槽我，嘴下饶人）

1
某加密算法实现如下

import java.nio.charset.Charset;
public class DeEnCode {
    private static final String key0 = "2021.2.26";
    private static final Charset charset = Charset.forName("UTF-8");
    private static byte[] keyBytes = key0.getBytes(charset);
    public static String encode(String enc){
        byte[] b = enc.getBytes(charset);
        for(int i=0,size=b.length;i<size;i++){
            for(byte keyBytes0:keyBytes){
                b[i] = (byte) (b[i]^keyBytes0);
            }
        }
        return new String(b);
    }
加密flag后为：Q[VPLDRTwQBF^YJ
写出解密算法求出flag

解：

https://blog.csdn.net/qq_42186263
https://blog.csdn.net/qq_42186263/category_10761122.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%259B%259B%25E5%258F%25B6%25E8%258D%2589%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8%25E5%25AD%25A6%25E9%2599%25A2&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%258A%259A%25E7%2590%25B4&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/qq_42186263/article/details/114119952
https://blog.csdn.net/qq_42186263/category_10761122.html


mport java.nio.charset.Charset;
public class DeEnCode {

    private static final String key0 = "2021.2.26";
    private static final Charset charset = Charset.forName("UTF-8");
    private static byte[] keyBytes = key0.getBytes(charset);

    public static String decode(String dec){
        byte[] e = dec.getBytes(charset);
        byte[] dee = e;
        for(int i=0,size=e.length;i<size;i++){
            for(byte keyBytes0:keyBytes){
                e[i] = (byte) (dee[i]^keyBytes0);
            }
        }
        return new String(e);
    }

    public static void main(String[] args) {
         String dec = decode("Q[VPLDRTwQBF^YJ")
;
        System.out.println(enc);
        System.out.println(dec);
    }
}

Flag:flag{sec@fuqin}

2、凯撒大帝用、凯撒大帝用MD5三步跨栏套娃三步跨栏套娃

R000VEdOUlRHTTNETU5SV0dNMlRHTlJUR1VaVENOUlVHTTRER05aV0dRM0RNTVpTR00zREdOSldHNFpUSU1aWEdNMkRNTlpUSEFaVEtOUlhHTTRU
TU9KVEdRWlRFTVpWR000VEdNST0=

解：

打开题目

R000VEdOUlRHTTNETU5SV0dNMlRHTlJUR1VaVENOUlVHTTRER05aV0dRM0RNTVpTR00zREdOSldHNFpUSU1aWEdNMkRNTlpUSEFaVEtOUlhHTTRU
TU9KVEdRWlRFTVpWR000VEdNST0=
题目为套娃猜想可能与base家族有关
https://www.qqxiuzi.cn/bianma/base64.htm

GM4TGNRTGM3DMNRWGM2TGNRTGUZTCNRUGM4DGNZWGQ3DMMZSGM3DGNJWG4ZTIMZXGM2DMNZTHAZTKNRXGM4TMOJTGQZTEMZVGM4TGMI=

3936336666353635316438376466323635673437346738356739693432353931

963ff5651d87df265g474g85g9i42591
题目提示凯撒三步则推测凯撒加密位移为3
https://www.qqxiuzi.cn/bianma/kaisamima.php
963cc5651a87ac265d474d85d9f42591
题目提示有MD5则在线解密
https://www.cmd5.com/

Flag：flag{sec2021}

3、另类、另类rsa



在RSA体制中，某给定用户的公钥e=31，n=3599，那么给该用户的私钥等于多少？
解法如下：

1.根据n=3599可得p，q分别为59和61
2.根据pq的值可推出φ(n)=5961=3480
3.ed≡1(modφ(n))等价于ed–kφ(n)=1
因此d31-3480*y=1

根据扩展欧几里得算法（辗转相除法）求解：

1式：3480=31*112+8 => 8=3480+(-112)31
2式：31=83+7 => 7=31+(-3)8
3式：8=71+1 => 1=8+(-1)*7

将2代入3：1=8+31+8*(-3)
1=31(-1)+84
将1代入： 1=31(-1)+[3480+31*(-112)]4
1=31(-449)+3480*4
由此得d=-449，y=4

由于d一般取正整数，所以d=d+kφ(n)=-449+1*3480=3031
所以给用户的私钥为（3599,3031）
Flag为：flag{3031}

4、移动安全、移动安全

file:///C:/Users/ADMINI~1.ZB-/AppData/Local/Temp/-1




package com.example.myapplication;

import android.os.Bundle;
import android.view.View;
import android.widget.Button;
import android.widget.EditText;
import android.widget.Toast;
import androidx.appcompat.app.AppCompatActivity;

public class MainActivity extends AppCompatActivity {
    private Button button;
    private EditText et1;
    private EditText et2;

    /* access modifiers changed from: protected */
    @Override // androidx.activity.ComponentActivity, androidx.core.app.ComponentActivity, androidx.appcompat.ap
p.AppCompatActivity, androidx.fragment.app.FragmentActivity
    public void onCreate(Bundle savedInstanceState) {
        super.onCreate(savedInstanceState);
        setContentView(R.layout.activity_main);
        this.button = (Button) findViewById(R.id.bu1);
        this.et1 = (EditText) findViewById(R.id.et1);
        this.et2 = (EditText) findViewById(R.id.et2);
        this.button.setOnClickListener(new View.OnClickListener() {
            /* class com.example.myapplication.MainActivity.AnonymousClass1 */

            public void onClick(View v) {
                String s1 = MainActivity.this.et1.getText().toString();
                String s2 = MainActivity.this.et2.getText().toString();
                new DeEnCode();
                String a = DeEnCode.encode("flag{fuqin}");
                if (!s1.equals(a) || !s2.equals(a)) {
                    Toast.makeText(MainActivity.this, "登陆失败", 0).show();
                } else {
                    Toast.makeText(MainActivity.this, "解密：^TY_C^MIQVK][E", 0).show();
                }
            }
        });
    }
}



可以看到有个flag提交了是错的再看用了DeEnCode类里面的方法，我们查看这个源代码

package com.example.myapplication;

import java.nio.charset.Charset;

public class DeEnCode {
    private static final Charset charset;
    private static final String key0 = "2021.1.19";
    private static byte[] keyBytes;

    static {
        Charset forName = Charset.forName("UTF-8");
        charset = forName;
        keyBytes = key0.getBytes(forName);
    }

    public static String encode(String enc) {
        byte[] b = enc.getBytes(charset);
        int size = b.length;
        for (int i = 0; i < size; i++) {
            for (byte keyBytes0 : keyBytes) {
                b[i] = (byte) (b[i] ^ keyBytes0);
            }
        }
        return new String(b);
    }
}

可以看到这是加密算法分析一下啊 将参数转换为字节存在数组b里面 然后遍历这个数组并且和keyBytes进行异或 应该需要对这
个flag{fuqin}进行加密试着去加密



import java.nio.charset.Charset;

public class DeEnCode {

    private static final String key0 = "2021.1.19";
    private static final Charset charset = Charset.forName("UTF-8");
    private static byte[] keyBytes = key0.getBytes(charset);

    public static String encode(String enc){
        byte[] b = enc.getBytes(charset);
        for(int i=0,size=b.length;i<size;i++){
            for(byte keyBytes0:keyBytes){
                b[i] = (byte) (b[i]^keyBytes0);
            }
        }
        return new String(b);
    }
 public static void main(String[] args) {
        String s="flag{fuqin}";
        String enc = encode(s);
        System.out.println(enc);
    }
}



运行一下

弹出来一串字符串让我们解密这个东西回想当时的加密算法写出解密算法解这个字符串

import java.nio.charset.Charset;

public class DeEnCode {

    private static final String key0 = "2021.1.19";
    private static final Charset charset = Charset.forName("UTF-8");
    private static byte[] keyBytes = key0.getBytes(charset);
public static String decode(String dec){
    byte[] e = dec.getBytes(charset);
    byte[] dee = e;
    for(int i=0,size=e.length;i<size;i++){
        for(byte keyBytes0:keyBytes){
            e[i] = (byte) (dee[i]^keyBytes0);
        }
    }
    return new String(e);
}
 public static void main(String[] args) {
        String dec = decode("^TY_C^MIQVK][E");
        System.out.println(dec);
    }
}



运行一下：

flag{fuqinsec}
5、安卓1
不要脱壳

6、、rsa
脚本我放这里



import binascii
import sys 
sys.setrecursionlimit(1000000)
def ByteToHex(bins):
    return ''.join(["%02X" % x for x in bins]).strip()
def n2s(num):
    t = hex(num)[2:-1]  # python
    if len(t) % 2 == 1:
        t = '0' + t
    #print(t)
    return(binascii.a2b_hex(t).decode('latin1'))
def egcd(a, b):
    if a == 0:
        return (b, 0, 1)
    else:
        g, y, x = egcd(b % a, a)
        return (g, x - (b // a) * y, y)
def modinv(a, m):
    g, x, y = egcd(a, m)
    if g != 1:
        print('modular inverse does not exist')
        return 'null'
    else:
        return x % m
c = 382309913162293996518235675906923010600446204121917377646323846805462562284515182388429652213947118483378324
5944384444688946836215418821484073674465788585894381017767587199111146665315825719113960569991634730829499566453
0280816850482740530602254559123759121106338359220242637775919026933563326069449424391192
p = 288057917712602594868569027290204386866703544412962471482078628360646578497353436182070981639017872873685697
68472521344635567334299356760080507454640207003
q = 159918469709932133220726269015607499326863257664034048640233418107353192490663709160906409262190793688455104
44031400322229147771682961132420481897362843199
e = 354611102441307572056572181827925899198345350228753730931089393275463916544456626894245415096107834465778409
5323731871253185546147225993017915289162128393681210660355410088082615345005860236527677122716257852042809646880
04680328300124849680477105302519377370092578107827116821391826210972320377614967547827619
n = p * q
d = modinv(e, (p - 1) * (q - 1))
m = pow(c, d, n)
print (m)

这次出题主要是引领小白来学习安全的，各位大佬不要吐槽题目简单。后面有机会会出点难题
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