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Theorem 1. Let p = (pi)i_y, 0 < pi < oc, be the set of constants defining
the additive distortion measure (1) for i € {1,...,n}. Let 0 < m < n be the
number of bits we want to communicate by using a binary embedding operation.
The manimal expected distortion has the following form
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is the probability of changing the ith pizel. The parameter X is obtained by solving

- Z (pe logy pi + (1 — pi) logy(1 — Pz)) =m. (3)
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Let I € X be an image of size n1 X n2. The calculation starts by computing
the difference array D®, which is for a horizontal left-to-right direction

D;j = Lij — Lijta,



forie {1,...,n1}, j € {1,...,n2 — 1}. Depending on the desired order of the
features, either the first-order Markov process is used,

Md_;dz = PT(D:?+1 = d]_|Dz_:;,> = dQ), (4)
or the second-order Markov process is used,

where d; € {—T,...,T}. The calculation of the features is finished by separate
averaging of the horizontal and vertical matrices and the diagonal matrices to
form the final feature sets. With a slight abuse of notation, this averaging can
be written as

(M, + M, + M} +M[],
Batze = 7 Mo+ M + M + M, 6)

where k = (2T + 1)? for the first-order features and k& = (2T + 1)? for the
second-order features. In [22], the authors used 7" = 4 for the first-order features
(leading to 162 features) and T' = 3 for the second-order features (leading to 686
features).
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Fig. 2: High-level diagram of HUGO.
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HUGO embedding algorithm

for (i,j) in PIXELS { //function D is taken from (10)
Yp = X; Yp(i,j)++; rho_p(i,j) = D(X,Yp); //calculate emb. impact
Ym = X; Ym(i,j)--; rho_m(i,j) = D(X,Ym); //for each picel
}
rho_min = min(rho_p, rho_m); //elementwise; use minimum for embedding
PIXELS_TO_CHANGE = minimize_emb_impact (LSB(X), rho_min, message)
Y =X; //start making changes in cover image
for (i,j) in PIXELS_TO_CHANGE { //order given by the M( wisit. strategy
if ( model_correction_step_enabled ) {
Yp = Y; Yp(i,j)++; dp = D(X,Yp); Ym = ¥; Ym(i,j)--; dm = D(X,Ym);
if (dp<dm ) { Y(i,j)++; } else { Y(i,j)--; }
} else {
if ( rho_p(i,j)<rho_m(i,j) ) { Y(i,j)++; } else { Y(i,j)--; }
}
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Fig. 3: Pseudo-code of the HUGO embedding algorithm as described in Section 4.3.
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