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from PIL import Image

import math

class LSB:

def __init__ (self):

self.im=None

def load_bmp(self,omp_file):
self.im=Image.open(bmp_file)
self.w,self.h=self.im.size
self.available_info_len=self.w*self.h # 7~ & 44 %} 7] § 1)
print ("Load>> A #r \",self.available_info_len,"bitsf){5 E")
def write(self,info):

"EIRAGE BRKE, REHRAEE™
info=self._set_info_len(info)

info_len=len(info)

info_index=0

im_index=0

while True:

if info_index>=info_len:
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break

data=info[info_index]

x,y=self._get xy(im_index)
self._write(x,y,data)

info_index+=1

im_index+=1

def save(self,filename):
self.im.save(filename)

def read(self):

"EREERNKE, REZHEE™
_len,im_index=self._get_info_len()
info=[]

for i in range(im_index,im_index+_len):
x,y=self._get xy(i)

data=self._read(xy)

info.append(data)

return info

def _get xy(self,l):

return 1%self.w,int(l/self.w)

def _set_info_len(self,info):
I=int(math.log(self.available_info_len,2))+1
info_len=[0]"I

_len=len(info)
info_len[-len(bin(_len))+2:]=[int(i) for i in bin(_len)[2:]]
return info_len+info

def _get_info_len(self):
I=int(math.log(self.w*self.h,2))+1

len_list=[]

for i in range(l):

x,y=self._get xy(i)



_d=self._read(x,y)
len_list.append(str(_d))
_len=".join(len_list)
_len=int(_len,2)

return _len,|

def _write(self,x,y,data):
origin=self.im.getpixel((x,y))
lower_bit=origin%?2

if lower_bit==data:

pass

elif (lower_bit,data) == (0,1):
self.im.putpixel((x,y),origin+1)
elif (lower_bit,data) == (1,0):
self.im.putpixel((x,y),origin-1)
def _read(self,xy):
data=self.im.getpixel((x,y))

return data%?2

main

if _name_ ==
Isb=LSB()

#5
Isb.load_bmp(‘test.bmp’)

info1=[0,1,0,1,1,0,1,0]

Isb.write(info1)

Isb.save('Isb.bmp")

#

Isb.load_bmp('lsb.bmp")

info2=Isb.read()

print (info2)
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RAZSNfrac{IR A\BEBH DA ES, LSBRERAZFE HS\frac{1}{8}=12.5\%$.

MSE mean square error, F A RizEZE, SMSE=\frac{\sum{M}_{m=1NsumN}_{n-1}d(m,n)"2}{M \times
N}$, XEMSd(mn)Stare, REGMBEEUEREREESMNSMLE ERBERZE.

PSNR peak signal-to-noise ratio, WE{EEHELL, $PSNR=-10log\{\frac{MSE}255"2MN}\}$.

HZ PR HREE, VQM(vedio quality measurement), SSIM(structural similarity index)& .
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import math

class Jsteg:

def __init_ (self):

self.sequence_after_dct=None

def set_sequence_after_dct(self,sequence_after_dct):
self.sequence_after dct=sequence_after dct
self.available_info_len=len([i for i in self.sequence_after dct if i not in (-1,1,0)]) # AR 45+ AT FE /)
print ("Load>> [ #x \",self.available_info_len,'bits')
def get_sequence_after_dct(self):

return self.sequence_after dct

def write(self,info):

"EIRAGE BRIKE, REHRAEE™
info=self._set_info_len(info)

info_len=len(info)

info_index=0

im_index=0

while True:

if info_index>=info_len:

break

data=info[info_index]

if self._write(im_index,data):

info_index+=1



im_index+=1

def read(self):

"AEREHERKKE, REZHERE™
_len,sequence_index=self._get_info_len()
info=[]

info_index=0

while True:

if info_index>=_len:

break
data=self._read(sequence_index)

if data!=None:

info.append(data)

info_index+=1

sequence_index+=1

return info

def _set _info_len(self,info):
I=int(math.log(self.available_info_len,2))+1
info_len=[0]"l

_len=len(info)
info_len[-len(bin(_len))+2:]=[int(i) for i in bin(_len)[2:]]
return info_len+info

def _get_info_len(self):
I=int(math.log(self.available_info_len,2))+1
len_list=[]

_| index=0

_seq_index=0

while True:

if _|_index>=l:

break

_d=self._read(_seq_index)



if _d!=None:

len_list.append(str(_d))

_|I_index+=1

_seq_index+=1

_len=".join(len_list)

_len=int(_len,2)

return _len,_seq_index

def _write(self,index,data):
origin=self.sequence_after_dct[index]

if origin in (-1,1,0):

return False

lower_bit=origin%?2

if lower_bit==data:

pass

elif origin>0:

if (lower_bit,data) == (0,1):
self.sequence_after_dct[index]=origin+1
elif (lower_bit,data) == (1,0):
self.sequence_after_dct[index]=origin-1
elif origin<0:

if (lower_bit,data) == (0,1):
self.sequence_after_dct[index]=origin-1
elif (lower_bit,data) == (1,0):
self.sequence_after_dct[index]=origin+1
return True

def _read(self,index):

if self.sequence_after_dct[index] not in (-1,1,0):
return self.sequence_after dct[index]%?2
else:

return None

main

if _name__ ==



jsteg=Jsteq()
#5

sequence_after_dct=[-1,0,1]*100+[i for i in range(-7,500)]
jsteg.set_sequence_after_dct(sequence_after dct)

info1=[0,1,0,1,1,0,1,0]

jsteg.write(info1)

sequence_after_dct2=jsteg.get sequence_after dct()

# L

jsteg.set_sequence_after dct(sequence_after_dct2)

info2=jsteg.read()

print (info2)

LR, RAER TN EHFEHDCTREMRE. £ TfBE2IDCT &%, 7T LMEHopencvh k%, T
import cv2

import numpy as np

def dct(m):

m = np.float32(m)/255.0

return cv2.dct(m)*255
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from jsteg import Jsteg

import math

class F3(Jsteg):

def __init_ (self):

Jsteg.__init__(self)

def set_sequence_after_dct(self,sequence_after_dct):



self.sequence_after_dct=sequence_after_dct
sum_len=len(self.sequence_after dct)

zero_len=len([i for i in self.sequence_after_dct if i==0])
one_len=len([i for i in self.sequence_after_dctifiin (-1,1)])
self.available_info_len=sum_len-zero_len-one_len # 72 4% 5l ] §&
print ("Load>> KZH# \",sum_len-zero_len-int(one_len/2),'bits')
print ("Load>> & /> AT #k \",self.available_info_len,'bits\n')
def _write(self,index,data):
origin=self.sequence_after_dct[index]

if origin == 0:

return False

elif origin in (-1,1) and data==0:
self.sequence_after_dct[index]=0

return False

lower_bit=0rigin%2

if lower_bit==data:

pass

elif origin>0:

self.sequence_after_dct[index]=origin-1

elif origin<0:

self.sequence_after_dct[index]=origin+1

return True

def _read(self,index):

if self.sequence_after _dct[index] != 0:

return self.sequence_after dct[index]%?2

else:

return None

main

if __name__==
f3=F3()

#5

sequence_after_dct=[-1,0,1]*100+[i for i in range(-7,500)]



f3.set_sequence_after _dct(sequence_after_dct)
info1=[0,1,0,1,1,0,1,0]

f3.write(info1)
sequence_after_dct2=f3.get sequence after_dct()
# 1L

f3.set_sequence_after _dct(sequence_after_dct2)
info2=f3.read()

print (info2)
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from PIL import Image

import numpy as np

import math

B EERET N

01234567

B EF 5 (Y_index) N
index01234567

25417360

)

#Y _index inverse
index01234567

73052164

# Bl

ik [3064]; FFHRAEE 0110
BA: [3064]=>[5762]=>(by 0110)[4 7 7 2]=>[7 0 0 4]
8. [3064]=>(by 0110)=>[7 00 4]
$HL: [7004]=>[4772]=>0110
class GIF_Steg:

def __init_ (self):
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self.im=None

def load_gif(self,gif _file):
self.im=Image.open(gif_file)

self._load_palette()

self._sort_palette()

self._load_palette_data()
self.available_info_len=len(self.palette_data)

def write(self,info):

info=self._set_info_len(info)

self.palette _data=self._write(self.palette_data,info)
def read(self):

_len,im_index=self._get_info_len()
info=self._read(self.palette_data[im_index:im_index+_len])
return info

def save(self,filename):

self.im.save(filename)

def _load_palette(self):

self.palette=[]
palette=self.im.palette.palette

for i in range(int(len(palette)/3)):
self.palette.append((palette[3*i],palette[3*i+1],palette[3*i+2]))
def _sort_palette(self):

f=lambda t:0.299*[0]+0.587*[1]+0.114*t[2]
Y=[f(t) for t in self.palette]
self.Y_index=np.argsort(Y)

self.Y_index _inverse=[0]*256

for i in range(len(self.Y_index)):
self.Y_index inverse[self.Y_index[i]]=i

def load_palette_data(self):

self.palette_data=self.im.getpalette()



def _set_info_len(self,info):
I=int(math.log(self.available_info_len,2))+1
info_len=[0]"I

_len=len(info)
info_len[-len(bin(_len))+2:]=[int(i) for i in bin(_len)[2:]]
return info_len+info

def _get_info_len(self):
I=int(math.log(self.available_info_len,2))+1
len_list=[]

for i in range(l):
_d=self._get_Isb(self.palette_datali])
len_list.append(str(_d))
_len="join(len_list)

_len=int(_len,2)

return _len,l

def _write(self,palette_data,info):

for i in range(len(info)):

Y _index=self.Y_index _inverse[palette data]i]]
lower_bit=Y_index%?2

if lower_bit==info[i]:

pass

elif (lower_bit,info[i])==(0,1):

palette _data[i]=self.Y_index[Y_index+1]
elif (lower_bit,info[i])==(1,0):
palette_data[i]=self.Y_index[Y_index-1]
return palette_data

def _read(self,palette_data):

info=[]

for i in range(len(palette_data)):
info.append(self._get_Isb(palette_datal[i]))

return info



def get Isb(self,_palette data):

return self.Y_index_inverse[ palette_data]%?2

if _name__ =="_ main__"

gs=GIF_Steg()

gs.load_gif('4.1.05.gif")

gs.write([0,1,1,0,0,1,0,0,0,0,01)

print (gs.read())
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import sys

import math

import numpy as np
from PIL import Image
import random

def get_index_matrix(n):

13 2Infirzigzag i i 46 B
I=np.array(range(n))
J=l.reshape(-1,n).T
M=((H-J)* (-4 2)+ (1L)* (1) (1+J))/2
one_tril=np.triu(np.ones((n,n)))[:,::-1]
M=M*one_tril
M=M+(n**2-1-M)[::-1,::-1]*(1-one_tril)
return M.astype(int)

def get_mask(n):

A EHEm

return np.random.randint(low=0,high=2,size=n)



class RS:

def _init_ (self):
self._region_length=8
self.set_parameter()

def load_bmp(self,omp_file):

I ompsz

self.im=Image.open(bmp _file)

self.w,self.h=self.im.size

print (">> EE F, BEHFRT: "self.w, "X self.h)

def set_parameter(self,_region_length==8):
self._region_length=_region_length
self._zigzag_index_matrix=get_index_matrix(_region_length)
self._m=get_mask(_region_length**2)

def analyse(self):

_rs1=[0,0,0,0] # [Rm,Sm,R-m,S-m]

_rs2=[0,0,0,0] # [Rm,Sm,R-m,S-m]
self._RS_build(_rs1,_rs2)
_sum=math.ceil(self.w/self._region_length)*math.ceil(self.h/self._region_length)
_rs1=[i/_sumforiin rs1]

_rs2=[i/_sumforiin _rs2]
res=self._get_insert_rate(_rs1,_rs2)

print (res)

HHHAHHAHHAHHA unfinished

def get RS_map(self,n=100):

B2 R (IRAE-RS)

res=[]

for i in range(n+1):



_rs=[0,0,0,0]

rate=i/n

self._RS _build_by rate(_rs,rate)
print (rate, rs)
res.append((rate,_rs))

return res

def RS build(self, rs1, rs2):

row=math.ceil(self.w/self._region_length)
column=math.ceil(self.h/self._region_length)

for i in range(row):

for j in range(column):

# NEGEE — X3k, #17zigzag#
box=np.array([i,j,i+1,j+1])*self._region_length
region=self.im.crop(box)

region=np.array(region)
sequence=self._zigzagScan(region)

# WRSHAT AT

self._rs_build(sequence,_rs1)

# AT IERY:, BRABHREN1-a20F 5], MNRS#HATSA T
sequence=self._Fm(sequence,np.ones(self._region_length**2).astype(int))
self._rs_build(sequence, rs2)

def _RS_build_by rate(self,_rs,rate):

MRYE RN FF EIRSHIE
row=math.ceil(self.w/self._region_length)
column=math.ceil(self.h/self._region_length)
for i in range(row):

for j in range(column):

# NEGEUH — R X K, #1Tzigzagia



box=np.array([i,j,i+1,j+1])*self._region_length
region=self.im.crop(box)
region=np.array(region)

sequence=self. zigzagScan(region)

# DL R rate, ik A 01

sequence=self._random inject(sequence,rate)
# MRS#HATA T

self._rs_build(sequence, rs)

def zigzagScan(self,m):

VA S IZEEi:]

sequence = np.zeros(self._region_length**2,).astype(int)
for i in range(self._region_length):

for j in range(self._region_length):

index = self._zigzag_index_matrix{i][j]

sequencefindex] = m[i,j]

return sequence

def _random_inject(self,sequence,rate):

BEVLIRABLE SR, kA Frate
m~=np.ceil(np.random.random(self._region_length**2)-rate/2).astype(int)
return self._Fm(sequence,m)

def _rs_build(self,sequence,_rs):

R #Esequence Bt RSHIME
r1=self._get_relativity(sequence)
r2=self._get_relativity(self._Fm(sequence, self._m))

r3=self._get_relativity(self._Fm(sequence,-self._m))



if r1

_rs[0]+=1
elif r1>r2:
_rs[1]+=1
if r1

_rs[2]+=1
elif r1>r3:
_rs[3]+=1

def get relativity(self,sequence):

CEINEViEPS i
a=np.abs(np.array(sequence)[1:]-np.array(sequence)[:1])
return np.sum(a)

def _Fm(self,sequence,m):

HImsE SR

#[0,1,-1]

# (x+0)"0-0,(x+0)M-0,(x-1)M+1
# ((x+a)'b)-a
a=np.floor(m/2).astype(int)
b=np.abs(m).astype(int)

return ((sequence+a)™b)-a

if _name__ =="_main__'
rs=RS()
rs.load_bmp("../_data/misc/5.3.01.tiff")
# rs.analyse()

res=rs.get RS_map()

import matplotlib.pyplot as plt

for i in range(4):



plt.plot([p[O] for p in res],[p[1][i] for p in res],'ro0")

plt.show()

T EEBRE, FERAFERN.

1. 404 e zigzagd

RS, BAREL —MRIIFEMREIzigzagA K, Hd, \BrR3IFERENT

0 1 5 6 14 15 27 28]
2 4 7 13 16 26 29 42
3 8 12 17 25 30 41 43
9 11 18 24 31 40 44 53
10 19 23 32 39 45 52 54
20 22 33 38 46 51 55 60
21 34 37 47 50 56 59 61
35 36 48 49 57 58 62 63

Mo, XTHAMHNEBHIRSIFERE, BEABHR? RMANKHRSIERE, WENTHRXR

G+NE+j+2)+ EDH G —0)
Ml[i,jl = 2
n?—1-Mn—-i—1,n—j—1] i+j=n

i+j=n-—1

MENMRELABEWIE? HREH Oy, XEEMHEI B, HEKRHIMOISMIM,0SH KRN, REF
AT E PSR R B BISML IS RIE K

i ]
MIi, j] :M[O;i+j]#+M[i+j,O] AGYETEE

i+
Mijl=n*—1-Mh—i—1Ln—j—1](i+j=n)-

EFHRALE, RARHEEEA, BRATMET .

2. 4T ok SEEL B

FRREK, RITGESIBUENIE. $F_0(x)=x\oplus 0,\F_1(x)=xoplus 1\F_{-1}(x)=((x-1)\oplus 1)+1$. WA T
P SeISFE m$, BA1E LS$F(a,b,x)=((x-a)\oplus b)+a$. FES$F 0(x)=F(0,0,x),F_1(x)=F(0,1,x),F_{-1}
X)=F(1,1,X$. #—3%, TS i$, 4$a=\lfloor i/2\rfloor,b=|i|$, TFR&S$F_i(x)=F(a,b,x)$.

XEEHARR? ZEEMERXKGETEMEE. Aid, NiZEHXERKTESTE. XEMITTR.
3. BURME T
MEABE? HBN* N, nEARE?

R, HEEHLKER D&M LEEIE50% K — AR, AtAR50%IE? BAIN THLEBEN
50%= 75 2 L BT B4 R (BB LB & F i), AL ERE N ZBIN00%4 25 2 L BUF 4 R .

NEIRD X BE ARG R?
XEKK, BEBET .
F3k 5 7 #r
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