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ctf@ubuntu:~/Desktop$ file '"home/ctf/Desktop/100_KHfO50L.gif'
/home/ctf/Desktop/100_KHfO50I.gif: data

binwalk & T:

ctf@ubuntu:~/Desktop$ binwalk '/home/ctf/Desktop/100_KHf0O50L.gif'

DECIMAL HEXADECIMAL DESCRIPTION
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ctf@ubuntu:~$ identify -format "%s %T \n" /home/ctf/Desktop/100 KHfO50I.gif’
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ctf@ubuntu:~$ identify -format "%T\n" /home/ctf/Desktop/100_KHf050L.gif'
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f# Fi Visual Studio CodeskigE 1T #t & % #e:
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Bl b B X BL20REK0, 10K, 5 —ANAKHEAT R, e Hy108EH], 105k H] ¥ Hascii
1, asscii¥ ¥ AR FFFE . # coding:utf-8

# blog:www.sqlsec,com

import re

def file():

text = raw_input("pleast enter your file path:")

with open(text,'r') as f:

binfile = (f.read()).replace("\n","")

bindata = re.findall(r'.{8}',binfile)

for i in bindata:

ascii = int(i,2)

print(chr(ascii))

file()
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Linux T B £ F exiftool LR & F:

ctf@ubuntu:~$ exiftool '"home/ctf/Desktop/cat_t1dzFZS.jpg'
ExifT ool Version Number : 10.10

File Name : cat_t1dzFZS.jpg

Directory : /home/ctf/Desktop

File Size : 4.7 kB

File Modification Date/Time : 2018:01:18 22:59:18-08:00
File Access Date/Time : 2018:01:18 23:00:34-08:00

File Inode Change Date/Time : 2018:01:18 23:00:34-08:00
File Permissions : rwxrw-rw-

File Type : JPEG

File Type Extension : jpg

MIME Type : image/jpeg

JFIF Version : 1.01

Exif Byte Order : Big-endian (Motorola, MM)

X Resolution : 1

Y Resolution : 1

Resolution Unit : inches

Y Cb Cr Positioning : Centered

Copyright : WE1BTntVNWU=

Comment : XzZN4AMWZ0b28xfQ==

Image Width : 144



Image Height : 144

Encoding Process : Progressive DCT, Huffman coding
Bits Per Sample : 8

Color Components : 3

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)

Image Size : 144x144

Megapixels : 0.021
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ctf@ubuntu:~$ exiftool -copyright="sqlsec{th13_1s" -comment="_1m4g3_stg}"
'’home/ctf/Desktop/cat_t1dzFZS.jpg'
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ctf@ubuntu:~$ binwalk Yhome/ctf/Desktop/hint1.png'

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 PNG image, 1000 x 150, 8-bit/color RGB, non-interlaced
41 0x29 Zlib compressed data, default compression

5984 0x1760 Stufflt Deluxe Segment (data):
f+XOzsDjboavwNtZvpjWWitvZsDDOfLiesSbRNPEQBEDgroTMqVBQrNkfVpHAuSOndiiwXODNISCYZMNrRAC:
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67936 0x10960 Stufflt Deluxe Segment (data):
fNuJpDERDdIaOZNai+Coqla+DTgsEtMVsB]jIAY tAPtSMrMkQQIJPpakhwWalKJotVWVBWpgHOMZPAwtWsHBV-

4| m | v

140829 0x2261D Stufflt Deluxe Segment (data):
fvPMpvjp T CfKGKjxG+VXT VLftfvLraEDKvtDbSdXoZVizG+cCDDPKd+XEilKgxvAfe WQtgCKXKWXtVAR+eQAeg

4 i | b

187232 0x2DB60 Stufflt Deluxe Segment (data):
fipEVPsHTwrCroGzGnoLwjvYwiAvgxT ueAuvuSXJglbrvolCIHJ+RPWsHZpthrY JBXgGdCPPsviwliCeRnebbHbn!
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244309 0x3BA55 eCos RTOS string reference:
"ecosKtHYsvxlJRanOwWiWWNY xriBWY zcOIEVoPxNzpeXReQcaAdVkqGhRkZcMENY JOklurR+hWscMNYRtRJx
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247553 0x3C701 Stufflt Deluxe Segment (data):
fnvX+GIGMKE+aiHXuKDWOHIHMXSLVdoKKosARHN T zsABOjV2WBIkdxdAspDRGIiQJOuTwqpDAtkSxdggQqc
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277260 0x43B0OC COBALT boot rom data (Flat boot rom or file system)

464214 0x71556 Stufflt Deluxe Segment (data):
fBEIISs7G4qlOURP8XckU4UJDEVod3DZPnQgkDoAUgAAAFIAAAACZ3NveUF3JUodMBgAIAAAAGQI3YjATNZi
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465493 0x71AS55 Unix path:
/UnIrK/DAKFS1q9Q/xBhjDw5ujSKDGF/F3JFOFCQCal1TQwXWnQggDgATWAAAESAAAACAMP T 2kJ3JUodMB(¢
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560653 0x88E0D Stufflt Deluxe Segment (data):
fsjukotKpnhdlvnRikhgnMRtuowkNqvHtZdVjKkaTPQruHrLRKBSLfcsZYqDXJLccOwDcAbMxWdVidQLNZnJhxdl
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644141 0x9D42D Stufflt Deluxe Segment (data):
fO+rQvhXLctsaRfWOjjSXPehzSbWJrfVsMXrTMrTaQIB+GxbVXDblIxnckrwlhXkiGuOutNLIErRHScpoESJKjwPpL
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658201 0xA0B19 Stufflt Deluxe Segment (data):
fpiHIbngTGOa+TIwT CsrudlapwKkHvknJhoZiBJT AMRWIVIIBT BErvBOwtoMQ+REHsupLhpPtPOokWWiYXDEc
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ctf@ubuntu:~/Desktop$ cat gg_1

Sef+X0OzsDjboavwNtZvpjWWitvZsDDOfLiesSbRNPEQBEDgroTMqVBQrNkfVpHAUSOndiiwXODNISCYZMNrR/
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ctf@ubuntu:~/Desktop$ binwalk '"home/ctf/Desktop/gg_2'

DECIMAL HEXADECIMAL DESCRIPTION

206415 0x3264F RAR archive data, first volume type: MAIN_HEAD
206495 0x3269F bzip2 compressed data, block size = 900k
206636 0x3272C bzip2 compressed data, block size = 900k
206778 0x327BA bzip2 compressed data, block size = 900k
206917 0x32845 bzip2 compressed data, block size = 900k
207054 0x328CE bzip2 compressed data, block size = 900k
207191 0x32957 bzip2 compressed data, block size = 900k

207329 0x329E1 bzip2 compressed data, block size = 900k



207471 0x32A6F bzip2 compressed data, block size = 900k
207606 0x32AF6 bzip2 compressed data, block size = 900k
207743 0x32B7F bzip2 compressed data, block size = 900k
207881 0x32C09 bzip2 compressed data, block size = 900k
208017 0x32C91 bzip2 compressed data, block size = 900k
208156 0x32D1C bzip2 compressed data, block size = 900k
208296 0x32DAS8 bzip2 compressed data, block size = 900k
208434 0x32E32 bzip2 compressed data, block size = 900k
208575 0x32EBF bzip2 compressed data, block size = 900k
208708 0x32F44 bzip2 compressed data, block size = 900k
208847 0x32FCF bzip2 compressed data, block size = 900k
208985 0x33059 bzip2 compressed data, block size = 900k
209122 0x330E2 bzip2 compressed data, block size = 900k
209261 0x3316D bzip2 compressed data, block size = 900k
209399 0x331F7 bzip2 compressed data, block size = 900k
209539 0x33283 bzip2 compressed data, block size = 900k
209676 0x3330C bzip2 compressed data, block size = 900k

209812 0x33394 bzip2 compressed data, block size = 900k

2238 A binwal ki 43~ 85 B2 T Fr £ 48 -
ctf@ubuntu:~/Desktop$ binwalk -e /home/ctf/Desktop/gg_2'
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