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[(225, 12, 99), (155, 2, 50), (99, 51, 15), (15, 55, 22),(155, 61, 87), (63, 30, 17), (1, 55, 19), (99, 81, 66),(219,
77, 91), (69, 39, 50), (18, 200, 33), (25, 54, 190)]
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[(224, 13, 99),(154, 3, 50),(98, 50, 15),(15, 54, 23),(154, 61, 87),(63, 30, 17),(1, 55, 19),(99, 81, 66),(219, 77,
91),(69, 39, 50),(18, 200, 33),(25, 54, 190)]

f A Python 7& B4 + & SC 4

AT H, BATEMEH Python REZZE D T MRS SCAM R CAKERE. B, $TIF google collab
notebook , %M T KI5 BERAE:

It BRI AT, T DME A M= T upload W EAZA TREEE (png 3XH) .

& AppliedEnc onFinalProject ipynb
o y TPt B Commen 2 shae X °
File EO View lasen Runtme Tosls Welp A0 chaross syes
= Fles * ﬂn..‘-' -.:r._'_: et 1 =MEL
o Ekpload C fefrvsh & Mo Driee e mB 0N |
.
o [
B3« ([ sample data L= at Decod
& =iy

F—: FAFELFER Python FE.

° #import all the required libraries

import cvi

import numpy as nap

import types

from google.colab.patches import cv2_imshow #Google colab crashes if you try to display
#image using cv2.imshow() thus use this impor
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[ 1] def messageToBinary(message):

if type(message) == str:
return "'.join([ format(ord(i), "@8b") for i in message ])

elif type(message) == bytes or type(message) == np.ndarray:
return [ format(i, "@8b") for i in message ]

elif type(message) == int or type(message) == np.uints:
return format(message, "@8b")

else:
raise TypeError("Input type not supported”)
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[ ] # Function to hide the secret message into the image
def hideData(image, secret_message):

# calculate tha maximum bytes to encode
n_bytes = image.shape[@] * image.shape[l] * 3 // &
print("Maximun bytes to encode:”, n_bytes)

#Check if the number of bytes to encode is less than the maximum bytes in the image
if len(secret_message) > n_bytes:
raise ValueError(“Errer encountered insufficient bytes, need bigger image or less data 117)

secret_message += "#FSER" # you can use any string as the delimeter

data_index = @
# convert input data te binary format using messageToBinary() fucntien
binary_secret_mig = messageToBinary(secret_message)

data_len = len(binary_secret_msg) #Find the length of data that needs to be hidden
for values in image:

for values in image:
for pixel in values:

# convert RGE values to binary format

r, g, b = messageToBinary(pixel)

# modify the least significant bit only if there is still data to store

if data_index ¢ data_len:
# hide the data into least significant bit of red pixel
pixel[@] = int(r[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

if data_index < data_len:
# hide the data into least significant bit of green pixel
pixel[1] = int(g[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

if data_index < data_len:
# hide the data into least significant bit of blue pixel
pixel[2] = int{b[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

# if data iz encoded, just break out of the loop

if data_index »>= data_len:
break

return image
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[ 1 def showData(image):

binary_data = "
for values in image:
for pixel in walues:
r, £, b = messageToBinary(pixel) #convert the red,green and blue value: into binary format
binary_data += r[-1] #extracting data from the least significant bit of red pixel
binary_data += g[-1] mextracting data from the least significant bit of red pixel
binary_data += b[-1] #extracting data from the least significant bit of red pixel
# split by 8-bits
all_bytes = [ binary_data[i: i+8] for i in range(®, len(binary_data), 8) ]
# convart from bits to characters
degoded_data = "
for byte in all_bytes:
decoded_data += chr(int{byte, 2))
if decoded_data[-5:) == "sesse”: #check if we have reached the delimeter which is “sssss”
break
#print{decoded_data)
return decoded_data:-5] #remove the delimeter to show the original hidden message
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[ 1 = Encods data irto image
def encode_text(}:
image_name = input(“Enter image name{with sxtension): °)
image = cvZ.imresd(isage_nams) ® Rasd the input image usimg OpenCV-Python.
oIt is a library of Python bindings designed to solve computer visiom problems.

wdetails of the image

print("Tha shaps of the image i3: =, image.shepe) ®chack the shaps of imsge to calculste the nusber of bytes in it
print("The original image is as shown balow: )

resized_imsge = cvi.resize(image, (500, 500)) #resize the image as per your requiresent
cwl_imshow(resized_image) #display the image

data = input{“Enter data to be encoded : ~)
if {len{data) == @):
ralie ValusError('Dete i3 espty')

filansms = input(“Enter tha name of new encoded image{with sxtension): *)
encoded_image = hideData(image, data) # call the hideData function to hide the secret message into the selected image
vl imerite( Filename, encoded_image)



BAg: Gl EE, BERASBARERENEBREIR, R/ERA showData() &% LR B #2155 7
5!

JC» 0

© = Dscods the data in the image
def decode_text():
# read the image that contains the hidden image
image_nane = input{“Enter the name of the steganographed image that you want to decode (with extension) :%)
image = cv2.imread{image_nams) Fread the image using cv2.imread()

print(“The Steganographed image is as shown below: “)
retized imsge = cvl.resize(insge, (500, 500)) ®resize the original imege 83 per your requiresent
evd_imshow(resized_image) #display the Stegancgraphed image

text = showDatalimage)
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# Image Steganography
def Steganography():
a = input({"Image Steganography ‘n 1. Encode the data ‘n 2. Decode the data \n Your input is: =)
userinput = int{a)
if (userinput =m 1}:
print("\nEncoding....")
encode_text()

alif (userinput == 2):
print("\nDecoding....")
print(“Decoded message iz * + decode_text())
elze:
raizse Exception(“Enter correct input™)

Steganography() #encode image
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Image Steganography
1. Encode the data
2. Decode the data
Your input is: 1

Encoding....

Enter image name(with extension): test_l.png
The shape of the Image is: (1254, 1254, 3)
The eriginal image is as shown below:

Entér data to be encodéd : hakunasatata
Enter the name of new encoded image(with extension): test_!_encoded.png
Maximum bytes to encode: 589603
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Image Stegancgraphy

1. Encode the data
2. Decode the data
Your input ds: 2

Decoding. ...
Entar the nams of the steganographed image that you want to decods (with sxtension) :test_|_sncoded.png
The Steganographed lmage 1s as shown below:

Decoded message 1s hakenamatata
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https://github.com/rroy1212/Image_Steganography/blob/master/ImageSteganography.ipynb
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