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Fig.1 General process of steganography
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Fig.3 LSB steganogra,phy process
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Fig.4 Adaptive steganography process
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Table 1 Source of BOSSbase image datasets
F 1 BOSSbase [$]1% &l 401 £HAC

P s FHATL Y 5

1-1354 CanonEOS 400D
1355-1415 CanonEOS 40D
14162769 CanonEOS 7D
2770-4811 CanonEOSDIGITALREBELXSs1
4812-6209 PENTAXK20D
6210-7242 NIKON D70
7243-10212 MO digital camera

Table 2 Comparison of different datasets

R2 A REGEEX

s Hl E(0K) IR Pel 15025 11 B e Kb N
BOSSbase 10 000 8 Vs 512x512 PGM
BOWS2 10 000 8 VAL 512x512 PGM
UCID 1338 24 I 512x384/384x512 TIF
NRCS N/A 24 b 1500x2100 TIF/IPEG
SIPI N/A 8/24 A 256x256/512x512/1024x1024 TIFF
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Fig.6 Traditional steganalysis and GNCNN structure
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Table 3 Comparison of experimental results under different steganography algorithms of
traditional steganalysis and GNCNN
& 3 GNCONN GG s Bre Al Ba 5 5k b i g o) t

BPP HUGO WOWO S-UNIWARD
GNCNN | SRM | SPAM | GNCNN | SRM | SPAM | GNCNN | SRM | SPAM
BOSSbase
03 33.8% 296% | 42.9% 34.3% 312% | 422% 35.9% 343% | 40.0%
0.4 28.9% 25.2% | 39.1% 29.3% 25.7% | 38.2% 30.9% 29.3% | 35.1%
0.5 25.7% 21.4% | 35.7% 24.8% 221% | 34.9% 26.3% 24.8% | 30.6%
ImageNet database
04 | 336% [ 325% | - | 341% [ 347% | - | 347% | 344% | -

MR SL R 45 R p AT LA B, GNC NN U B R B T SPAME: §5 T SRM.7E & 2K 1 Fa 5 Sk BRI R IXME — MR BEE IR E
(bit per pixel, A #RBPP) T, BI 3 5 A B RN, 2 B & PR A KMEE B8 52 E 724 B = 5t 28 % .BOSSbase £ H
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Table 4 Comparison of detection accuracy of Xu-Net and SRM on S-UNIWARD and HILL
% 4 Xu-Net'j SRM 7F S-UNIWARD 5 HILL | #E#fi %% L

BPP (%)
Algorithm 0.1bit/pixel 0.4bit/pixel
CNN SRM CNN SRM
S-UNIWARD 57.33 59.25 80.24 79.53
HILL 58.44 56.44 79.24 75.24

Xu-NetP 345 250 AL B2 Bk 2 R AR 75 5 5 B A X TOM R B 5/ 5 LR R E £ 1B E R AR INABS (absolute
layer) 2 Sk B SIRFAE B fr 3 B, MR SR 6 2 SCHA IE B X [R] 46 /) B IE ) X [8] 8 INBNJZ (batch normalization layer)igh 47 #t b 22, 3 75 )1 2k
BB & IEA A0 XA AT AR TH I R B B Wi S B, T DA SE 4 Y R B HH B B R BR b FE IR ME IR B, S BUI 4R 45 SR BN SR 3B B/
B 55 R SRR RS BER, I AP R EES A B
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