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>frida -h
Usage: frida [options] target

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-D ID, --device=ID connect to device with the given ID
-U, --usb connect to USB device
-R, --remote connect to remote frida-server

-H HOST, --host=HOST connect to remote frida-server on HOST
-f FILE, --file=FILE spawn FILE
-n NAME, --attach-name=NAME
attach to NAME
-p PID, --attach-pid=PID
attach to PID
--debug enable the Node.js compatible script debugger
--enable-jit enable JIT
-1 SCRIPT, --load=SCRIPT
load SCRIPT
-c CODESHARE_URI, --codeshare=CODESHARE_URI
load CODESHARE_URI
-e CODE, --eval=CODE evaluate CODE
-q quiet mode (no prompt) and quit after -1 and -e
--no-pause automatically start main thread after startup
-0 LOGFILE, --output=LOGFILE
output to log file
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'use strict’';
/**
* JEIARTE DT BRI E i
* android os: 7.1.2 32bit (644LF]REE K OpenMemory %44 )
* legu: libshella-2.8.so
* 360:1libjiagu.so
&/
Interceptor.attach(Module.findExportByName("libart.so", "_ZN3art7DexFilel@OpenMemoryEPKhjRKNSt3__112basic_s
onEnter: function (args) {

//dexi&Eaahr B

var begin = args[1]
//#TElmagic
console.log("magic :
//dex fileSize Mkt
var address = parselnt(begin,16) + ©x20
//dex K/

var dex_size = Memory.readInt(ptr(address))

+ Memory.readUtf8String(begin))

console.log("dex_size :" + dex_size)
//dump dex #|/data/data/pkg/EBFTF
var file = new File("/data/data/xxx.xxx.xxx/" + dex_size + ".dex", "wb")
file.write(Memory.readByteArray(begin, dex_size))
file.flush()
file.close()
s
onLeave: function (retval) {
if (retval.toInt32() > 0) {
/* do something */
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#-*- coding:utf-8 -*-
# coding=utf-8

import frida

import sys

def on_message(message, data):
base = message[ 'payload']['base’]
size = int(message['payload']['size'])
print hex(base),size
# print session
# dex_bytes = session.read_bytes(base, size)
# £ = open("1.dex","wb")
# f.write(dex_bytes)
# f.close()

package = sys.argv[1]

print "dex S HEZFN: /data/data/%s"%(package)
device = frida.get_usb_device()

pid = device.spawn(package)

session = device.attach(pid)

src =



Interceptor.attach(Module.findExportByName("libart.so", "_ZN3art7DexFilel@0penMemoryEPKhjRKNSt3__112basic_s
onEnter: function (args) {

var begin = args[1]

console.log("magic : + Memory.readUtf8String(begin))

var address = parselnt(begin,16) + 0x20

var dex_size = Memory.readInt(ptr(address))

console.log("dex_size :" + dex_size)

var file = new File("/data/data/%s/" + dex_size + ".dex", "wb")
file.write(Memory.readByteArray(begin, dex size))

file.flush()

file.close()

var send_data = {}

send_data.base = parseInt(begin,16)
send_data.size = dex_size
send(send_data)

¥

onLeave: function (retval) {
if (retval.toInt32() > @) {
}

1
"""%(package)

script = session.create_script(src)
script.on("message" , on_message)

script.load()
device.resume(pid)
sys.stdin.read()
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const DexFile* DexFile::OpenMemory(const byte* base,
size_t size,
const std::string& location,
uint32_t location_checksum,
MemMap* mem_map,
const OatFile* oat_file,
std::string* error_msg) {
CHECK_ALIGNED(base, 4); // various dex file structures must be word aligned
std: :unique_ptr<DexFile> dex_file(
new DexFile(base, size, location, location_checksum, mem_map, oat_file));
if (!dex_file->Init(error_msg)) {
return nullptr;
} else {
__android_log_print(ANDROID_LOG_DEBUG, "chason 's DexFile::OpenMemory",
"size is:%zu,location is:%s", size, location.c_str());
if (!strcmp(location.c_str(),"/data/data/com.autohome.mycar/.jiagu/classes.dex"))

{

int fd = open("/data/data/com.autohome.mycar/classes.dex",0_CREAT|O_EXCL|O_WRONLY,S_TIRWXU);
__android_log_print(ANDROID_LOG_DEBUG, "chason's copy is starting!","hello");
if (fd>0)

write(fd,base,size);
else

__android_log_print(ANDROID_LOG_DEBUG, "chason's copy is failed!","codeis:%d",fd);
close(fd);

}

return dex_file.release();
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