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AES/CBC/NoPadding Data:

exeeceaeae 7B 22 68 65 60 78 65 72 5F 76 65 72 73 69 6F 6E {"helper_version
exeeeeeele 22 3A 22 35 2E 3@ 2E 3@ 2E 37 2E 51 22 2C 22 &7 ":"5.8.8.7.Q","E
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exeeeeaece 7@ 6C 65 2E 64 65 6D 6F 22 2C 22 61 7@ 6B S5F 76 ple.demo”,"apk_v
BxPeees87e 65 72 73 69 6F 6E 22 3A 22 33 2ZE 31 3@ 2E 31 38 ersion”:"3.18.18
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exeeeeaene 73 22 2C 22 63 6F 75 6E 74 72 79 22 3A 22 43 4E s","country”:"CN
EexPeeBeREe 22 2C 22 6F 73 5F 76 65 72 73 B9 6F 6E 22 3A 22 ","os_wversion":"
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AES/CBC/NoPadding result:
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XK TestHook.java HITERM S .

package com.example.al4473.xp;

import android.os.Bundle;
import android.support.annotation.NonNull;
import android.util.lLog;

import java.io.File;

import java.io.FileWriter;

import java.io.IOException;

import java.lang.reflect.Array;
import java.util.HashMap;

import java.nio.ByteBuffer;

import java.security.Key;

import java.security.MessageDigest;
import java.security.SecureRandom;
import java.security.cert.Certificate;
import java.security.spec.KeySpec;
import java.util.Map.Entry;

import java.util.HashMap;

import java.util.Objects;



import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.spec.DESKeySpec;
import javax.crypto.spec.IvParameterSpec;
import javax.crypto.spec.PBEKeySpec;
import javax.crypto.spec.SecretKeySpec;

import de.robv.android.xposed.IXposedHookLoadPackage;
import de.robv.android.xposed.XC_MethodHook;

import de.robv.android.xposed.XposedBridge;

import de.robv.android.xposed.XposedHelpers;

import de.robv.android.xposed.callbacks.XC_LoadPackage;

import static de.robv.android.xposed.XposedHelpers.findAndHookConstructor;
import static de.robv.android.xposed.XposedHelpers.findAndHookMethod;

import com.example.al4473.xp.HexDumper;

/**
* Created by 14473 on 2017/7/2.
*/
public class TestHook implements IXposedHookLoadPackage {

@Override
public void handlelLoadPackage(final XC_LoadPackage.LoadPackageParam loadPackageParam) throws Throwable

// FTENEBTAndroid B A HIEFR IR 4 F R4
String logstr = " W:" + loadPackageParam.processName + "-"+loadPackageParam.packageName;
XposedBridge.log(logstr);
// XEB LRI — T 48 € LR IAndroid B AR 7 42 1 i I8

try {

// A E$XposedHelpers. findClass#E4T M NSk kb 22
// java Hook#tHjavax.crypto.spec.DESKeySpecHifif ik &
XposedBridge.hookAllConstructors(XposedHelpers.findClass("javax.crypto.spec.DESKeySpec", loadPa
new XC_MethodHook() {

@Override
protected void beforeHookedMethod(MethodHookParam param) throws Throwable {
super.beforeHookedMethod(param);

String keystr;
[/ HIERNEE SR
byte[] keybyte = new byte[8];
int offset = 9;
/! MEEHRASHMAERE, B-NSHRFWE
// param.args.length3REURE 1 NS H 44
if(param.args.length != 1)
offset = (int)param.args[1];
// ¥ DUHOE B R O A7 23 1A o
System.arraycopy((byte[])param.args[@], offset, keybyte, 0, 8);

// logHZEXH+riBtag

keystr = "DES KEY";

// FTENHUE S8 52 M log H B3
Util.MyLog(loadPackageParam.packageName, keystr, keybyte);

Y-



// java Hook#b¥J"javax.crypto.spec.DESedeKeySpec" I FT7H 1t iR %L

XposedBridge.hookAllConstructors(XposedHelpers.findClass("javax.crypto.spec.DESedeKeySpec", loa

new XC_MethodHook() {

s

@Override

super.beforeHookedMethod(param);

String keystr;

// FRIE N AR

byte[] keybyte = new byte[24];
int offset = 0;

/! WREBANSHOWER, B-NSHR WS
if(param.args.length != 1)

offset = (int)param.args[1];
// ¥ DUBUE B BRI B Y A7 2 [R] o
System.arraycopy((byte[])param.args[0], offset, keybyte,

// logHEXHHrRiBtag

keystr = "3DES KEY";

// FTENEUEE B8 € N log H B30
Util.MyLog(loadPackageParam.packageName, keystr,keybyte);

// java Hook#tHEJ"javax.crypto.spec.SecretKeySpec" iiFfif ik &

XposedBridge.hookAllConstructors(XposedHelpers.findClass("javax.crypto.spec.SecretKeySpec", loa

new XC_MethodHook() {

1)

@Override

super.beforeHookedMethod(param);

int offset = 0;
int size = 0;
String Algorithm;

if(param.args.length != 2)
{
offset = (int)param.args[1];
size = (int)param.args[2];
Algorithm = (String)param.args[3];
}else {
Algorithm = (String) param.args[1];
size = ((byte[])param.args[@]).length;

byte[] data = new byte[size];
System.arraycopy((byte[])param.args[@], offset, data, 0,

String str ;
// logHZEXH+riEBtag
str = Algorithm + " Key";

Util.MyLog(loadPackageParam.packageName,str,data);

protected void beforeHookedMethod(MethodHookParam param) throws Throwable {

0, 24);

protected void beforeHookedMethod(MethodHookParam param) throws Throwable {

size);



// IV HE

// java Hook#b¥J"javax.crypto.spec.IvParameterSpec" ifiH #iE R

XposedBridge.hookAllConstructors(XposedHelpers.findClass("javax.crypto.spec.IvParameterSpec"”, 1
new XC_MethodHook() {

@Override
protected void beforeHookedMethod(MethodHookParam param) throws Throwable {
super.beforeHookedMethod(param);

String keystr;

byte[] IVByte;

byte[] tmp;

int offset = 0;

int size;

tmp = (byte[])param.args[0];
size = tmp.length;

/] WRERANSHEMERE, B_NSHERRB
if(param.args.length != 1)
{
offset = (int)param.args[1];
size = (int)param.args[2];
}
IVByte = new byte[size];
System.arraycopy(tmp, offset, IVByte, 0, size);

// logHEXHHRiEtag
keystr = "Iv";
Util.MyLog(loadPackageParam.packageName, keystr,IVByte);

s

// java Hook4tHJ"javax.crypto.Cipher"FHiE &H A" "doFinal " KKk
XposedBridge.hookAllMethods (XposedHelpers.findClass("javax.crypto.Cipher", loadPackageParam.cla

"doFinal", new XC_MethodHook() {

@Override
protected void afterHookedMethod(MethodHookParam param) throws Throwable {
super.afterHookedMethod(param);

Cipher cip = (Cipher)param.thisObject;
if(param.args.length >= 1)

{
// logHEX M+ riEtag
String str = cip.getAlgorithm() + " Data:";
Util.MyLog(loadPackageParam.packageName,str, (byte[])param.args[0]);
// logHA&EXMHHETEtag
str = cip.getAlgorithm() + " result:";
Util.MyLog(loadPackageParam.packageName, str, (byte[])param.getResult());
}

1)

// java Hook#tHZ"java.security.MessageDigest" T A L N " "update" KK T7i%
XposedBridge.hookAllMethods (XposedHelpers.findClass("java.security.MessageDigest", loadPackageP

new XC_MethodHook() {

@Override

nnatnrtad vaiAd hafanaldanb adMatrhAaAd/ MathAAUAALDAnAam nanam) +hnavie Thnaunhla
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super.beforeHookedMethod(param);

MessageDigest md = (MessageDigest)param.thisObject;
String str = md.getAlgorithm() + " update data:";
Util.MyLog(loadPackageParam.packageName, str, (byte[])param.args[0]);

1)

// java Hookit¥"java.security.MessageDigest"HpiA &R "digest" KK TiE
XposedBridge.hookAllMethods (XposedHelpers.findClass("java.security.MessageDigest", loadPackageP
new XC_MethodHook() {

@Override

protected void afterHookedMethod(MethodHookParam param) throws Throwable {
super.afterHookedMethod(param);
if (param.args.length >= 1)

{
MessageDigest md = (MessageDigest)param.thisObject;

String str;
str = md.getAlgorithm() + " data:";
Util.MyLog(loadPackageParam.packageName,str, (byte[])param.args[0]);

str = md.getAlgorithm() + " result:";
Util.MyLog(loadPackageParam.packageName,str, (byte[])param.getResult());

1
} catch (Exception e) {

e.printStackTrace();

class Util {

/] BF W EHABEE RS N6 RS F 55
@NonNull
public static String byteArrayToString(byte[] bytes) {

String hs = "";

String tmp =
for (int n = ©; n < bytes.length; n++) {

/ /BB RS R R R
tmp = (java.lang.Integer.toHexString(bytes[n] & OXFF));
if (tmp.length() == 1) {

hs = hs + "0" + tmp;
} else {

hs = hs + tmp;

}
tmp = null;

/1ERKRE

return hs.toUpperCase();



// RERRTT AR A MG B
public static String GetStack()

{
String result = "";
Throwable ex = new Throwable();
StackTraceElement[] stackElements = ex.getStackTrace();
if (stacktElements != null) {
int range_start = 3;
int range_end = Math.min(stackElements.length, 7);
if(range_end < range_start)
return "";
// FREREEEHBREERE S
for (int i = range_start; i < range_end; i++) {
result = result + (stackElements[i].getClassName()+"->"); // KHBK
result = result + (stackElements[i].getMethodName())+" "; // KHEHBK
result = result + (stackElements[i].getFileName()+"("); // IREEXHHILZHK
result = result + (stackElements[i].getLineNumber()+")\n"); // JRREXHFHITS
result = result + ("-----------mmm e \n");
}
}
return result;
}

// ITENMlog H BRI R N/ sdcard/ydsec/packgeName . txt
/] +++tr EREBEXN sdcard XM BRI FREMR +++++++4444
public static void MyLog(String packname, String info, byte[] data)
{
// BIBXHFER"/sdcard/ydsec/"
String path = "/sdcard/ydsec/";
File pather = new File(path);
if(!pather.exists())
pather.mkdir();
// PHEFFERTlogH E 4R
String filename = path + packname+".txt";
if(data.length >= 256)
return;

try
{
// 1. A BtagBnFERFF
info = info + "\n";
// 2. RTTERRMEREE R
info = info + GetStack() + "\n";
// 3. FBEITENR RN H LR HIERE R

info = info + HexDumper.dumpHexString(data) + "\N--------mmm oo

// BIE{RF LogH B /sdcard/ydsec/packgeName. txt

FileWriter fw = new FileWriter(filename, true);

/! BHBREREHEEE RS ANELogH FE XM /sdcard/ydsec/packgeName . txtH
fw.write(info);

fw.close();

// #TElogHE
Log.d("q_"+packname,info);
XposedBridge.log("["+ packname+"]"+info);



} catch(IOException e)

{
e.printStackTrace();

AT ElLog H E RIS S HexDumper.java FIERBM2E Y

package com.example.al4473.xp;

public class HexDumper

{

private final static char[] HEX_DIGITS = { 'e', '1', '2', '3', '4', '5',
‘A", 'B', 'C', 'D', 'E', 'F' };

/BT EE B B B e D9 1 6.8E ) B A BB AR
public static String dumpHexString(byte[] array)

{
if (array.equals(null))
return "null";
// BEATETH
byte[] byte2 = new byte[array.length + 0x10];
// AEZREE
for(int 1 = @; i < byte2.length; i++)
{
byte2[i] = ©;
}
/RO B SR HE LB e
for(int i = @; i < array.length; i++)
{
byte2[i] = array[i];
}
[/ BB BR O 163t R B SR
return dumpHexString(byte2, @, byte2.length);
}

[/ BB BAR RO 163k K R 5 SR
public static String dumpHexString(byte[] array, int offset, int length)

{

StringBuilder result = new StringBuilder();
byte[] line = new byte[16];
int linelIndex = 0;

// ITENEIE WS
result.append("\nox");

[/ R AR w8 B ¥ 9 1 633 ) A R R
result.append(toHexString(offset));

for (int i = offset; i < offset + length; i++)
{

if (lineIndex == 16)

{

result.append(" ");



for (int j =0 ; j < 16 ; j++)

{
if (line[j] > ' ' && line[j] < '~')
{
result.append(new String(line, j, 1));
}
else
{
result.append(".");
}
}

// ITENBUEER (s
result.append("\nex");
result.append(toHexString(i));
lineIndex = 9;

byte b = array[i];

result.append(" ");
result.append(HEX_DIGITS[(b >>> 4) & Ox0F]);
result.append(HEX_DIGITS[b & ©x0F]);

line[lineIndex++] = b;

}
if (lineIndex != 16)
{
int count = (16 - lineIndex) * 3;
count++;
for (int 1 =0 ; i < count ; i++)
{
result.append(" ");
}
for (int 1 = @ ; i < lineIndex ; i++)
{
if (line[i] > ' ' && line[i] < '~")
{
result.append(new String(line, i, 1));
}
else
{
result.append(".");
}
}
}

return result.toString();

[/ BB AT A D91 6.3 i B 4 BB
public static String toHexString(byte b)

{
[/ BF IR B 163 R 5 B
return toHexString(toByteArray(b));

/1 BF ARG 16 Bk ) 77 B B
public static String toHexString(byte[] array)
‘



/7 ¥ada e B O R s i B i e QB I T B R O L6 Bt FAF B AT B
return toHexString(array, ©, array.length);

}

[/ BIRE W HARIE B s AL B 18 52 K B SR R Hon 163 b F R B AT B R
public static String toHexString(byte[] array, int offset, int length)
{
// BEAET R
char[] buf = new char[length * 2];
int bufIndex = 0;

for (int i = offset ; i < offset + length; i++)

{

// BUEANBH S 1T R
byte b = array[i];
/1 B TR T R AL RO o 1 6k A BB
buf[bufIndex++] = HEX_DIGITS[(b >>> 4) & OxOF];
/1 B TR A RAGL B F o 1 63k i 4 BB
buf[bufIndex++] = HEX_DIGITS[b & OxOF];

}

// BB AT 1 R

return new String(buf);

}

// BintBRIBH RN 163 H] I F /PR #HTER
public static String toHexString(int i)

{
// BT EH Y 1633 ) B AF 5 H0E
return toHexString(toByteArray(i));

}

/] B BT A e B BEAT AR
public static byte[] toByteArray(byte b)

{
byte[] array = new byte[1];
array[@] = b;
return array;

}

/] BintBRBHEBONAF IR FIHA
public static byte[] toByteArray(int i)

{
byte[] array = new byte[4];
array[3] = (byte)(i & OxFF);
array[2] = (byte)((i >> 8) & OxFF);
array[1] = (byte)((i >> 16) & OxFF);
array[0] = (byte)((i >> 24) & OxFF);
return array;

}

/] BN FRE BT

private static int toByte(char c)

{
if (c >= '0' && c <= '9') return (c - '0");
if (c >= 'A" & c <= 'F') return (c - 'A' + 10);
if (c >= 'a' && c <= 'f') return (c - 'a' + 10);



throw new RuntimeException ("Invalid hex char +c+"'");

/[ B RE B R R Sy A B IR B BUR AT
public static byte[] hexStringToByteArray(String hexString)
{

int length = hexString.length();

byte[] buffer = new byte[length / 2];

[/ BRI FRERF R R

for (int i =0 ; i < length ; i += 2)

{

// Bk 23" #hex23

buffer[i / 2] = (byte)((toByte(hexString.charAt(i)) << 4) | toByte(hexString.charAt(i+1)));
}

return buffer;

Ja T B P AN SR fa] BN TR~
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