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0x2 43t main

1int _ cdecl main(int argc, const char **argv, const char **envp)

2q

int v4; // [esp+18h] [ebp-1D4h]

__main();

gmemcpy (&v4, &unk_403040, @x1C8u);
vm_operad(&v4, 114);

puts{“good,The answer format is:flag {}");
return 8;
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.text:00401760
-text:004081761
-text:00401763
-text:00401764
-text:00401765
-text:00401766
-text:00401769
-text:0040176F
-text:00401774
-text:00401778
-text:0040177D
-text:00401782
-text:00401784
-text:00401786
-text:00401788

rep movsd MRIFEBAR LA E N, BiHedxik, BIOX72ik
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1int _ cdecl main(int argc, const char **argv, const char **envp)

2q

L

main();

int v4; // [esp+18h]

[ebp-1D4h]

gmemcpy (&v4, &unk 403048, @xltEu);|
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vm_operad(&vd, 114);
puts("good,The answer format is:flag {}");
return @;

WAF R, MO0x403040K il EIRBv4, K/ NOXIC8NFHi,



A REFEAESE M), AR R0X72, AW RICH )5 =0x1C8IE?

itEsE
« = EBFR 7
12 x4 =
AERisERE
r_l HEX 1C8
DEC 456
ocT 710
BIN 0001 1100 1000
] QWORD MS
e # v 3 S

HSLARM 8, FOAEHERE N DworD H4MNFH, XM S BIEREgRD AL AT LLE .
Ox1C8 = Ox72 * Ox4
BE—MRFERIZR, puts P RENT FREBER, TERAENFiEflaghbit. ..

0x5 43 #r vm_operad

FHIDABEZIRICS vm_operad(int *al, int a2)
int* a1l AR ZETFIVAE iht, a2 AH %114
oA S BSRERER TIRAWT:

#include<iostream>
#include<windows.h>
#include<string>
using namespace std;

size_t read(char *al)

{

size_t result; // eax

printf("string:");
scanf("%s", al);
result = strlen(al);
if ( result != 15 )
{
puts("WRONG!\n");
exit(@);
}

return result;

int vm_operad(unsigned int *al, int a2)
{
int result; // eax
char v3[100]; // [esp+13h] [ebp-E5h]
char v4[100]; // [esp+77h] [ebp-81h]
char v5; // [esp+DBh] [ebp-1Dh]



int
int
int
int
int

v1e
V9 =
v8 =
v7 =
V6 =
whil
{

re

v6; // [esp+DCh] [ebp-1Ch]
v7; // [esp+EOh] [ebp-18h]
v8; // [esp+E4h] [ebp-14h]
v9; // [esp+E8h] [ebp-10h]
v10; // [esp+ECh] [ebp-Ch]

= 0;
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sult = vi10;

if ( vle >= a2 )
return result;
switch ( al[vie] )

{

case 0:
case 9:
continue;
case 1:
va[v7] =
++v10;
++V7;
++V9;
break;
case 2:

v5;

v5 = al[vie

v1e += 2;
break;
case 3:

v5 = v3[v9]

v1e += 2;
break;
case 4:

v5 = al[vie

v1e += 2;
break;
case 5:

v5 = al|vile

v1le += 2;
break;
case 6:
++v10;
break;
case 7:

if ( v4[v8]

{

+ 1] + v3[v9];

LOBYTE(al[v1e + 1]);

+ 1] ~ v3[v9l;

+ 1] * v3[v9];

I= alfvie + 1] )

printf("what a shame...");

exit(@)
}
++v8;
v1le += 2;
break;

case 8:

v3[ve] =
++v10;

++V6;

hiAaal.

3

Vv5;
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case 10:
read(v3
++v10
break
case 11:
v5 = v3[v9] - 1
++v10
break
case 12:
v5 = v3[v9] + 1
++v10

break

int main

unsigned int a ={Ox0A,0x04,0x10,0x08,0x03,0x05,0x01,0x04,0x20,0x08,0x05,0x03,0x01,0x03,0x02,0x08,0x0B,0x01
0x0C,0x08,0x04,0x04,0x01,0x05,0x03,0x08,0x03,0x21,0x01,0x0B,0x08,0Xx0B,0x01,0Xx04,0Xx09,0Xx08,0%x03,0%x20,0%x01,0%x02,0
x51,0x08,0x04,0x24,0x01,0x0C,0x08,0x0B,0x01,0x05,0x02,0x08,0%x02,0x25,0x01,0x02,0x36,0Xx08,0x04,0x41,0x01,0%x02,0x2
0,0x08,0x05,0x01,0x01,0x05,0x03,0x08,0x02,0x25,0x01,0x04,0x09,0x08,0x03,0x20,0x01,0x02,0x41,0x08,0x0C,0x01,0x07
0x22,0x07,0x3F,0x07,0x34,0x07,0x32,0x07,0x72,0x07,0x33,0x7,0x18,0x7,0xffffffa7,0x7,0x31,0x7,0xfffffff1l,0x7,0x28
Ox7,0xffffff84,0x7,0xffffffcl,0x7,0xle,0x7,0x7a

cout << sizeof(a) / sizeof(a[®©

vm_operad(&a,114

return ©
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AL, ATCAE, SRR AR — A, B swichyy STR !

e/ RICHNAG, v3 va AKEI100MFREA, BT BEOREFRARSEFlag, FrEAFNIVE vART Bt 2 RATEZE K
flag.

rad(unsigned int *, int)

‘V4[V8] I= ai[vie + 1] )

printf("what a shame...");
exit(e);




++Vv8;
v1e +=
break;
case 8:
v3[ve]
++v10;
++v6;
break;
case 1©:
read(v3);
++v10;
break;
case 11:
v5 = v3[v9] - 1;
++v10;
break;
case 12:
v5 = v3[v9] + 1;
++v1e;

size_t read( al)

{

size_t result;

printf("string:");
scanf("%s", al);
result = strlen(al);
if ( result != 15 )
{

puts("WRONG!\n");
exit(e);

}

return result;

https://blog.csdn.net/shipsail

v3 BB case8 TH A, E caselo FHHAN, WAKE N5

;Q;;;A_L allvie| )
{
case O:
case 9:
continue;
case 1:
va[v7] = v5;
F¥V1i0,
++v7;
++v9;
break;

if ( v4[v8] != al[vie + 1] )
il

printf("what a shame...");

https://blog.csdn.net/shipsail
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va 7E case 1 FHHE, case7 FWMhE5 a1 TERBMATHE:, a1 FHTERCHM, AT HE, HRIL a1 LN array »
X BB Kprintf() F exit() R, FHAEread()F FEHLIFIN 15N FFRF

case 7:

cout <<"case 7 " <X (va[v8]) <<" " <« (array[vie + 1]) <<endl;
if ( v4[v8] != array[vie + 1] )
{

hitps://blog.csdn.net/shipsail

size_t read( array)

{

for( i=0;i<15;i++){
array[i] = rand() * 255;
}

return 15; hittps://blog.csdn.net/shipsail

PS E:\Astdchi\contests\CTF\re> g++ .\flag2.cpp
PS E:\Astdchil\contests\CTF\re> .\l.exe
case[7] v4|@ -62 22
case[7] v4 -9 3f
case[7] v4 63 34
case[7] v4 121 32
case[7] v4 608 72
case[7] v4 -110 33
case[7] v4 3 18
case[7] v4 -121 ffffffa7
case[7] v4 -82 31
case[7] v4 5 fFFFff
case[7] v4 -84 28
case[7] v4|11 47 fFffffa4
case[7] v4|12 82 fFFfffcl
case[7] v4|13 44 le
case[7] v4|14 89 7a
v3: -57 -3 64 125 93 -109 35 -93 -81 -32 -19 47 45 76 88
v4: -62 -9 63 121 68 -110 3 -121 -82 5 -84 47 82 44 89
89 15 15 15 15 114
try again:
1
case[7] v4:
case[7] v4:
case[7] v4:
case[7] v4:
case[7] v4:
case[7] v4:

V4 :
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=
(]




case[7] fFffffa7
case[7] 31
case[7] FFFfff
case[7] 28

case[7] fFffffa4

case[7] fFFfffcl

case[7] le

case[?] 7a csdn.net/s

case7 HIM T va BATENKIFME array[vie + 1] B¥E, XML TRITCH T va 2, i va BIE case 1 PRMEN
v5, A oxfrEFff AANENME RN %, FEODFMEIEAN oxfFfffffl

v4 = {0x22,0x3f,0x34,0x32,0x72,0x33,0x18,0xffffffa7,0x31,0xf1l,0x28,0xffffff84,0xffffffcl,o0xle,0x7a

PUAE R B Vs
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#include<iostream>
#include<windows.h>
#include<string>

using namespace std

size_t read(char *array

for(int i=0;i<15;i++
array[i] = rand() * 255

return 15

size_t result; // eax
printf("string:"
scanf("%s", array
result = strlen(array
if ( result != 15

puts("WRONG!\n"

exit(o

return result

void displayVvovie(int _case ,int v9,int vile
return
printf("case %d\tv9=%d\tv1ie=%d\n", case,v9,v10

int vm_operad(unsigned int *array, int a2

int result; // eax

char v3[100]; // [esp+13h] [ebp-E5h]
char v4[100]; // [esp+77h] [ebp-81h]
char v5; // [esp+DBh] [ebp-1Dh]

int v6; // [esp+DCh] [ebp-1Ch]

int v7; // [esp+E6h] [ebp-18h]

int v8; // [esp+E4h] [ebp-14h]

int v9; // [esp+E8h] [ebp-16h]

int v1@; // [esp+ECh] [ebp-Ch]
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V9 = 0;
v8 = 0;
v7 = 0;
v6 = 0;
while ( 1)
{
result = vi10;
if (vie >= a2 ){
// cout << "v3: ";
// for(int 1 = @; v3[i] I= "\@';i++){
// cout << int(v3[i]) << " ";
/7 }
// cout << endl;
// cout << "v4: ";
// for(int 1 = @; v4[i] I= "\0';i++){
// cout << int(v4[i]) << " ";
/7 }
// cout << endlL;

//

non mon mon " "

cout << int(v5) << <<VB<<™ equ7<ec eu8<<” "ecvI9<< " "<<vilo<c<endl;

return result;

switch ( array[vio] )

{

case 0:
case 9:

continue;

case 1:
displayvovie(1,v9,v1e);
printf("v4[%d] = v5; \n\n\n",v7);
v4[v7] = Vv5;
++v10;

++V7;

++Vv9;

break;

case 2:
displayvovie(2,v9,v10);
printf("v5 = array[%d] + v3[%d]; \n",v1e + 1,v9);
v5 = array[v1e + 1] + v3[v9];
v1e += 2;
break;

case 3:
displayVvovie(3,v9,v10);
printf("v5 = v3[%d] - LOBYTE(array[%d]); \n",v9 ,vlie + 1);
v5 = v3[v9] - LOBYTE(array[vle + 1]);
v1e += 2;
break;
case 4:
displayVvovie(4,v9,v10);
printf("v5 = array[%d] ~ v3[%d]; \n",v1@ + 1,v9);
v5 = array[vle + 1] ~ v3[v9];
v1e += 2;
break;
case 5:
displayVvovie(5,v9,v10);
printf("v5 = array[%d] * v3[%d]; \n",v10 + 1,v9);
v5 = array[vle + 1] * v3[v9];



v1e += 2;
break;
case 6:
++v10;
break;
case 7:
// FHB IS S
cout << "case[7] " <<
dec;
if ( v4[v8]
{

"v4:

"o << v8

I= array[vie + 1] )

// printf("what a shame...");

// exit(0);
¥
++V8;
v1le += 2;
break;
case 8:
displayVvovie(8,v9,v10);

printf("v3[%d] = v5; \n",v6);

v3[v6] = v5;
++v10;
++V6
break;
case 10:
read(v3);
++v10;
break;
case 11:
displayVvovie(11,v9,v10);
printf("v5 = v3[%d] - 1;
v3[vo] - 1;
++v10;

V5 =

break;

case 12:
displayvovie(12,v9,v10);
printf("v5 = v3[%d] + 1;

v3[v9] + 1;

++v10;

V5 =

break;

int main(){

\n",v9);

\n",v9);

<< "\t\t" << int(v4[v8]) << "\t\t" <«

int(array[v1e + 1]) <<endl <<

unsigned int a[] ={0x0A,0x04,0x10,0x08,0x03,0x05,0x01,0x04,0x20,0x08,0x05,0x03,0x01,0x03,0x02,0x08,0x0B,0x01
,0x0C,0x08,0x04,0x04,0x01,0x05,0x03,0x08,0x03,0x21,0x01,0x0B,0x08,0x0B,0x01,0x04,0x09,0x08,0x03,0%x20,0x01,0x02,0
x51,0x08,0x04,0x24,0x01,0x0C,0x08,0x0B,0x01,0x05,0x02,0x08,0x02,0x25,0x01,0x02,0x36,0x08,0x04,0x41,0x01,0x02,0x2
0,0x08,0x05,0x01,0x01,0x05,0%x03,0x08,0x02,0x25,0x01,0x04,0x09,0x08,0x03,0x20,0x01,0x02,0x41,0x08,0x0C,0x01,0x07,
0x22,0x07,0x3F,0x07,0%x34,0%x07,0%x32,0%x07,0%x72,0%x07,0%x33,0x7,0x18,0x7,0xffffffa7,0x7,0x31,0x7,0xffffff,0x7,0%x28, 0%
7,0xfffff84,0x7,0xffffffcl,0x7,0x1le,0x7,0x7a};

int test;
while(1){

unsigned int *b = new unsigned int[114];

for(int i = 0; i < 114;i++)
b[i] = a[i];
vm_operad(b,114);

o) ol



gelLete || D;
cout <<"input a int to try again:"<<endl;
cin >> test;

}

return 0;

FTENEHE Vs B case F case 1

BT va B4, BroAm BRI v3, LT AT ENREGH RS2

v5 = array[2] ~ v3[0];

v3[0] = v5;
v5 = v3[0] - LOBYTE(array[5]);
v4[0] = v5;

v5 = array[8] " v3[1];

v3[1l] = v5;
v5 = array[11] * v3[1];
v4[1] = v5;

v5 = v3[2] - LOBYTE(array[14]);

v3[2] = v5;
v5 = v3[2] - 1;
V4[2] = Vv5;

v5 = v3[3] + 1;

v3[3] = v5;
v5 = array[21] ~ v3[3];
v4[3] = v5;

v5 = array[24] * v3[4];

v3[4] = v5;
v5 = v3[4] - LOBYTE(array|[27]);
v4[4] = Vv5;

v5 = v3[5] - 1;

v3[5] = v5;
v5 = v3[5] - 1;
V4[5] = v5;

v5 = array[34] ~ v3[6];

v3[6] = Vv5;
v5 = v3[6] - LOBYTE(array|[37]);
v4[6] = V5;

v5 = array[40] + v3[7];

v3[7] = v5;
v5 = array[43] ~ v3[7];
V4[7] = v5;

v5 = v3[8] + 1;



v5 = array[50] * v3[9];

v3[9] = v5;
v5 = array[53] + v3[9];
v4[9] = v5;

v5 = array[56] + v3[10];
v3[10] = v5;
v5 = array[59] ~ v3[10];
v4[10] = v5;

v5 = array[62] + v3[11];

v3[11] = v5;
v5 = array[65] * v3[11];
v4[11l] = v5;

v5 = array[68] * v3[12];

v3[12] = v5;
v5 = array[71] + v3[12];
v4[12] = v5;

v5 = array[74] ~ v3[13];

v3[13] = v5;

v5 = v3[13] - LOBYTE(array[77]);
v4[13] = v5;

v5 = array[80] + v3[14];

v3[14] = v5;
v5 = v3[14] + 1;
v4[14] = v5;
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#include<iostream>
#include<windows.h>
#include<string>
using namespace std
int main

unsigned long array ={Ox0A,0x04,0x10,0x08,0x03,0x05,0x01,0x04,0x20,0x08,0x05,0x03,0x01,0x03,0x02,0x08,0x0B
0x01,0x0C,0x08,0x04,0x04,0x01,0x05,0x03,0x08,0x03,0%x21,0x01,0x0B,0x08,0x0B,0x01,0x04,0x09,0x08,0x03,0%x20,0x01,0
X02,0x51,0x08,0x04,0x24,0x01,0x0C,0x08,0x0B,0x01,0x05,0x02,0x08,0x02,0%x25,0x01,0x02,0%x36,0x08,0%x04,0x41,0x01,0%x0
2,0x20,0x08,0x05,0x01,0x01,0x05,0x03,0x08,0x02,0x25,0x01,0x04,0x09,0x08,0x03,0x20,0x01,0x02,0x41,0x08,0x0C,0x01
0x07,0x22,0x07,0x3F,0x07,0x34,0x07,0x32,0x07,0x72,0%x07,0%x33,0x7,0%x18,0x7,0xffffffa7,0x7,0x31,0x7,0xFfffffffl,0x7
0x28,0x7,0xffffff84,0x7,0xffffffcl,0x7,0xle,0x7,0x7a

unsigned long v4[] = {0x22,0x3f,0x34,0x32,0x72,0x33,0x18,0xffffffa7,0x31,0xf1,0x28,0xffffff84,0xffffffcl,ox1
e,0x7a

unsigned long v3[15

v3[0] = (v4[0] + LOBYTE(array|[5 N array|2
v3[1l] = (v4[1] / array|[1l1 ~ array|[8

v3[2] = (v4[2] + 1) + LOBYTE(array[14

v3[3] = (v4[3] » array|21 -1

v3[4] = (v4[4] + LOBYTE(array[27 / array|24
v3[5] = (v4[5] + 1) + 1

v3[6] = (v4[6] + LOBYTE(array[37 ~ array| 34
v3[7] = (v4[7] » array[43 - array|40

v3[8] = (v4[8] + 1) -1

v3[9] = (v4[9] - array|[53 / array|[50

v3[10] = (v4[10] " array|[59 - array|56

v3[11] = (v4[11] / array|[65 - array[62
v3[12] = (v4[12] - array|[71 / array|68

v3[13] = (v4[13] + LOBYTE(array[77 ~ array|74
v3[14] = (v4[14] - 1) - array[80

cout << "flag{"
for(int i=0;i<15;i++
cout <<char(v3[i

cout<<"}"
return 0

PS E:\Astdchi\contests\CTF\re> g++ .\get.cpp
PS E:\Astdchi\contests\CTF\re> .\2.exe

flag{757515121f3d478}

53| Flag
OX7 245

RIEBABAEE R B LEBEELS, BTMASXER, FTUNMZE NERRE.



	复盘网鼎杯Re-Signal Writeup
	Signal

	0x0 引言
	0x1 查壳
	0x2 分析 main
	0x3 瞧一瞧 __main()
	0x4 内存复制
	0x5 分析 vm_operad
	0x6 调试计算 V5
	0x7 总结

