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<IDOCTYPE html> <!-- FEBHIX ZAHTML5 3R -->
<html> <!-- HTMLE &A%, head&f4r SbodyEi 4y >

<head>
<meta charset="utf-8"> <!-- #§EMWIL 73 -->
<title> e L E AR </title>
</head>
<body>
<h2>JJ&2 g hridl </h2>
<input type="text' name="input' placeholder="3 & A f AHE" >
<input type='submit' value="3& & fiff 7 4441 >
</body>
</html>
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<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>F2 S FE bR </title>
<style type="text/css">
/* W CSSHEAL */
h2 {
color:red; font-size: 14px;
}
</style>
</head>
<body>
<h2>FKE2 bRl </n2>
<input type="text' name='"input' placeholder="H & SC A% AE" >
<input type='submit' value="$% 2 i 7€ %4l >
</body>
</ntml>
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<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">

<title>FK e L E R < /title>
<script type="text/javascript">

/R

alert(‘hello world");

</script>

</head>
<body>
<h2>3RJE2 T brilii</h2>

<input type="text' name='input' placeholder="# & A4 AHE" >
<input type="submit' value="F&f&: i 5 4441l >

</body>
</html>
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<Pphp

$input = $_GET['param'];
echo 3$input;
>

>

BRI S param,  FEKGILAE Y 2 DU

<« C @ @ 127.0.0.1/7param=1
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<p 11.php

<?php

$input = $_GET['param’];
echo $input;
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Reflected Cross Site Scripting (XSS)

X B R E S8 B HEA XCCIR IR

What's your name? |

| Submit
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<script>alert(1)</script>
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" <IDOCTYPE html>

i <html>

. <head>

<title> </title>

<script type="text/javascript”>

function test(){

//getElementByld(): & 4KHEMIdILER
/8 XA REstr, REXId Mtext P
var str = document.getElementByld("text").value;
/KB S N id At bR RE

document.getElementByld("t").innerHTML = "<a href="" + str + " >testlink</a>";

}
: </script>‘
</head>
i <body>
: <div id="t"></div>

<input type="text" id="text">

5 <input type="submit” value="write” onclick="test()"> <!- 3N, 2 JavaScriptiijtestpf £ -->
</body>
©</html>
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OPEN FILES g xss-htm B8 1 html
xss.html

* B 1.html

></ >
type="text/javascript">
function test(){

var str = document.getElementById("text").value;

document .getElementById("t").innerHTML = "<a href=""

str R Jax";
Reference: ’
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Bilim1.html:10

</
>
>
< id="t"></ >
< type="text" id="text">
< type="submit" value="write" onclick="test()">
<I= YodhiRilE, $£ftglavaScriptiytestiiy -->
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