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public boolean checkRunningProcesses() {
boolean returnValue = false;
// Get currently running application processes
List<RunningServiceInfo> list = manager.getRunningServices(300);
if(list != null){
String tempName;
for(int i=@;i<list.size();++i){
tempName = list.get(i).process;
if(tempName.contains("fridaserver")) {
returnValue = true;
}
}
}

return returnValue;
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boolean is_frida_server_listening() {

struct sockaddr_in sa;

memset(&sa, 0, sizeof(sa));

sa.sin_family = AF_INET;

sa.sin_port = htons(27047);

inet_aton("127.0.0.1", &(sa.sin_addr));

int sock = socket(AF_INET , SOCK_STREAM , 9);

if (connect(sock , (struct sockaddr*)&sa , sizeof sa) != -1) {
/* Frida server detected. Do something.. */

}
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/*
* Mini-portscan to detect frida-server on any local port.
*/
for(i =0 ; 1 <= 65535 ; i++) {
sock = socket(AF_INET , SOCK_STREAM , 0);
sa.sin_port = htons(i);
if (connect(sock , (struct sockaddr*)&sa , sizeof sa) != -1) {
__android_log print(ANDROID LOG_VERBOSE, APPNAME, "FRIDA DETECTION [1]: Open Port: %d", i);
memset(res, @ , 7);
// send a D-Bus AUTH message. Expected answer is “REJECT"
send(sock, "\xee", 1, NULL);
send(sock, "AUTH\r\n", 6, NULL);
usleep(100);
if (ret = recv(sock, res, 6, MSG_DONTWAIT) != -1) {
if (strcmp(res, "REJECT") == @) {
/* Frida server detected. Do something.. */

}

close(sock);
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char line[512];
FILE* fp;
fp = fopen("/proc/self/maps", "r");
if (fp) {
while (fgets(line, 512, fp)) {
if (strstr(line, "frida")) {
/* Evil library is loaded. Do something.. */
}

}
fclose(fp);

} else {
/* Error opening /proc/self/maps. If this happens, something is off. */

}
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static char keyword[] = "LIBFRIDA";
num_found = 0;
int scan_executable_segments(char * map) {
char buf[512];
unsigned long start, end;
sscanf(map, "%lx-%1x %s", &start, &end, buf);
if (buf[2] == 'x") {
return (find_mem_string(start, end, (char*)keyword, 8) == 1);
} else {
return 0;
}
}
void scan() {
if ((fd = my_openat(AT_FDCWD, "/proc/self/maps", O_RDONLY, 0)) >= 0) {
while ((read_one_line(fd, map, MAX_LINE)) > 0) {
if (scan_executable_segments(map) == 1) {
num_found++;
}
}
if (num_found > 1) {
/* Frida Detected */

}
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#include "bionic_asm.h"
.text

.globl my_openat

.type my_openat,function
my_openat:

.cfi_startproc

mov ip, r7

.cfi_register r7, ip

ldr r7, =__NR_openat

swi #0

mov r7, ip

.cfi_restore r7

cmn ro, #(4095 + 1)

bxls 1lr

neg ro, ro

b _ set_errno_internal

.cfi_endproc

.size my_openat, .-my_openat;
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